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The Target Environment

In units 1-4 weve £en hav the compiler understands "what it says" and "what it means,"
along with methods of representing that meanihgUnit 5 we looked at one way of
expressing "hw to do t" through abstract machines (one-address stack code and quads).
While it is possible to write a "compiler" proper which stops at quads, and allows other
tools to tale it to the finish line (indeed, that is the approach taken in the ClauWiiLL
framework), it is helpful to understand tnowe et to the final, target codew@ronment.

We'l| take it to assembly language, looking at X86 as an example.

Before we begin, it is crucial to understand that "Theydt Environment" goes pend

just the CPU and its instructiong\ll targets hae what is known as thépplications

Binary Interface (ABI) which sets the "rules of the field" for Wwdbinary applications
(those distributed in na® knary machine code form, i.e. EXE or a.out files) irgeef
with the operating system, with the system libraries, and with other binary code.

Overview of the compiler/assembler/linker toolchain

Although some compilers tekhe source language directly to machine code, most utilize
the system assembleifherefore, a C compiler will transformc files into assembly
language files with as suffix. Thesystem assembler is traditionally calkesl.

The assembler takes the file and creates eelocatable object file which has a o

suffix. It is typical with larger projects to divide the code among multiple source files.
When part of the project is changed, only the source file or files containing this change
need to be re-compiled and re-assemblEde result is then linked with the object files
previously produced, which i@ rot been affected by the change.

This model allavs intermixing of modules from different source languages or modules
which are written directly in assembly languag€he latter is commonly found in
operating systemseknel code or in specialized graphics/multimedia applications which
are looking to exploit machine-specific optimizations or specialities such as the SSE
instructions under X86.

Furthermore, most programming environments expect a standard library of
functions/procedures, such as the Standard C library (printf, etc.), and often a
programmer will want to makuse of a specialized library (e.g. in C the floating point
functions are in thenlibrary). In this unit, we’'ll see tw different styles of libraries:
static libraries which hare a. a suffix, anddynamic / shared librarieswhich hae a

. S0 suffix.

Finally the linker program takes the various object files and libraries and combines them
into a monolithic, coherentxecutable file. At this time, addresses that wereipresly
expressed as symbols arev@i ecific run-time addresses. The resultingcatable
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output by the linker is called, by @efit, a. out where the "a" refers to the Absolute
address assignment to symbols.

The linker is calledl d on UNIX systems. This harkens back to somexyvold
terminology where the linker was often called a "loader" because it produced the "load
deck" (of punched cards) which was tixeaitable program

standard C library libc
math library libm

a.out
g g absolute executable file
main.c M main.s 5 main.o
funcl.c :D funcl.s II\E/I funcl.o = load_addr
funca.c L func2.s B func2z.o —————= exec_addr
! E K L ! text size
' R /! E \ data size
I \ T
I K R ' bss size
‘\
— \
externinti;
0020
f10) 0024 ...
{ 0028 FF05 00000000
C Assembly language _RELOCAT'ONS: .text image
i @O002A 4 bytes
Object file
e
Absolute 08048112 ...
Executable 08048116 ....
Machine Code 0804811A FFO05 0804D004
.data initial values

Therefore, compiling a C program into awmeeutable file is a multi-stage process

involving several tools. When one simply runs:
cc test.c

Thecc command transparentlyxecutes the compileessembler and lirds, resulting the

a. out (if there are no fatal errors in compilation). It is possible to arrest the compiler
wrapper at dierent stages, to see the assembly or object file that results, ageneedra

in class. lItis also of course possible to assign a different nameao tle file.
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Before we continue further with the assembler/linker part of the toolchasmgdetan in-
depth understanding of a particular architectiel | look at X86.

UNIX-style assembly syntax

The Intel documentation uses the Intel standard assembly language synthg, WNIX
assembleras follows a different covention (which is consistent across fdient
processors). Ithe UNIX syntax, an identifier is unambiguously an assembler symbol.
To reference a gster its name is prefixed with a percent sign, e.g. %€ebax.use a
symbol as an immediate value, the dollar sign is used as a poafierwise the symbol
means the contents of that addreBsgister indirect addressing modes are indicated by
braclets or parentheses. UNIX assembly instructions are of the fmoeode
srcl, src2, dst for 3-address instructions arpcode src, dst for 2-address.
(Note that Intel syntax is dst,src)Ve will use the UNIX syntax in these noteAnother
name for this is the "AT&T" syntax, after the original authors of UNIX

In the UNIX/AT&T syntax, where a particular opcode can be performed farett
precisions, that opcode reees a ktter suffix: b,w,l,q for 8,16,32 and 64-bit operations
respectrely. In assembly language, each instruction is represented by a Miegh&

fields which are delimited by whitespace. The first field is an optional label, which
associates a symbolic name with the address of the instruction. The label may also
appear on a line by itself. In either form, the label museraolon following it. The

next field is the opcode, followed by the operands field. Instructiome kther zero
operands, a single operandspoteperands, or three operands. After the operands, a
comment can be placed, started with a # charadtkis comment is ignored by the
assemblerA line started by a # is also ignored as a comment.

Some opcodes are not real machine language opcodes that the processor understands, b
pseudo-opcodes, or dirasds, that are recognized by the assembl8uch pseudo-
opcodes begin with a dot.

As the assembler digests its input, it maintains a group of location counters or "cursors."
There is one cursor faachof the object file sections. The assembler also maintains a
notion of which section it is putting output intdnitially, &l of these cursors are
initialized to 0 and the assembler is in theext section. Aswe switch back and forth
between sections with direets like . dat a and. t ext , the assembler remembers, via

the location counter cursowhere it left of. The current \alue of the "cursor” can be
referenced within an assembly language expression by using a single dot (period)
character.

The presence of a label associates that symbol with the current section and location. E.g.:
| abel 1:
pushl %ebp

The linker symbol abel 1 will now havethe value of the address of theshl opcode,
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therefore
jmp | abel 1

would have the desired effect of jumping to that point in the code.

The Intel X86 architecture

X86 refers broadly to a family of Intel (and compatible) microprocessors manufactured in
the last 25 years or so. Itis also called the X86 architecture by Intel. The first 32-bit X86
processor was the 80386586-64 is a 64-bit extension to X8@ntel's is a GSC
architecture which is a direct linear descendant of the very first microprqabss4904

(a 4-bit product).

There are manwho find the X86 architecture to be a dinosand a badly designed one
at that, which should ka long ago becomexenct. However, IBM’s choice of it for its
first personal computer sealed its fate as the most popular processor architecture.

The X86-64 architecturextends the 32-bit X86 to use 64-bit registers, while retaining
backwards compatibility with 32-bit X86 code.

In the X86-32 model, with 32-bit registers, ints, longs and pointers are all 3Zitdhe
64-bit model, with registers mowidened to 64 bits, there are fdifent data type width
models. Theone which is used on UNIX systems is sometimes called "LP-64", meaning
longs and pointers are 64-bit, but ints remain 32.

X86 is, for the most part, a 2-address architecture. Instructiomsjinst two operands.
Therefore for instructions such as ADD, one of the operands acts as both one of the
source operands and the destination.

Below is a simmary of the X86/X86-64 architecture The reader is detoured toftbialof
reference manuals for full details.

X86 Register Model

When referring to X86 registers, their size is implied by a préfot.example, there is a
32-bit register called EAX. The least significant 16 bits of thgitster are called AXIt

is possible to refer to the least significant byte as AL and the next most significant byte as
AH. In the 64-bit X86-64 instruction set, the 64-bit version of EAX would be called
RAX. We will first consider the 32-bit model.

The register model of X86 is camluted and archaic, making efficient register allocation
and instruction selection a challenge. The following general-purpagstars are
typically used for holding temporary values, general integer computation, etc.

* %eax: The "accumulator". Marinstructions use %eax as an implied operand.

* %ebx: The "base register” (not to be confused with %ebp).
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* %ecx: The "counter register".

* %edx: The "data register".

* %esi: Source register for string operations

* %edi: Destination register for string operations

The following special registers are used for control flow:

* %eip: The "instruction pointer,” aka the Program Countrthe time of instruction
execution, %eip contains the address of the next instruction to be fetéhdwalanch
instruction modifies %eip and causes the next instruction to be fetched fromhat ne
address.

* %esp: The stack pointer.

* %ebp: lypically used in the C / assembly languagevention for the stack frame "base
pointer” Akathe "frame pointer”

» %eflags: The flags gester It contains the condition code flags (carparity, BCD
adjust, zero, signedyerflow) as well as a number of flags and control bits which are
generally used only by the operating system (e.g. the Interupt Enable Flag).

The X86 addressing scheme is based on an obsolete concept knowgnaentadfset”
addressing. Imall modern operating systems, program addresses are, lameshithe
seggmentation is basically ignored. The register model contains thetaes %cs, %ds,

%ss which are initialized by the operating system and should not be touthedare

what enable code, data and stack accesse®ia vAdditional sgment registers %es,

%fs and %gs are general-purpose and, because a linear addressing model is being used,
could be emplged as general-purpose scratch registers, subject to some restrictions as to
which registers may appear in which instructiortéowever, both the %fs and %gs
registers are used by the operating system and the standard, li@vdrnghould be
avaded. Inaddition, thg are 16-bit registers so their utility as general-purpogesters

is dubious.

There are manadditional registers in the X86 modelutbthey are either used by the
operating system onlyor ae for instructions that are beyond the scope of this
introduction, such as floating point, MMX, and SSE instructions.

On X86-64, there are additional general-purposggsters% 8 - 9% 15. It is possible
(although rare) to refer to the least significant 32 bits of thegstees by the names
%r8d, %rod, etc.

Addressing Modes

There are a number of addressing modes which are used to specify where to find or put
the operands of an instruction. There are yra@mbinations of src/dst addressing modes
including some odd restrictions.Generally speaking, most opcodes \allo
register/register regster/immediate, register/memory or immediate/memory
combinations. Memory/memorig generally not allwed, although typically one-address
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memory operands are ok (eigaicl xyz). Consultthe X86 documentation for each
opcode to determine the alleble address mode combinations.

» Regster Direct: Specify the register name with a % prefix, e.g. %eax.

e Immediate: The immediate value must be prefixed with the dollar sign, e.g. $1 A
symbol may also be used such as $a.

* Memory (Absolute): The absolute address of the operand is specified without a prefix.
E.g. movl $1,y moves the immediate value 1 into the memory address which is
associated with the linker symbal A& numeric value could also be used but this is not
typical, since memory addresses are determined by linker symbols.

* Regster Indirect: The operand is at a memory location, the address of which is in a
general-purpose gester This is similar to a pointer dereference in Bor example, the
syntax( %edx) interprets the %edx register as the memory address of the operand.

» Scaled Register Indirect with Displacement: The X86 has a handy mode for accessing
local variables, elements of a struct, or elements of an .arfdne syntax is

di sp(%ase, % ndex, scal e) . The address of the operand is computed as
addr =di spt+base+(i ndex*scal e). The base and indemay be agy of the
general-purpose registers with the odd exception that %esp is not allowed asxan inde
The displacement is a 32-bialue. Thescale factor may be 1, 2, 4 or 8. Some of these
parameters may be omitted, forming simpler addressing modes:

di sp(%base) is a simple register indirect with offset and is commonly used for local
variables.

di sp(, % ndex, scal e) skips the use of a basegigter It could be used to access
elements of a global array.

(%base, % ndex, scal e) The displacement is omitted.

Below is an ekample of using these addressing modes:
/lary.c

int a[10];

int *p;

struct X {int a,b;} *px;

f()
{. .
Int 1;
i=g();

a[i]=1;
pli]=2;
px[i]. b++;
}
cal g #%eax contains return val ue now
nov| $1, a(, %eax, 4) #a[i]=1. Note no %base register in this addrnode
nov| p, %edx
nov| $2, (%dx, Y%eax,4) #p[i]=2. Note no displacenent

nov| px, %edx
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i ncl 4( Y%edx, %eax, 8) #Ful | addrnode, very optim zed!

X86 Branches

Branch instructions in X86 use a program-counddatve (PCR) addressing mode,
although that is transparent to the assembly language prograbeiceuse the assembler
interprets the parameter as an absolute address, and translates to an 8, 16, or 32 bit
program counter (%eip or %rip) relagidfset as appropriate.

Conditional branches test thmndition codesflags which are carried in the eflags
register There are often multiple aliases for &egi condition code. The X86 condition
codes (as used in the conditional jump instruction) are:

Opcode | Aka Meaning Usage

ja jnbe Jump if abwe/not belav or equal if (au>bu) UNSIGNED
jae jnc/jnb | Jump if abee a equal / no carry / not belo | if (au>=bu) UNSIGNED
jb jc/jnae | Jump if belov / carry / not abwe a equal If (au<bu) UNSIGNED
jbe jna Jump if belev or equal / not abee if (au<=bu) UNSIGNED
je jZ Jump if equal / zero if (a==b) OR if ('a)
jne jnz Jump if not equal / not zero if (al=b) OR if(a)

i9 jnle Jump if greater than / not less than or equal if (a>b) SIGNED
jge jnl Jump if greater than or equal / not less than if (a>=b) SIGNED
1 jnge Jump if less than / not greater than or equal if (a<b) SIGNED
jle jng Jump if less than or equal / not greater than if (a<=b) SIGNED
IS Jump if signed (ngetive) if (a<0) SIGNED

jns Jump if not signed (posite) if (a>0) SIGNED

(Note: There are additional Jcc opcodes they are of little use to the compilerE.g.
JPE is "Jump if Parity Even" which uses the obscunétyPFlag in the eflags gester.
The Overflov Flag can be tested directly with JO and JNO.)

There are sgral ways in which the condition codes are set. The most typical is with the
cnp instruction. Confusinglythis subtracts the first operand (normally the src operand)
from the second (normally the dst)tldiscards the result instead of writing to dshe

subtraction sets the condition codes flags.
/[1jml.c

int f()

{

extern int a,b,c;
if (a<c) goto X;
b=1;

c=2;
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nov| c, %ax # cnpl c,a not possible!
cnpl Y%eax, a
il .L2
nmovl $1, b
.L2:
nmovl $2, ¢

Note that the cmp is done indveeps, because memory,memory operands are generally
not allowed in X86. Getting the "polarity" of compare and branch correct can be tricky!

Another means of setting condition codes is viattast instruction, which performs a
bitwise AND operation between the dvwperands (both of which are considered source
operands) and sets some of the condition codes (the sign and zeroTlagsihstruction
can be used for bitwise testing ithe two operands are the same, to test a single value.
/[ljm.c
int f()
{
extern int a,b,c;

if (a<0) goto X;

b=1;

X
c=2;

}

f:
nov| a, %ax
testl Y%eax, %Yeax
js .L2 #Junp if a was negative (signed)
nov| $1, b

.L2: #This corresponds to | abel X

nov| $2, ¢

ret

Most arithmetic instructions such asdd also set condition codes. An optimized

compiler can taf advantage of this:
[1jnmp2.c

int f()

{

extern int a,b,c;
if (atb<0) goto X;
b=1;

c=2;

nov| b, %ax
addl a, % eax
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is .L2

nov| $1, b
.L2:

nov| $2, ¢

ret
Note hav no explicit comparison to 0 is used.

A wild and crazy conditional branch is jecx (jrcx in 64 bit mode) which branches if the
%ecx/%rcx register is zeroA related instruction id oop which decrements the
%ecx/%rcx register and branches if the result is not zétey, they called it the
"counter” register for a reason!

X86-32 Function Calling Corvention

A function (procedure) "calling cuention” describes he arguments are passed to
functions, hav values are returned, and the division of responsibility for the stack and
register saes between the caller and the calleBifferent calling cowentions exist for
different languages based on the semantics of the language. When it comes to C
compilers for the X86-32 architecture, the "CDECL" wartion is alays used on Unix
systems, and is typically used on Windows systems. This is the one we’ll discuss.

In this CDECL X86-32 covention, all arguments to a function are pushed on the stack,
and the return value is returned in the %easter If the return value is 64 bits (long

long), it is returned in the gester pair %edx:%eax, with the %edx being the most
significant 32 bits. Floating point return values are returned in the floating pgisters
(floating point operations are not discussed in these notes). Returning a struct requires a
special cowention, discussed belo

Recall that %esp is the stack pointard the stack grows wards lov memory The
PUSH instruction predecrements the stack paqirtteen writes the value to (%esp).
Likewise, POP reads from (%esp) and then postincrements %egpments in C are
pushed to the stack in right-to-left ordefherefore, just before issuing the CALL
instruction, the leftmost argument is on the top of the stack. Thigemoon allovs
variadic functions to work properlyThe callee does not need to knm advance (at
compile time) the exact number ofyjaments which will be pushed. It is able to reteie
the arguments left-to-right by pos#i dfsets from %esp.

The CALL instruction pushes thealie of %eip, thus on entry to a function (%esp)
contains the address of the instruction to which control should return (i.e. the instruction
after the CALL). The first thing anfunction does is set up its local stack framet's

look at an example:

/lcall-stack.c
f1()
{
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f2(2,3);
}

f2(int b,int c)
{

int a;
a++;
b--;
c+=4;
return 1;
}
fl:
pushl Y%ebp
mov | Y%esp, % ebp
subl $24, Y%esp #two arg slots + padding
mov | $2, (Yesp) #put arg onto stack
mov | $3, 4(%esp) #second arg
cal l f2
subl $24, Y%esp #restore stack pointer
| eave
ret
f2:
pushl Y%ebp
mov | Y%esp, % ebp
subl $16, %esp #extra space for alignment
incl -4(%ebp) #access local var a
decl 8( Y%ebp) #access param b
addl $4,12( %ebp) #add 4 to param c
mov | $1, %eax #return value

|l eave
ret

The %ebp register is the frame pointerd will be used to access both local variables and
parameters. Itgalue must be presesed so the first action is tov&it on the stack.Then

the stack pointer is decremented to create room for lc@hbles. Inour example,
function g has one local variable which takes up 4 bytes. The %ebp contaiatuthefv

the stack pointer after saving the old %ebp. Therefore 4(%ebp) is the return address,
(%ebp) is the seed %ebp, and the first parameter is 8(%ebpgameters will be at
positve dfsets from %ebp and local variables will be agaige dfsets. Generally
speaking, the local variables mentioned first in a function wile Hae lowest memory
address (i.e. highestgative dfset from %ebp), but that behavior is not guaranteed.

It is preferred that the stack pointer be aligned on a 16-byte boundary while the function
is executing. This will cause the compiler to emit seemingly spuriosgbl

$sonet hi ng, %esp instructions, and/or to subtract a greatalue from the esp during the
function prologue than necessary toe@dhe local variables.

When a function call is made, arguments can be pushed on the stack in right-to-left order
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using thepushl instruction. AftertheCALL instruction, araddl $X %sp would be needed

to adjust the stack pointer andreese the effects of the previous pushédternatively,

one could determine during code generation which function call (within the function
being generated) has the highest number gtirments. Thenumber of bytes thus
required for passing guments can be added to the total local stack frame size, as if these
"argument slots" were hidden locanables. Thetthe arguments can be passednaad
QHET(%sp) , in any arder desired, and there is no need to adjust the stack pointer after
the call. This is the approach that some compilers prafdrthat is seen in the asm code
above.

Upon leaving a function, the LEAVE instruction is used, which perfornosoperations:
%ebp is meed into %esp, thus restoring the stack pointer toatsevjust after the base
pointer sae m entry, then %ebp is popped from the stack. l.e. LEAVE is \aiemt to

nov| %ebp, Yesp

popl %ebp

Now everything is restored, and the RET instruction pops the return address from the
stack and resumeseeution in the caller.

If the compiler chose to useyaregsters which are calleesgss (see later in this unit),
we would see pushes of those registers on entry and corresponding pops on exit.
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LOW MEMORY

fffffffffffffff g(x,y,z)

L ______ {

,,,,,,,,,,,,,,, int a,b,c;

fffffffffffffff [*..%l

- 9 z(1,2);

R (d6RG exec .

il i Sl of fn. g) }
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,,,,,,,,,,,,,, of 16.
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fffffffffffffff %ebp

,,,,,, Saven - |=———

————— oveq e (during exec. of fn. g)

,,,,, /erD, -

fffff ety - f0
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***** Oress---| . opespjust U sy

e before caling  g(arg1.arg2 arg2)

fn. g [x. %]
I (10> R }
I 10 T B

HIGH MEMORY

Note that classic C widened char and short before passing. C89/C99 does not do this if
there is a prototype for the called function, eadv(chatrchar). Havever, the caller still

passes the arguments as 32 blugs, with the more significant bits zeroed (for unsigned)

or sign-extended. Floatare passed as 32-bit, doubles are 64-bit.

Passing a struct
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When passing whole structs aganents, thgare pushed onto the stack irveese order
So:

struct s {int a,b;} si;

fn(sl);

is the same as
fn(sl.b,sl. a);

Since the leftmost parameter winds up at the lowest memory address, this preserves the
addressability of the entire structure on the stack in the correct dtdes is the X86-32

code
#istruct-arg.s
pushl sl+4

pushl sl
cal | f2
addl $8, %esp l'adj ust the stack back

Passing a big struct, using REP and MOVS

X86 has this wonderful feature known as the REP prefix.

struct BS {
int a;
int b[100];
int c;

} Dbs;

f()

void bff(struct BS)
bf f (bs);

#32-bit node exanpl e
f:

pushl %edi #preserve Call ee-save register
nov| $102, %ecx #count register

pushl %esi #preserve Call ee-save register
nov| $bs, %esi #source address of string operation

subl $420, Y%esp #icreate roomon the stack

nov| Y%esp, %Yedi #destinati on of string operation
rep nmovsl #copy struct to stack

cal | bf f

addl $420, Y%esp #fix stack

popl %esi #restore Cal |l ee-save register
popl %edi #restore Cal |l ee-save register

ret
The novsl (Move Sring Longword) instruction maes a 4byte value (a longword in
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AT&T notation or a DoubleWord in Intel notation) from (%esi) to (%edi) and then
increments both registers by &or extra fun, set the Direction Flag DF in %eflags to 1
and it will decrement). By using the REP prefix ahead oM80D, we will repeat the
MOVSL by %ecx times. This handy sequence allows mgmage mplemented with
just a fav opcodes. Hwever, the esi, edi, and ecx registers (or the rsi, rdi, rcx in 64 bit
mode) must be used for this purpose.

Returning a struct

If a function returns a structure, the CALLER must allocate an area on its stack frame to
hold the return alue. Thent passes a hidden first parameter which is the address of this

area.
struct s {int a,b;} si;

struct s rs();

int fs()
{

extern int a;
a=rs().b; // Inmplenented as rs(& enp);

fs:
pushl %ebp #Usual prol ogue
nov| Y%esp, Yebp #""
subl $16, %esp #MVake room for phantom var
| eal -8(%bp), %ax #Addr ess of phantom var
pushl Yeax #Phantom arg
cal | rs
nov| -4(%bp), %eax #access .b of returned struct
nov| Y%eax, a #nmove to gl obal var
| eave

ret

X86-64 Function Calling

Under the 64 bit architecture, the first 6 gege arguments are passed in registers, rather
than on the stackArguments are placed in left-to-right order in registers %rdi, %orsi,
%rdx, %rcx, %r8, %r9. If there are additional arguments; #ne put on the stack right-
to-left, i.e. with the right-most argument at the highest memory address, uXBk32.

If structs are passed as argumentsy tne alvays placed on the stack. The integer return
vaue is in the %rax register.

Because parameters come into a function in registers, wetaientheir address directly
If a pointer to a parameter is needed, its value is copied to a phantomeloahlevslot at
entry to the function.
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This hybrid register/memory argument passing model introduces some complexity with
variadic functions, akast darg. h>. GCC implementst dar g as a compiler built-in.

Calling variadic functions X86-64

In this course we are nok@oring floating point, nor some of the advanced features of
X86, such as vector operation instructions. An odd thing which you might see when
compiling code for modern X86-64 processors is the following:

int f()
{
[* .00
/* No prototype for g */

g(1);
}
f:
#... elided
mov| $1, Y%edi #first paraneter
xor | Yeax, Yeax #set eax to O
call g

Why is the compiler setting eax to O before calling a function that has no protofype?
X86-64 ABI says that when calling a variadic function (or a function with umkno
arguments) the EAX register contains the number of vector registers which are used in
the argument list. It is EAX not RAX because this number fits easily within 32\bis.

arent calling the function g with anfloating point values, but just in case g could accept
these, we need to set EAX accordingWith a prototype in effect such s d g(int);

this behavior is not seen, nor is it seen on X86-32.

CMOVcc and SETcc

X86 has a SETcc opcode which i¢eefive when a relational operator isauated in an
rvalue context:
//setcc.c
int f()
{
extern int a,b;
return a>b;

nov| b, %ax
cnpl Y%eax, a #We can't just conpare nenory, menory
setg %al #Set LSB of EAX to 1 if a>%ax

movzbl %al, % ax #zero-extend to 32 bits
r et
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The novzbl opcode gtends an 8-bit unsigned value to 32 bits by filling the more
significant bits with 0.A similar novsbl opcode does sign extension.

The CMOVcc (Conditional ma) opcode can sometimes help with ternary operators:
int f()
{

extern int a,b;

return a>b?5: 200;

nov| b, % ax

nov| $200, %edx #Optim zer re-ordered instructions!
cnpl Y%eax, a #Condi ti on codes set here

mov| $5, %ax #MOV doesn’t affect CC

crmovl e %edx, %Yeax #Move 200 to eax if a<=b

ret

Both SETCC and CMOVcc use the same condition code names as Jump.

X86-64 32/64 cowmersions

The X86-64 architecture was designed to be compatible with X86-32. This can result in
some confusing and countietuitive things! For example, the instructiamovg $1, %ax

is actually still a 32-bit instruction, despite the "q" fsuf The g tells us that the
destination will be 64 bits wide, and thus we are selecting the entire Rfs{ere But

the immediate source operand is still just 32 bits.

So is the result signkeended? Unfortunatelthe answer is "it depends"” :( When the
destination is the full 64-bit gester and the source operand is 32 bits (such as a 32-bit
immediate value), the source is sign-extended before being operated upon. But when the
destination register is 32 bits (specified with %eXX) then the upper 32 bits ofdglsitire

are filled with O bits.

This behavior is not consistent with the 8 and 16 bit Wehavhich harkens back to the
old 8086 through 80286 processofor example,novw  $2, %x only affects the least
significant 16 bits of the eax/rax register and does neither O-filling nor sign extension!

/] bigarg
i nt bigarg()
{

void fff(long | ong);
voi d ggg(l ong | ong);
fff(-3);
099( OXABCDEF0011223344) ;
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bi gar g:
nmovq $-3, %di
cal | fff
nmovabsq $-6066930339431697596, % di
cal ggg

0000000000000000 <bi gar g>:
0: 48 c7 c7 fd ff ff ff nov $oxfffffffffffffffd, % di
7: e8 00 00 00 0O callq 10 <bigarg+0x10>
Oc: 48 bf 44 33 22 11 00 novabs $0xabcdef 0011223344, % di
13: ef cd ab
16: e8 00 00 00 00 callq 1f <bigarg+0x1f>

In the call of ff, the argument -3 fits within a 32-bit immediatalue, so the C7C7
opcode (moe R hits immediate->register) is used, with the "REX" prefix byte of 48,
which selects the "R" version of the Digrster and causes sign extension of the 32-bit
immediate source operand. But in the call of ggg, that value ddasn’ 32 bits. We
need to go to the mabsqg opcode 48BRwhich maves a 64 It immediate alue into a
register (The GNU X86-64 assembler automatically chooses @absoopcode if the
supplied immediate value doesfit into 32 bits)

X86-64 Global Variables

Unfortunately the X86-64 architecture negkit avkward to use 64-bit absolute memory
addresses. Therare very fev instructions where a memory operand can be specified
directly with a 64-bit absolute address. This results in tifferent approaches or
"models.” Firstthe more common "small memory model" approach:

/1 bi ggl ob. c
externint i;
f()
{
i =2;
}
f:
pushq % bp #Pr ol ogue, save base pointer
novq % sp, % bp #Set new base pointer
nov| $2, i1 (%ip) #Program Counter Rel ati ve node
| eave

ret

The operand(%i p) is using the RIP-relate aldressing mode. This allows a 32 bit (not
64) displacement relag o the %rip rgister There is no corresponding EIP-relati
mode in X86-32, heever. There will be a 32-bit "hole" in theovl opcode and the
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relocation type will beR X86 64 PC32 which tells us that this relocation is for a 64-bit
symbol (i) but relatie © the program counter (%ripplue at that point, and limited to 32
bits. Thisrelocation is similar to the R_386_PC32 relocation which we will see later in
this unit.

The small memory model thus has the limitation that statically-linked code and data must
fall within the same contiguous +/-2GB memory region at run time (this limitation does
not apply to shared libraries or dynamically allocated program memory).

The small model is the default, as it is quite rare for the staticdata, and bss objects to
fail to fit within 4GB! But, to use a "large” memory model where code and data may be
arywhere within the 64-bit address space/oke gcc with the- nocnodel 9 arge option.

Different opcodes are moused:
novabsq $i, 9% ax #Move 64 bit imedi ate value to rax
nov| $2, (% ax) #Regi ster indirect

Now GCC uses the mmabsqg opcode to me a @-bit immediate &lue into the 64-bit
register %rax (other registers might be chosen depending on gstereallocation
situation at that point in the code), and then uses the singpiereindirect addressing
mode to reference the memory operand. The sy@ibisl 64-bit, and the relocation type
iSR X86 64 64.

As an aside, the X86-64 architecture camuolabsq absnem %ax whereabsnemis a
64-bit absolute address, but only the rax register is supported as the destination!

Caller/Callee saves

It is the case for anarchitecture and operating system that there is a function calling
"convention" which specifies o arguments are passed and returned, avd tegjsters

may be used. This ceention dictates which of the registers are expected tov&uevi
function call, and which ones may be used as "scratch" registers, and are therefore
expected to be volatile across function calls. Anothay wef saying this is there are
caller-saed regsters (the scratch gesters.. ifthe caller wants to keep a value in there
through a function call it must explicitly @& it) and callee-sad regsters (if a function

wants to use one of theseggrsters it must explicitly see it on entry and restore it before
returning).

In the X86 architecture under UNIX, the %eax,%ecx,and %edx registers are scratch
registers (callessares). You will find that the compiler tends to put shovietl values in

these rgisters. Ofcourse the %eflags register is also expected to be modified by a
function call. The %ebx,%edi,%esi and %es [JAON: this is a 16-bit rgister]
registers are callee-ged. Thecompiler may use these for longered values (such as

local variables which are assigned to gister for all or part of the function to imp®
speed). Hwever, if one of these registers is used by the compitlenust emit code to

push it on the stack on entend pop it on return.
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On X86-64, the callesare (scratch) rgisters are %rax,%rcx,%rdx,%rsi,%rdi, and
%r8-%rl11, while the callee-ga (ong-term) rgisters are %rbx, %r12-%rl5. Note that
%rsi and %rdi are callesare an 64 lt, whereas thegwere callee-sg& o 32-bit. Thisis
because theare used for argument passing on 64 bit.

X86 General-Purpose Register Usage Summary

-32 rggy Role Notes -64 regy Role Notes
Yeax Scratch fn retval %rax Scratch frretval
%ebx Long-term %rbx Long-term
%ecx Scratch %rcx Scratch arg #4
%edx Scratch | longlong ret| %rdx Scratch arg #3
%edi Long-term %rdi Scratch arg #1
%esi Long-term %rsi Scratch arg #2
%r8 Scratch arg #5
%r9 Scratch arg #6

%r10 Scratch
%r11 Scratch
%rl12 Long-term
%r13 Long-term
%rl4 Long-term
%r15 Long-term

X86 Alignment

The X86 architecture does not generally impose alignment restrictions on either
instruction or data fetches (in fact, with single-byte opcodes, instructions are rarely
aligned). Theprocessor will simply handle misaligned accesses by performing multiple
fetches from memory and shifting the bits aroundowever, this can introduce
inefficieng.. E.g. on a 32-bit system, fetching a 4-byte int at an address which is not a
multiple of 4 results in tew memory accesses, whereas it is a single address if it is

aligned. Thereforeghe compiler will introduce padding to keep things aligned:
X86- 32 X86- 64

align i ze

@
N
o
L
Q@
5

type

char
short

i nt

| ong

I ong | ong
poi nt er
fl oat
doubl e

s
1
2
4
8
8
8
4
8
| ong doubl e 1

RO~ IEANPRE
E T T T T A
P 0 R~OOOKWOOWEANE

6 6 (see note)
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Aside: The long double type in C ocesponds to the double-extended precision floating
point type in X86.In both 32 and 64 bit modes, this is actually an 80-bit fornidte
compiler rounds this up to the neat 4 bytes (32 bit mode) or 8 bytes (64 bit mode)
when computing sizeof

This concludes, for nav, our X86 tour. We’ll next consider he the linker works.
The UNIX run-time environment

The information bely is summarized from Operating Systems. In UNIX systems,
addresses are virtual and each running program has its own virtual addressTbpgaee.

are four basic ggons of memory: text, data, bss, stack, each with its own characteristics.
Additional regions can be created dynamically by the prograimmese are used for
dynamically-allocated ariables and to facilitate dynamically loaded libraries ("shared"
libraries). Theheader of tha. out file gives the size of the text and datagmens and the
required size of the static portion of the bss region.

a.out file Run-Time Memory Image
00000000
header:
load_addr,exec_addfr,
text_sz,data_sz,
bss_sz / text
text -]
/ data
—
.data bss
heap

stack

FFFFFFFF

The bssregion contains all un-initialized globahxiables. TheC language specification
states that all such variables, lacking an explicit initialiparst be initialized by the
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operating system or C run-time environment tol@e data region contains all initialized

global \ariables. Thaerm "global" here refers to storage scope, not lexical scope.
int j=2;

int k;

mai n()

{

int |;

}
In the example ab@, ] has an explicit initializerand will be in the data ggon. The

value of the initializer will be found in the .data section of the a.&us uninitialized.
Therefore it will reside in the bssgien of memory and will hae an initial value of O.

The ISO C standard says that "If an object that has static storage duration is not
initialized eplicitly, it is initialized implicitly as if @ery member that has arithmetic type
were assigned 0 andeey member that has pointer type were assigned a NULL pointer
constant”. Thiss satisfied by filling eery byte of the bss ggon with 0, and is performed

by the operating system. Thanablel has automatic storage scope, and therefore will
be found on the stack (af the compiler is set for heavy optimization and a pointér to

is never taken, it may e in a regster). Automatiovariables are not O-initialized.

[*..0.*]

Dynamic Memory is memory which is allocated from the operating system while the
program is running, rather than at program load tibgnamic memory is not part of the

C language, but rather part of the run-time libraryd is allocated using theal | oc
function, which in turn mads an operating system call. As such, dynamic memory is not
the concern of the C compiler writetn mary other languages, dynamic memory
allocation is specified as part of the core language.

Linker Symbols

The linker is independent of gnparticular high-lgel language. Itkeeps track of
symbols, which are similar to identifiers in @it bheir type is very h-level oriented. A

symbol has a name (hamespace limitations vary widely by system, but all UNIX systems
allow at least 32 characters from a set at least as broad as C identifiers), a type ( e.qg.
refers to a function vs a variable), a section (data, text, etc.), a size (e.g. 32 or 64 bits),
and a value (the value may be undefined at certain points alon@yhegv a reference

to an external function in & file). Thereare only tw linker symbol scopes: local (to

that. o file) and global.

Here are some things in the C language thaérng@ppear in an object file (except for
debugging purposes) and do not concern the linker:

 C language type specifiers (such as "p is a pointer to a pointer to a function returning int
and taking tw int arguments")

* C language structure, union and enum definitions and typedef names.

* got o labels (but these are replaced by other symbols)
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* Internal labels that may be generated by the compiler for loops, switch statements, if
statements, etc. These labels will appear in the assembly language,ybatethacal
symbols and will not be visible to the linkamilar to goto labels.

» automatic (local) ariables. Animportant exception is a local variable that is declared
with thestati c storage class. Thisaviable has local scope, i.e. its name is not visible
outside of the curly-braced block in which it is declared, butvisliin the same
neighborhood as global variables.

Inside the object file

There hae been maw different formats used for relocatable object files aretigable
files on UNIX systems\@r the years. On Linux systems toddlye ELF (Extensible
Linker Format) is the de-facto standaile can use theeadel f tool to explore an ELF
file. This,combined withobj dunp, solves most linker questions.

A relocatable oject file ¢ file) contains a header and one or more sections:

Object File

header

text

.data

relocations table

symbol table

A series of examples will millustrate what goes into those sections.
Operation of the Linker

The first task ofid is to tale inventory of all of the.o files being presented to it
(including additional .o files that are contained in static libraries.) Id loads in the symbol
tables from all of the object files to create a unified symbol table for the entire program.
There is only one namespace for all global linker symbotgs might be considered a
deficieng. Let's say we hae a nodulef oo. ¢ that defines a function called cul ate. If

we attempt to incorporate that module into a program written by someone gls@athe
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have dso made a function calledl cul ate. Itis, after all, a common name.

If there is more than one defining instance of a symbol, i.e. if a symimouligly-
defined this is generally a fatal error(However, :2e the "common block"xeeption
described later for uninitializedaviables) Consider what would happen if a programmer
accidentally included tavversions of functiori above in two dfferent. c files. Wherf

is called somewhere in the program, which version should be called?

To ameliorate this problem of flat global linker namespace, aerion exists that one
should prepend to oreegobal variable and function names a reasonably unique prefix.
Therefore, we might call our functidiwo cal cul ate. This is less likely to conflict with
another name. It isha perfect solution, but it works fairly well in reality.

In languages such as C++ with more complamespace models, the compiler agpes
in what is calledinker symbol mangling to create unique linker symbols.

Global variable and function names that are intended to remasiepto the. c file in

which the are declared should be protected with sheti c storage class (see beip

static symbols still require the assistance of thedinto be relocatedHowever, the use

of stati c causes the compiler and the assembler to flag that symbol as a LOCAL symbol.
The linker will then enter the symbol into ayate namespace just for the corresponding
object file, and the symbol will mer conflict with symbols from other object files.

There are rare cases where it is useful to deliberately redefine a syfobwistance, we
may need to change Wwaoa pece of code, ailable only in library or object file form,
calls another function. This aladlls under the heading of "wild and crazy Id tricks" and
will not be discussed furtherLook into "weak symbols" for more information, and
remember that anduplicate symbol definitions are generally wrong.

Frequently symbols wva a @fining instance, Uit they are never actually referencedFor
example, the programmer may write a functionf beser call it, or declare a global
variable, yet neer use it in an epression. Thdinker doesnt care about this.

However, it cares deeply about the opposite case: a symbol that is referenced (by
appearing in a relocations table) but which has no defining instance. Such a situation
makes it impossible for the lirde to complete its task of creating an absoluee@able

file with no dangling referenceslherefore, it will stop with a fatal erroreporting the
undefined symbol and the object file or files in which it is referenced.

Once all of the symbol definitions and references are reddld will put together the

a out file by concatenating all of thexesections of all of the object files, forming the
single.text section of thea.out. A similar procedure is performed for all the .data
sections. Idis guided by doad map specific to the target architecturevaonment,
which defines where each section would be loaded at run fareexample, on X86-32
Linux, the text rgion of memory will be at 0x08048000We an therefore say that we
have "relocated" each section of each object file to a specific absolute adOressthis

is done, absolutealues are assigned to each symidedr example, if a symbaokyz has
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an ofset OXOE within the .text section of the first object file, and that text section will be
loaded at 0x08048000, then it willwdavea value of 0x0804800E.

| d makes sure to record within the header of the a.out the information about where the
text, data, and bss gens are intended to be loaded, along with their sizes. Thigsallo
the kernel to load thexecutable at the proper addresses.

The last step ofd is to "patch" all the relocation records, replacing the "holes"
representing symbolic memory addresses with their absoaltes: Sathe a.out file
consists of purexecutable code, and all thetnel needs to do is mmap it into memory
and jump to the address in the text section of the first opcode.

Example: defining and referencing variable instances

Let's e what is actually in an object file andwhibgets there:
[* fl.c */
extern int i; /* Referencing instance */

f()
{

}

[* f2.¢c */
int i; /* Defining instance */
f2()

i =2;

i =1;
f0);
}
In f1. c, theextern storage class foraviablei tells the compiler that this variable is

external to thatc file. Thereforethe compiler does not complain when it does not see a
declaration that ariable. Insteadit knows thati is a global variable, and should be
accessed by using an absolute addressing niddeher the compiler nor the assembler
knows what that actual address will b&hat is not decided until the linker puts all the
object files together and assigns addresses to symbols. Therefore, the assembler must
leave a ‘place-holder” in the object fileLikewise, in f2.0, there will be a reference to the
symbolf .

There is a difference between an extern storage class which is created wifili@an e
extern keyword, and one which is implicit for a global scope declaration lacking a
specific storage classeyvord. Theformer is used to inform the compiler of the data
type of the identifierand does not result in the emission of assembly language. The latter
causes an assembly language divectb be autput, as described later in this unit, and
creates the defining instance of the symbol. It is good practice to usé ¢he keyword

in header files which define the "public" globalmbles of a module, and toveaexactly
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one place, in a .c file, not a .h file, where the defining instance (lackingxtdra e
keyword) is placed.Because header files wind up getting included in eadhe that is
compiled separatelynaving more than one defining instance could result in a redefinition
error at link time.

Now let us examine the assembly language files produced by the C coddusing gcc
under Linux on an x86 system).

* k% %k % fl S

file "fl.c" #For proper error reporting

. text #Pl ace output into .text section

.globl f #f is a globally visible synbol

.type f, @unction # and represents a function addr
f:

pushl %bp #These instructions set up

novl %esp, Yebp #the stack frame pointer

movl $2,i

ret

. Si ze f,.-f #Cal cul ate the size of function f
* k% %k % f2 S

file "f2.c"

.comm i,4,4 #i is comon bl ock sym 4 bytes long, align 4

. text

.globl f2

.type f2, @unction
f2:

pushl %bp #These instructions set up

novl %esp, Yebp #the stack frame pointer

subl $8, %ebp #for stack alignnent

movl $1,i

call f

| eave #Restore franme pointer

ret

.Size f2,.-f2

The assembler diregd .text tells the assembler that it is assembling opcodes to go in
the .text section of the object fil&he. gl obl directve will mark the associated symbol

as globally visible to all other object files in the linkagéype is used to pass along
information into the object file as to the type of the symbol. Please note that it has
nothing to do with the C language notion of tyf@&/mbol types may either be functions

or variables. Thdinker is able to catch gross errors such as Were defined as a
variable infl. c instead of a function. Thesi ze directve @lculates the size of the
function by subtracting the value of the symbol representing the first instruction of the
function (e.g.nain) from the special assembler symbol . (period character), which
represents the current byte output positibiote that the CALL to functiom is done
symbolically as b the assignment into globahnablei . The symbol is referencedn f1



ECE466:Compilers Unit/pg 26 ©2025 JéHakner

but it is defined in f2. The linker will stitch all of this together.

In f2, note the. conm assembler pseudo-opcodé. creates a defining instance of the
symboli , specifying its size and alignment restriction in bytdsother name for thiess
section is theonmon bl ock. Because there is no initializet is not an error for multiple
defining instances of theasablei to appear during linking, as long as ythare all
uninitialized and hee the same size and alignment. It is also acceptable for there to be at
most one initialized symbol @&TA) with the same name as one or more COMMON
symbols. Theaerm COMMON BLOCK is very old, dating to the FORTRAN days.

After gcc runs fl.s and f2.s each through the assembler (as), the resulting files f1.0 and
f2.0 areobject files Object files are similar to an a.out file,Wever all addresses are
relatve. In addition, the object file will hee a ®ction known as theymbol table
containing an entry forvery symbol that is either defined or referenced in the file, and
another section called tinelocations table described belw.

The obj dunp command can be used to wieparts of an object or a.out file, with
command-line flags controlling what is dumpeor example,obj dunp -h dumps the
header section, and dumps the symbol tableLet us viev a dsassembly of the x¢
section of 1. o (the listing belav was re-formatted from the output of objdump -d):

O fset Opcodes Di sassenbl y
0000 55 pushl %bp

0001 89E5 nmovl %esp, Yebp
0003 C705 00000000 02000000 nmovl $2,0

000D C3 ret

If we were to look at the xé&section in a hedump, wed se the string of bytes 55 89

E5 C7 05....etc.The-d option "disassembles” those bytes back to assembly language
mnemonics. Not¢hat the offset of the first instruction is @bviously this can not be a
valid memory address. All ¢gets in object files are rele#i © the object file. It isit’

until the linker kicks in that symbols gain absolute, usable addresses.

Next note that in the instruction gmning at offset 0003, the constant 2 isvetbto
memory address OWe know from examining the corresponding assembly language
input file that this is the instruction that wes 2 into variablei . The assembler has left a
place-holder of 00000000 in the object file where the linker wileh@a fill in the actual

32-bit address of symbal once that is knen. C705is the x86 machine language
opcode for the MWL instruction where the source addressing mode is Immediate and
the destination mode is Memory Absolute. The next 4 bytes are the destination address
and the final 4 bytes of the instruction are the source operand (which is in Intel-style, or
“little-endian” byte order).

Here is the dump of f2.0:
O fset Opcodes Di sassenbly
0000 55 pushl %sbp
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0001 89E5 novl %esp, Yebp
0003 83EC08 subl  $8, %esp
0006 C705 00000000 01000000 novl $1,0

0010 E8FCFFFFFF call 0Ox11

0015 c9 | eave

0016 c3 ret

Note that the placeholder in the CALL instruction is FFFFFFFC, but the disassembler
decodes that as 0x0011. This is because the CALL instruction uses a Program Counter
Relatve aldressing mode. The address to whigbcation jumps is the operand in the
instruction added to the value of the Program Countgstex corresponding to the byte
beyond the last byte of the CALL instructi@x0015. Intwo’s complement, FFFFFFFC

is -4, therefore the CALL appears to be to the instructionfs¢tod011. Of course, all of

this is meaningless since it is just a placeholder that willveenoitten by the linler.
Nonetheless, it reminds us that there aré&iht Relocation Types depending on the
addressing mode being used.

The symbol and relocation tables for theotabject files will look something li this
(obj dunp -t -r):
fl.o: file format el f32-i 386

RELOCATI ON RECORDS FOR [.text]:
OFFSET  TYPE VALUE
00000005 R _386_32 [

SYMBOL TABLE:

00000000 g F .text 0000000f f
00000000 *UND* 00000000 i
f2.0: file format el f32-i 386

RELOCATI ON RECORDS FOR [.text]:

OFFSET  TYPE VALUE
00000008 R _386_32 [
00000011 R 386_PC32 f

SYMBOL TABLE:

00000004 O *COow 00000004 i
00000000 g F .text 00000017 f2
00000000 *UND* 00000000 f

The symbol table output is interpreted as fwBo Thefirst column is the value of the
symbol (its relatie a absolute address). [Note: for unresetvCOMmon block symbols,
the first column is the size] The second column contains flag characters (I=local,
g=global, F=symbol is a function name, O=symbol is an object (variable) name, see man
page for other flags). The third column is the section that the symbol belongs to
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(text,data,COMmon (bss) or UNDefined). The fourth column is either the size of the
symbol if it is defined, or the alignment for undefined symbols.

Let us run this simple example through the ¢nkOf course, it is non-sensical, since
without a main function this code will not actually run. (output Wwelas been edited
somewhat to reme irrelevant info:)

$1dfl.of2.0

I d: warning: cannot find entry synbol _start; defaulting to 0000000008048094

$ objdump -t -d a.out

a.out: file format el f32-i 386
SYMBCOL TABLE

08048094 | d .text 00000000 .text
08049114 | d .bss 00000000 . bss
08048094 ¢ F .text 0000000f f
08049114 ¢ O . bss 00000004
080480a3 g F .text 00000017 f2
00000000 *UND* 00000000 _start
08049114 ¢ . bss 00000000 _ bss_start
08049114 ¢ . bss 00000000 _edata
08049118 ¢ . bss 00000000 _end

Di sassenbly of section .text:

08048094 <f >:

8048094: 55 push %ebp

8048095: 89 e5 nov Y%esp, Yebp
8048097: c7 05 14 91 04 08 02 nov| $0x2, 0x8049114
804809¢: 00 00 00

80480a1l: 5d pop %ebp

80480a2: c3 ret
080480a3 <f 2>:

80480a3: 55 push %ebp

80480a4: 89 e5 nov Y%esp, Yebp
80480a6: 83 ec 08 sub $0x8, Y%esp
80480a9: c7 05 14 91 04 08 01 nov| $0x1, 0x8049114
80480b0: 00 00 00

80480b3: e8 dc ff ff ff cal | 8048094 <f>
80480h8: c9 | eave

80480h9: c3 ret

We e that all symbolic references (relocation "holes¥)ehaw been filled in with
absolute addresses. The text has been amapd into one contiguous section.
Obsenre at aldress 80480B3 the CALL to function f has a machine-language operand of
FFFFFFDC, because CALL uses a Program Counter (Instruction Pointer)v&elati
addressing mode. The program counter will be at address 80480B8 when the CALL is
executed. FFFFDC+080480B8 08048094 (using te's complement arithmetic) and
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therefore gets us to the first opcode of functioiitie "hole" is filled in with the value of
the symbol, minus the location (program counter value) of the hole, and plus the original
vaue of the hole.We =e nov why the assembler inserted a -4 (FFFFFFFC) into the
hole. Thelinker doesrt’ actually understand assembly/machine language. It is strictly a
byte-forbyte program. When it patches a R_386_PC32 hole, it doesoV that the
CALL opcode will add the operand to thalwe of the program counter beyond the entire
5-byte CALL instruction. As far as the linker is concerned, it is patching a holésat of
0x11 from the start of f2.8’text section. But by calculating the difference between this
location and the branch tgt for the PCR mode, the linker would come up witlalae
which is too high by 4, because it i®fking from offset Ox11 (the first byte of the hole)
whereas at run time the CPU will beorking relatve o offset 0x15. To fix this, the
assembler inserted a -4 into the hole for the PCR relocation mode.

The bss symbol has been gen an asolute address of 08049114. Note that this
disassembly is able to reselg/mbols, because the symbol table is still in the a.out.
Sometimes, e.g. for code obfuscation purposes, wet earit to include the symbol
table. The-s option to gcc (which gets passed to Id) causes the symbol table to be
stripped from the a.out

The entrypoint address, wheneseution will begin, was not specified explicitly (welse

the -e option to Id for that) so it defaults to the first opcode of tkeséetion, which is

our function f. On Linux X86-32 ABI, the text region of memory starts at 0x08048000.
However, symbol f is at 0x08048094. The linker puts the text section of the a.out file
right after the headerBut mmap has to be on a page (4096 byte) boundaoyif we
were to examine memory at run time just\abtne first tat opcode, wal e the ELF
header!

Address Constants

It is possible to create a compile-time constant which is the address of a linker symbol +/-

an integer This is explicitly permitted in the C standard, e.g.
extern int a[];

1;()
int *p= &a[ 2] ;

Assenbl y Language:
f:

pushl %ebp
nov| Y%esp, Yebp
subl $4, Y%esp

mov| $a+8, -4(%bp)
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| eave
ret
Di sassenbl y:
00000000 <f>:
0: 55 push %ebp
1 89 e5 nov Y%esp, Yebp
3: 83 ec 04 sub $0x4, Y%esp
6: c7 45 fc 08 00 00 00 nov| $0x8, Oxfffffffc(%ebp)
d: c9 | eave
e: c3 ret

Why does this wrk? Atcompile time, the identifiea is equvalent to the address of the
beginning of the array Therefore, the address &f2] is 8 bytes more.Because the
absolute address of a is not known by the comptlenust express this symbolically to
the assembler &+8. The object file created by the assembler has the usual "hole" for
the unknown value, but instead of being filled with a 0, it has the value \&fh&n the
linker assigns the address of the sym#baind fills in the relocations, it will add that
number 8 to the symbol to create the proper address.

Initialized data

When global variables (including local stat@rsables) hae an initializer, that initializer
value must wind up in the ATA section of the xecutable so it can be loaded with the
program. Unlile automatic variables, these initializers only e¢alffect prior to the
program start and theialue must be computable at compile time, at least in terms of a
linker symbol +/- an optional offset.

int i=3;
Assenbl y:
.globl i
.data #Pl ace bytes into the .data section now
.align 4 #Al i gn the next output byte on a 4-byte boundary
.type i, @bj ect #Declare i to be a variable
. Si ze i,4 #Set size of
i
.1 ong 3 #Qut put 4 bytes

Again,. gl obl directive instructs the linker to makthe symbol i globally visible during
the linkage process. By default, symbols are local to this objecftTiile. dat a directve
switches the assembly target into thATB section of the output (object) file.type
declares i to be a symbol associated with a variable, not a funaticgn causes the xé
output byte to be aligned on a 4-byte boundgossibly skipping bytes (inserting
padding) to do soFinally, the labeli: associates the next diraiwith the symbol i.
That directve .| ong emits 4 bytes into the current sectionAfl2). Thereare similar
directives for defining initializers of other simple data types. Complicated initializers,
e.g. for structs or arrays, are built up with a succession of these simplevestecti
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Static variables with block/function scope

Local static variables require special treatment:
f()
{

static int a;
a=1;

}

a()
{

static int a;

a=2;
}
Assenbl y:
.local a.o0
.coomm a.0,4,4
.text
f:
pushl %ebp
nov| Y%esp, Yebp
nmov| $1, a.0
popl %ebp
ret
.local a.1
.coomm a.l,4,4
.text
g:
pushl %ebp
nov| Y%esp, Yebp
nmov| $2, a. 1
popl %ebp

ret
Because the linker does not knabout C namespace and scope rules, the compiler must
append unique tags to the identifier namesvimdaconflict. The . coomdirectve by
default creates a global symbolhe.local directve overides that and puents the
symbol from being visible to other object files during the linkage process (although
relocation references within the same file are satisfied by the symbol).

Strings

char ary[]="ABCDEF";
char *p="WKYZ";

mai n()

{
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*p=10; /1 Hrmmmmm

}

The declaration ddry creates a 7-byte array of characters and initializes it to contain the
characters in the string "ABCDEFThe declaration gb creates an area of memory that

is initialized with the address of another area of memory which holds the string WXYZ.
String constants are placed in a section of the object file knowrodat a. This section

is typically loaded into memory as part of the text regian,that is operating-system
dependent. ORNIX systems, since the text region is not writable, string constants are
immutable, andp=10 will cause a run-time exception.

.data #enter .data section
.type ary, @bj ect
.size ary, 7
ary:
.string " ABCDEF" #emt sequence of bytes (includes NUL)
.section .rodata #enter .rodata section
. LCO: #private | abel for string constant
.string "WKYZ"
.data #back to .data section
.align 4
.type p, @bj ect
.size p, 4 #reserve 4 bytes starting at p
p:
.1 ong . LCO #initialize with addr of string const
. text
.type mai n, @ uncti on
mai n
pushl %ebp
nov| Y%esp, Yebp
subl $8, %esp
nov| p, %eax
novb $10, (%eax)
| eave
ret

The.rodata section may also be used for global variables that are declared with the
const qualifier.

Assembly Language Directres
The following is a quick recap of the assembly language diesc{pseudo-opcodes)

we've een with GNU as. It is not intended as a complete reference andagts,gdlease
consult the authoritate documentation for more information.
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Directive Meaning

file "filename" Debugging comment, indicates source origin

file lineno "“filename"”| Debugging comment, indicates source origin

text Switchoutput to .text section of object file

.data Switcloutput to .data section of object file

.sectionname Switch to named section

.Sizesym, size Define the storage size allocated to symbol sym
.globlsym Make sym globally visible

localsym Make sym not global (local)

.commsym,size,align| Declare a common block object (BSS variable)

.orgloc Move the cursor (.) to the specified value loc

.alignn Adjust the cursor (.) upwards to nearest n-byte boungdary
ypesym, @type Define the type (@object or @function) of symbol sym
.byten Emit a single byte n into the output

.wordn Emit a two-byte integer n into the output

Jdongn Emit a four-byte integer n into the output

.quadn Emit an eight-byte integer n into the output

fill repeat, sizen Emit repeat copies of value n which is size bytes long
.zerocount Emit O byte * count times

.string"string" Emit a sequence of characters including NUL terminator

Static Libraries

When you write a C program, you expect certain functions, sugbriasf, to be
available. Thesare supplied in the form ofldrary . A library is basically a collection
of . o files, oganized together under a common wrapper format called fe. It is
similar to a "tar" or "zip" archee (@lthough no compression is provided).

Convention is that a librarzZZ is contained in the library filéi bZZZ a. Using the-|
option tocc tells thecc program to ask the linker to link with the specified libralFpr
example:cc nyprog. ¢ -1 masks for the system library flebma (the math library) to be
additionally linked. By default,cc always links the standard C libratybc.a. These
libraries are located in a system directdypically/usr/1ib.

Although a library embodies a collection of object files, the behavior when linking to a
library is slightly different than if one just liekl in all of the object files indidually. In

the latter case, thaext and.data sections of each object file would wind up in the

a. out , regadless of whether or not anything in a particular object file was actually used.
With a library|l d builds a symbol table of all the object files in the libraryd then only
selects those object files that are actually needed for inclusion inteethaable.

However, it is important to realize that static libraries are not generally used anymore in
modern, general-purpose operating systeifise issue is with software maintenance.
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Let us say that an important libraguch ad i bc the standard C libranphas a security
vulnerability With static libraries, it would be necessary to re-compile or re-ekye
executable on the system against avnversion of the library This means either shipping
the. o version of each xecutable, and/or the source code, and hoping that the required
compiler/linker toolchain is in placeTherefore, dynamic libraries are normally used for
system libraries.

Dynamic Linking, Overview

In "modern” operating systems (since ca. 2000), dynamic linking is used almost
exclusiely for calling the system libraries. When dynamic linking is in use, there are
two distinct groups of regions in the progranaidress space at run time:

Thestatic part consists of the traditionalxXt data, and bss regions, as already discussed.
They reside at "static” addresses, meaning that wieeitlee program is>ecuted, a gien
text, data, or bss symbol in the static pantags has the same binary address.

The shared objectsare attached to the address space by the dynameg, ljukt before
the program startsxecuting. Eachdynamic object can ka text, data, and bss symbols,
but their addresses are not known when the program is linked into an Ratter each

of these dynamic objects (or "shared libraries") ie Bkmni a.out that gets loaded at an
unpredictable address=ven though we kn@ which shared libraries will need to be
loaded to ma& the program run, we carknow at link time what their addresses are, in
part because we ddrknow exactly which version of each library we are going to see at
run-time.

In dynamically linked programs, the stack region bebdhe same @ay. There is just
one stack region (pmn a nulti-threaded program, one stack region for each thread)

Dynamic Linking, Link-Time behavior

Shared libraries are built from indlilual .c and .o files, just lé&kdatic libraries, but the

need to be built very ddrently When using gcc, the flag pic must be used when
building each o file from source. This instructs the compiler to use Position Independent
Code (PIC) techniques, esw@hrg absolute memory address modes (see further
discussion bel@). Theset of .o files can be put into a shared library using gccgeag.
-shared -0 |ibXYZ so obj 1.0 obj2 0 etc.o The.so sufix (shared object) is used to
denote the shared library.

A program which wants to use a shared library simply linksreg it, the same way it
would link against a traditional library with @ sufiix. However, the linker applies
different rules to link the static and shared parts together and creatiafile that will
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work correctly at run time. Such amxeeutable will be marked as "dynamically e’

and this causes very different behavior when ixec’d. A dynamic e&ecutable carries
with it additional sections known as the Dynamic Symbol Table and the Dynamic
Relocations @ble. Thesavill guide the run-time resolution of dynamic symbols by the
dynamic loader:

The dynamic loader Id.so

On Linux systems using the ELF format for object files, libraries, amedu&bles,
dynamically linked recutables arexecuted by means of a "helper program" known as
| d. so. The actual pathname will be system specific, /é.igo64/ | d-1 i nux- x86- 64. so. 2
The ELF header of the a.out mentions this Idsecw@able as the "binary interpreter
This is a feature which the Linuxeknel provides wherein it will automatically load and
execute the helper program to complete the dynamic linkifige following steps are
taken by the kernel, and then by Id.so:

1) The a.out file is located by the kernel and its sections (text, data, bss) are "loaded"
(mmapd) according to the section map in the ELF header of the albt.entrypoint
(program counter) address in the text region is noted.

2) The requested binary interpreter (Id.so) is located ( if not found, it is a fatal error
and eecve returns an error code) and its text, data, bggomns are mapped to
dynamically-assigned addresses, typically at the high end of memory.

3) A stack rgion is created by theeknel. Theargument ector environment, and
another data structure known as the "auxiliaggtor" are created on the stackhe
latter is for the guidance of Id.so.

4) The kernel startsxecution at the entrypoint of Id.so (NGhe _start entrypoint of
the program itself)

5) ld.so has full access to the a.esuBLF headers since the file is mapped into
memory Id.so determines which shared libraries are required, finds each one, and
mmaps each into memory at addresses which are determined bgriie¢ (and not
fixed). Eachshared object has text, possibly initialized data (these are mapped from
the .so file), and additionally piprivate bss areas needed by the library are created by
ld.so. Unlike the mapping of the static a.out and I|d.so itself, which is done by the
kernel, all of step 5 is done in user mode, by Id.so

One can use the environment variable LD_DEBUG=all to debug ddssa‘ching for
and loading of dynamic objectélternatively, one can see this duringstr ace of the
program. Id.sosearches for the needed shared libraries according to a specific
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sequence:
i) The RIATH parameter of the a.out file contains a list of pathnames to search for
libraries, similar to $RTH. Thisis set with the Id flag -rpath=paths and to pass that
flag to Id via gcc, wuse e.g. gec {..other options...}
-W, -rpath=/usr/| ocal /nyli bdi r
i) The environment variable LD _LIBRAR PATH contains a similar list of
pathnames to search-or security reasons, this variable is ignored for setuid
executables.
i) The RUNPATH parameter of the a.out is similar to AR, but is consulted
after LD_LIBRARY_FATH. Referto the gcc documentation for more details.
iv) Locations of recently resolved shared libraries are cachietianl d. so. cache
V) A list of default, trusted places to look for shared libaries is hard-coded into the
|d.so binary (e.g.lib64,/usr/1ib64,/11b/x86 _64-11 nux-gnu)

6) Id.so looks at which symbols each shared object "needs," and which it défines.
also &kamines the static symbol table for symbol definitions. At the conclusion of
shared object loading, wewdknow the actual run-time address of all symbols.

7) ld.so nav performs thedynamic relocations patching the actual address of those
symbols requring this into the appropriate TG8ots (see bel@). On mary modern
"hardened" Linux systems, after this is done, theT Gextion is turned readonly by
ld.so using the mprotect system callhis is for cybersecurity reasons, to reduce the
risk exposure of a GDslot being werwritten due to a security exploit.

8) Finally, Id.so jumps to the actual entrypoint of the progrdimthe program is a
normal C program, this entrypoint is thstart function located in the static xie
portion of the libcrt static library (which is linked withya@ program). _starin turn
winds up calling_libc start _nain in the C library which does the initialization of
the standard libraryand finally (really, this time), callsnai n, as dscribed in the
ECE357 material.

The PLT and GOT

Two critical data structures are emyéal to allev the dynamic parts of the program to
access the static parts and viezsa. Thesare the Procedure Linkagafle (PLT) and
the Global Offset Table (GD. Our discussion will focus on the Linux/X86
implementation only.

Let's say a function in the static textants to call a function which will ultimately come
from a dynamic library The static part of the program must be able to functiowanea
of the dynamic nature. Therefore we need to usg@aaeCALL opcode which specifies
the actual address of the function being called (although expressedkreldtie eip/rip
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register). Havever, a static linkage time, we dohactually knav this address.

One approach could be that wevealynamic relocation "holes" in the text, and require
that Id.so dynamically patchvery place in the text where we call, egrintf. This
approach is not desirable forvemal reasons. First, it @uld require a lot of work and
slow down the initial execution of the program. It would also induce page faults\at o
the text rgion. Lastly we'd like to leave the text region as readonly at all times.

Therefore, at static link time, each call/jump reference to a symbol which is being
supplied from a dynamic library causes the dinko create a slot in the Plior that
symbol. ThePLT dlot contains a jump to the actual function (e.g. printf). Whileatid

seem logical that Id.so should just patch each $ht with the appropriate dynamically-
loaded function address, the situation is actually more complicated on X86/Llimex.
reasons are far too complicated to get into during this introduction.

So a typical PT dot generated by the liek whenger printf is needed by the program
would look like this:
printf@lt:

j mpg *printf @l BC(%ip)
Note the use of symbols which are local to a specific section using the @ syhisx.
PLT dot uses an indirect jump. The processor fetches the contents of the memory
address which is symbolically printft@GLIBCThis is an example of a Global f©ét
Table (GOT) slot. Each GO dot is the size of a pointer (8 bytes in the X86-64
architecture) and contains the actual run-time address of the corresponding symbol.
printf @l BCis symbolically the address of the &Glot for the printf symbol in the
GLIBC library.

The P method must also be empled when a shared object wishes to call a function
defined in the static portion of the program, since the compiler arel lide o idea
where that function will be when the shared object itself is being compiled and linked.

Global variables defined in shared objects

If a shared library has global variables which it wants to be visible to the static part of the
program, this introduces somewngroblems. V& can’t havethese variablesve in the

data or bss ggons associated with the shared library itself, because the static text needs
to access them uware of the &ct that their address will be dynamic. Therefore, these
variables will be allocated a place in the bsgioa (even if they are initialized globals)
associated with the static program. The static text accesses tleeamyligobal variable,

using a memory absolute addressing mode (X86-32 and X64-64 large model) or RIP-
relatve node (X64-64 small model).

But hav does the shared library access its own glolaalables? Itmust use the GD
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Each such variable (symbol) isvgn a GOT dot by the linker at static link timeThen
ld.so patches the run-time address of that variable into thle Gk shared library uses
a GOT-relatve aldressing:

/[* This is how we’d access extern int i; froma shared object */
[* This exanple is i=10; */

novq i @OTPCREL(% i p), % ax

nmovq $10, (% ax)

This code references the GQlot of variable i as a RIP-relat aldress. Itoads the
actual address of i from that GQlot, places it in rax, and then uses the register indirect
mode to finally access variable i.

Initialized globals in a shared library

What if the global variable exported by a shared library has an initialiage?n, this
variable must actually Ve in gatic portion of the programHowever, it can't live in the
static .data section, because the initializer value is really part of the shared I\Mary
cant pretend to kne that at static link time. It cahlive in the .data section of the
shared object, because the static code needs to be able to access it withlaadgenof
its dynamic nature.

Therefore, the variable is actually located in the bgsneof the static portion of the
program, while its initializer is in the data section of the shared librEng associated
symbol is marked as a "COPY" type of dynamic relocatithso sees this and, in
addition to patching theaviables aldress into the GO loads the initializer value from
the librarys data region and copies it to the actual location of treble. Whe!

Shared Library Global variables contained therein

Variables declared within a shared library with global storage scope but local linkage
scope are meant for the libragyown use, and do not need to be accessed by the static
part (or by other libraries). These will be located within the data or bss section of the
shared library Howeve, gnce their absolute address will not be known when the shared

library is linked into theso file, the compiler must access these using PIC:
/* This is code within a shared library, conpiled with -fpic */.
static int ss;

f()
{

}

novl $10, ss(%ip)

ss=10;

The address of thes is represented relag o the %rip at that point in the cod&his
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relocation will be taken care of when tlss file is linked, because at that time we &no
the relatve aldress between the opcode in the shared objest;, and the variable in the
shared object data or bss ggon. Thesymbolss will NOT havea GOT dot and will not
be subject to dynamic relocation by Id.so.

Note that this RIP-relate node looks just the same as when static code needs to access
variables in X86-64 small memory model. The student is invited to explore what happens
in X86-32 or X86-64 large model!
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‘ header, tables, etc.

PLT

printf@PLT: jmp *printf@LIBC —_  <———

static text mmap region

PLT entry allocated by Id when main
is linked against the shared library libc

text of main and other static |
_start:

(_start stuff elideqﬁ

/* other code inmain */
call printf —Tst jump

main:

| | —— Id.sojumps here after loading
shlibs and doing dyn relocations

\\\ 2nd jump (fetch address from GOT slot)
A\

\

\
\

\

data of main and other static

statiT data mmap region

/

/

static bss mmap region

Global Offset Table (GOT)
reserved
" Id.so pokes this GOT slot
reserve w/ address of actual printf
=
printil@GLIBC || Id.s0 pokes this GOT slot
4d@GOoT = w/ address of variable sd
public vars from shared libs 7 N\
P \
sd: |
| ]
bss variables from main & other static ‘ I
Id.so copies initializer of sd
K rom shared lib’s data region

printf: {actual code for printf function} =

sd++ becomes

movqg sd@GOT (%rip),%rax

N PCR acci
incq (Yrax)

GOT poi

shared lib|text mmap region

£ss to
ter

private initialized variables of shared lib

5

sd: [

shared lib data mmap region

shared lib bss mmap region

.data

Id.so regions
T e — |
_
Actual start point of
program after kernel
data completes exec
bss

Stack region (one for each thread
as needed)

(created by kernel at exec)
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Alignment and Padding

Different architectures impose different alignment restrictioRer example, on a
SFARC processgraccesses to ints/longs must be at memory addresses which are a
multiple of 4. Violation results in a fatal run-timeaeption. Whilethe X86 architecture

is more fogiving, better performance is obtained if 4-byte accesses are aligned on 4-byte
boundaries.

When laying out a structure and assigninigeit to its members, the compiler must use a
recursve dgorithm which is based on a lookup table giving the size and alignment
constraints of the scalar data typd$ie compiler uses twwvgolden rules: 1) The offset of

any member must be a multiple of the alignment restriction of that mentbgr if the
member is an int, the offset must be a multiple of 4. 2) The total size of the structure is
such that were the structure in an array of such structures, each element of the array
would begin at an offset which satisfies the most resteictember of the structure.

The compiler maintains an offset countehich is initialized to O for each structure
definition. Qis clearly a multiple of analignment boundaryand therefore rule #1 is
satisfied at the start. After inserting a memliee offset counter is advanced by the
sizeof that memberThen before the next member is inserted, the offset counter is
rounded up to the next alignment boundary based on the constraints ofkthaeneer

E.g. in the following :
struct exanple { /1 Assume ints are 4@

int a; /1l offset O
char b; /1 offset 4
int c; /1 offset 8
char d; /1 offset 12
}; /1 sizeof (struct exanpl e)==16

Assuming that ints are 4 bytes long and are aligned on 4 byte boundaries, and that chars
are 1 byte long and i@ o dignment constraint: Member a is clearlywen offset O.
Member b is gien offset 4. The offset counter iswd, but member ¢ requires anfedt

which is a multiple of 4. Therefore the counter is rounded up and e gfset 8. The

space between b and c is wasted and is cpddding.

(Aside: on gcc compilers, it is possible to use the directive kepac to foce the
compiler to lay out the structemithout padding This is often used to mala gructure
matd a physical device mapped into memarythe format of a network protocpl.

When the last member is laid out, the compiler determines the worst-case alignment
restriction among all the members. The offset counter is then rounded up (if necessary)
to satisfy that worst-case constrairithe si zeof the structure type is this rounded-up
vaue. Thistakes care of Rule #2 abg and by satisfying that rule, Rule #1 will
automatically be satisfied for all members of all elements of an array of structures.

So, element d is gen the offset 12, but in order to satisfy rule #2, padding must be
inserted at the end, after elementSince the worst-case alignment restriction is that of
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the int (4 byte boundary) 3 bytes of padding are added, making the total size of the
structure 16 bytes.

The algorithm abee an be applied recussly for structures which contain aggeate
data types (structures, unions and arrays) as members.

One can write a simple test program to determine the sizeof and alignment of basic data

types:
#define S(t) struct {char a;t test;} s_##t

typedef int * ptr;

typedef |ong | ong | ongl ong
typedef | ong doubl e | ongdoubl €;
S(char);

S(short);

S(int);

S(1ong);

S(1 ongl ong) ;

S(float);

S(doubl e) ;

S(1 ongdoubl e) ;

S(ptr);

mai n()

{

#define AS(t) printf("% size % alignment %\n ", #t,\\
(int)sizeof (s _##t.test),\\
(int)((char *)&s ##t.test - (char *)&s_ ##t))

AS(char);

AS(short);

AS(int);

AS(| ong);

AS(| ongl ong) ;

AS(fl oat);

AS(doubl e);

AS(| ongdoubl e) ;

AS(ptr);

}

Starting in C99, the C language yides this functionality through theal i gnof unary
operator It functions similarly to thei zeof operator in that it can takdather an actual

expression, or an abstract type name. An interesting case arises:
x=__alignof(char [i++]);

Here we hee an astract type name which is anably modified array typeWith the

si zeof operatoywe saw in Unit 4 that the epression ++ actually gets euated at run-

time. Butwith __alignof the alignment of an array type does not depend on the number
of elements in the array (it is just the alignment of the base type). Therefore the size
control expressiodoes noget e/aluated here!
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More caution is advised with this operatdn C11, it changed from_al i gnof with a
double underscore (GCC allows theariant alignof ) to Aignof (single
underscore). Furthermorbpth GCC and Clang @ inconsistent results between the
two versions of this operator when applied to some architectures, including X86-32!

Broad vs narrow compilers

There are tw different approaches to compiler design. One attempts to craft an optimal
compiler for a specific architecture or navrcange of architectures. The other attempts

to male a general-purpose compiler which works consistently across a broad range of
architectures. Thegcc project is an example of the lattemploying the front-end, IR,
optimizer code generation architecture described throughout this course.

The advantage of the former approach is it tends to produce a more optimal output,
because it can advance certain decisions furtherafonm the compilation process, not
having to worry about re-targetability.

The advantage of the latter approach is of course re-use of compiler code. This is not just
a matter of lazinessThe effort which goes in to verifying the correctness of du@ous
phases of the compiler is then reaped forywiierent targets and weral different input
languages.

In designing such a broad compjlénding an appropriate IR is challenging because of
the wide variety of target architectures. It is not just a matter of renaming opcodes.
There are substantial philosophical differences among processors.

CISC vs RISC

One of the basic distinctions is Conmplinstruction Set vs Reduced Instruction Set
design. TheCISC approach is oldehaving evolved from the days of hand-crafted
assembly It tends to der mary, complicated instructions and addressing modes, often
with quirky restrictions or optimizations which malense to a human programmeit b

are difficult to epress to an optimizing compilen contrast, RISC was an approach that
developed out of research into Wwaiigh-level languages were being treated by compilers.

It was designed with Weer, ampler instructions and addressing modes. Whereas CISC
instructions tend to be of variable size amdcation time, RISC instructions tend to be
fixed size and constant time. This makes it easier for a compiler to generate good
assembly code, but makes it more awkward for a human programmer.

APPENDIX: SPARC Architecture
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As an appendix, we'll taka bok at an example of RISC architectuighese notes were
prepared for the SPARC architecture, which at one time enjoyed significant market share
among Sun Microsystems workstations and servers.

SFARC, as with most RISC designs, is shockingly different from X86. Almost all
instructions are 3-address, with srcl, src2 and dst. There is an emphagsien-ie
register operations, with limited memory addressing modes. Instructixetgite in
constant time (one clock/cle), and are of fixed length (32 bits), which imm®ppeline
performance.

Register Model

There are 32 gasters, r0-r31. Thesare broken into four groups:

ro-r7 == ¢g0-g7 A obal registers (g0 is /dev/null)
r8-ri5 == 00-07 Quts

ri6-r23 ==10-17 Local s

r24-r31 ==1i0-i7 I ns

The names %i0, etc. are aliases for %r24, etc.
Addressing Modes

SFARC has a limited number of addressing modes. Almost all instructions are 3-address,
with two explicit source operands and one explicit destination (contrast with the
2-address X86 with an implicit operand). Exceptions to this are instructions where it
doesnt make nse to hee 3 erands. Aw of the operands may be ayister Because

there are 32 addressable registers, 5 bits are required to specifsterreMost
instructions also alle just one of the source operands to be a 13-bit immedidte.v

We will see hav 32-bit immediate values are handled lat&fost instructions do not
allow direct access to memory operands;ythaust go through a register using special
load/store instructions.

Register Windows

One of the most interesting aspects of the register model is registenvigdoThe
register windav is the set of 24 registers r8-r3The processor contains a "register file"
which is a large array of gesters. Theglobal registers arewaéys available, but the other
registers are accessed through the 24-register wingbich moves over the register file

based on a hidden register (manipulated by the operating system) called CWP (current
window pointer).

Wheneer a function is entered, a SAVE instruction ieeeuted, which mees the CWP
ahead by 16 slotsSince the register windois 24 dots, this creates an 8-sloveslap,
with the result that ggsters %00-%07 in the caller refer to the same register as %i0-%i7
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in the callee.Likewise, when the function returns, the RESIE instruction mees the
window back, and the values that were in %i0-%i7 in the callee are accessible as
%00-%07 in the caller.

This fact is used to great aivage to allv function calling and return withoutver
having to touch the stack memor$600-%05 are used to pass the first 6 parameters of a
function, with %00 being the leftmos{If there are more than 6 parameters, tkieae
ones are pushed on the stack. Studies ofynmiars of C code showed this happens in
less than 2% of functions).

The CALL instruction stores itsam address in register %07 in the caller wingdahich
becomes %i7 in the callee winddafter the calleexecutes the SAVE instruction.The
RET instruction, which is»ecuted after a RESTORE, jumps back to %i7+8, i.e. thxé ne
instruction after the CALL (and the delay slot instruction, seevheldregister %06 is
aliased to %sp, the stack pointén the callee, %i6 is then automatically the old stack
pointer and is aliased to %fp (the frame pointer). TheV&Anstruction, in addition to
moving the register winde, can be used to decrement %sp (in the calleaiv window)

to create the local stack frame. The RESTORE instruction, by virtue of its windo
rollback, restores the old %sp and %fp implicitly.

The number of registers in the file is of course finite, and typically a small nuather
32 register windas. Whennesting reaches this static limit, the SAVE instruction has no
place to mee the register windw, because it would collide with the oldest windoThis
results in a "spill trap”, which the operating system handiEsecuting a FLUSHW
instruction flushes the current register wiwdio the top of the stack. This instruction
can also be)ecuted by ordinary programs. E.g. a debugger needaitoagcess to the
complete set of register wings. It must execute a FLUSHW on behalf of the program
under observation so those values become visible on the stack.

Because a function can not predict when such a register wismb will happen, it must
resene a diunk of space at the top of the stack so there will be a place to spifigtere
window if needed. Thispill area is added to the stack frame size requirements.

It follows from the register wind@ mechanics that the compilemadys has the %I0-%I7
local registers \ailable. It does not hee t© worry about their beingwerwritten by a

called function, nor does it need toreand restore themxglicitly. The global rgisters

%Q1-%Qg7 are considered scratclyiseers, i.e. callesaved regsters. Itis expected that
the g registers will be destroyed across function boundatigeewise the %00-%05
registers can be used astra scratch registers when yhare not actrely being used to
pass function arguments.

Register g0

The %g0 register alays reads as 0, and writes to iveao dfect. Sinceghe number of
operands is fixed, it is useful when it is desired to discard the result of an operation, or
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when an immediate 0 is needed but ittisnhvenient to use the 13 bit immediate mode.

Accessing Memory

There are only te odinary instructions which access memoryD and ST
(LOAD/STORE). Thevaue to be mued is mntained in a mgister The address in
memory to be accessed is also contained ingesteg Since LD and ST hae aly 2
operands, there is room within the 32-bit instruction towabo13-bit immediate &lue
(offset) to be added to the gister specifying the memory address. While this
restrictveness surrounding memory access may seem inefficient, recall that the RISC
philosoply is to reduce the instruction set to its bare essentials. On a CISC machine such
as X86 with its indirect scaledfeét plus displacement addressing mode, the processor
takes just as mansteps to perform the address calculationytlaee just hidden in
internal rgisters. Inaddition, by isolating memory access to specific instructions,
compiler optimizations are actually easier.

()
{

int a;
a++;
}
f:
save %p, - 120, ¥%sp 1120 bytes for stack frane
ld [% p-20], %01 I'Load a into register ol
add %01, 1, %0 I'Not optimzed, could have stored back in ol
mov %0, Y01
st %01, [ % p- 20] IStore result back in local variable
ret
restore IDelay slot, see conment in text

Loading 32-bit constants

The structure of the 32-bit instructionomds does not lend itself to getting 32-bit (or
64-bit for that matter) constants intayigters. ltwas found from program analysis that
most integer constants used in C programs are small, and therefore viseoprof a
13-bit immediate field, while strange, satisfies most cases.

However, to access a global variable requires loading an absolute 32 bit value into a
register (or 64 bits if in the 64 bit model). This requires instructions in SRRC. The

SETHI instruction is a special case. It specifies a destination register and 22 bits of
constant, which are placed in the most significant bits of tistee Following this, an

OR with a 13-bit immediate as one source, and the register as the other source and
destination, effects the 32-bit constant loddmay also be possible to use the 13-bit
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offset addressing mode to accomplish the same effect:
f()
{

extern int a,b;
a=b;

}

save Y%p, -112, %p
sethi %i (a), %0
sethi %i (b), %01

Id [Y%©1+% o(b)], Y©2
st %02, [ %90+% o( a) ]

Note the unusual syntax %hi(symbol). This is not gister at all, but merely an
assembly-language macro thatlaates the most significant 22 bit of itslwe. Likewise
%lo is the least significant 13 bits. Also note the use of thestez+ofset indirect
addressing mode in the LD and ST instructions.

When e&ecuting under the 64-bit model, the code to access a global variablenis e
hairier:

set hi Y%hh(a), %1

set hi % ma), %4

or %1, % ma), %1
sl x %1, 32, %1
add %1, %4, %l
or %1, %o(a), %5

set hi %hh(b), %1
set hi % mb), %4

or %1, % mb), %1
sl x %1, 32, %1

add %1, %4, %l

or %1, %o(b), %1
I d [%g91l], %1

st %1, [%95]

Control Flow Instructions

It is possible to jump to an absolute address which is contained withigisere
However, most flov control instructions utilize a program counter refateddressing
mode. The conditional branghstructions contain a displacement which is between 16
and 22 bits (depending on the form of the instruction). This displacement is interpreted
as a signed number of 4-bytemds. Sinceoranches in C occur within a function, the
branch target is usually close, lapd this amount of displacement is more than adequate.
CALL instructions, which are used to call another functionel® hits of displacement.

This does impose a limit on Wwathe address space of a program is laid ¢Gutnctions

can not be more than 2**31 bytesay from each other in either direction.
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The Delay Slot

When a SPARC processor igakiating a branch instruction, the instruction which is
located physically at the next memory address after that branch instruction has, because
of the pipeline, already been fetched and decoded. Under CISC architecture, that
instruction would be thrownwvaay if the branch is tan, but SPARC (and marother

RISC architectures) takadvantage of it (it helps that all instructions are the same length
and eecution time) and xecute this "delay slot" instruction, gardless of whether the
branch is taken or not. The delay slot instructiorkeseted as the branch target is being
fetched and decoded, and takes effect before tlggttenstruction. This can lead to code
which, when represented lineariy dfficult to follow:

f(a,b)
{

if (g()>5) return 3; else return 4,

save Y%p, -112, ¥%sp

call g,0

nmov 3, %0

cnp %0, 5

bl e,a .LL5

nmov 4, %0
ret I'sane as | npl % 7+8, %g0
restore

Fdlowing the CALL to function g, the M@ instruction is recuted in the delay slot.
Because it takes effect before the first instruction of tlyetay, the %i0 still refers to the
register in fs window. Likewise, the MO 4,%i0 tales place in the delay slot of the
conditional branch instruction. The ,a following the branch opcode ble means that the
delay slot instruction is anulled if the branch is not taken (normally the delay slot
instruction is alvays eecuted). Saif the return value from function g is less than or
equal to 5, then the correct return value from f (4) is already in the ggeaewhen the

RET instruction is wecuted. If g() is greater than 5, then the correct value & w
previously in the %I0 rgister Also note the use of the RESTORE instruction in the
delay slot. Because it completes before the transfer of control back to the caller of f, the
register windav is properly restored. If there is no usefubsk to be done in a delay
slot, it must be filled with a NOP instruction.

Note that the abhe example is still not optimal, because the compiler wagetéing the
earlier SPARC V8 instruction selThe SPARC V9 instruction set includes conditional

move instructions, which can often eliminate branches entirely:
f:

save Y%sp, -112, YUsp

call g, O
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nov 3, %O
cnp %00, 5
return 9% 7+8
novl e % cc, 4, %0

Here the MOVLE instruction conditionally mes the value 4 into %00 if the condition
codes indicate less than or equal (the %icc identifies this as a 32-bit operation), and this
instruction &ecutes in the delay slot of the RETURN instruction (which includes
RESTORE semantics). Because thgister windav rollback has already taken place
during the RETURN instruction, register %00 in the MOVLE instruction refers to the
caller's %00, i.e. the return value slot.

Delay Slot Annul and Branch Prediction

When a BR branch opcode has the ,&ixsuhe delay slot is annulled if the branchat
taken. This allows the compiler to ka a ketter chance of finding a useful instruction to
move into the delay slot, which will only bexecuted when the branch is taken.

The compiler can also add a branch prediction suffix to the opcbde.",pt" sufix
means that the branch is likely to be taken, while ",pn" means iely ik be not tag&n.
Branch prediction provides a helpful hint to the haadswin modern processors where
several instructions may be in play atyagiven time.



