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A Task Switch

In this last unit, wdl consider task (context) switching. There is nothing mysterious
about it. In fact, we could do context switching purely in user m&tmsider a multi-
threaded usdevel program, where there are multiple independent threadgeotigon
within a shared address space. What definesctim¢ext of execution on X86-32
architecture?

text 4/_N\/\ Tl.eip
64/—%/\/\ T2.eip
GJ_N\/\ T3.eip

context—save areas

T1
T2

T3

stack for T1 = Tlesp
-1 T2

stack for T2 esp

stack for T3 <1 T3.esp

» The eip register determines thewlof execution (where the ng instruction will be
fetched).

» The eflags register contains the condition codes and tliestsafhev conditional
branches will happen.

» The esp rgister controls calling/returning functions because it is where the return
address is pushed/popped during CALL / REERch thread must ka ar independent
non-overlapping memory area for stack, otherwise there is no meaningiyl for
functions to exist.

» The ebp register is used in nyamnguages’ run-time model to access locaiables
which live in the stack.

» Other registers such as eax, ebx, etc. are used to sbokengvvariables, intermediate
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results, etc.

In other words, the values of the CPU registers along with the stack are what define the
contt. Thusfrom a purely uselevel standpoint, assuming that the operating system
does not hee any underlying support for multi-threaded processes, it would be possible
for one taskoluntarily to give avay the sole (virtual) processor to another task binga

all of its registers in some safe place, and then restoring the other tasi®iglyesaed
register set into the cpugesters. Indeedhis usetlevel approach was used in very early
versions of Linux before thread support was introduced in kernel version 2.0

Preemptive and Cooper ative Multitasking

Back in Unit 1, we dne the distinction between Bluntary" (or "cooperate") multi-
tasking and "pre-empt." Sincethe Linux kernel is a controlled piece of code, it can be
trusted to perform coopere#i multitasking. Havever, usermode programs canbe
trusted to relinquish the processd?re-emptive multitasking means that a currently
running task can be forcefully suspended and a kbrdwitch made to another
presumably “betteir'task to run.

The trigger for pre-emption may be based on pripriey a higher-priority task has just
become ready to run. It may also be based on time-slicing, in which each taskia gi
certain amount of time and then another taskvengihe CPU. This requiresReriodic
Interval Timer interrupt. Or the trigger could be a blend of priority and time. In the
Linux kernel, it is thescheduler subsystem which makes the decision as to which task to
run and when.

In this unit, we shall study the implementation of multi-tasking in the Lirerred. W\

have dready seen that theeknel is a multi-threaded program of sorts where each thread
(task) has its own kernel-mode stack. The situation therefore is analogous to the user
level voluntary task switch described aleo The kernel is aontrolled extension of a
processs (tasks) context into kernel mode. The kernel codetjng on behalf of the
process, implementscooperative multitasking, which from the standpoint of user
processes, appears togre-emptive multitasking.

In the Linux kernel, the terrrask is used to mean a schedulable thread of contéien
processes are running programs which are multi-threaded, there are multiple tasks
running around inside the same process address space. The Linux scheduler works on the
basis of tasks, not processes.

The schedule() function

In the Linux kernel, aask switch takes place in thechedule function, which selects a
new task to run (possibly the same task if the system is fairly quiet) sexdsethe switch
to the nev task. Abstractlyschedule() is called and then another task has use of the



ECE357:Computer Operating Systems Unit 8/pg 3 ©20ZFHHHKner

processar Then at some later time, the original task is scheduled again, and control
appears to return transparently freohedule() . Internally,schedule() = maintains

a list of tasks which are in a ready to run state (as determined lsyatee field of the

task struct ), and picks the "best" onéWe all this list of ready tasks theun
gueue. (even though it is not strictly a queue)

schedule can be called in tavways:

* Directly: In a gynchronous conié, schedule() is called directly (or through an
intermediate function or macro) when the current task wishes to relinquismt@rily)

the processor because it has reached a blocking state. Examples include a system call
which must block waiting for input, a parenaiting for a child process to die, a major

page fault exception which must block the process until the padfehas been resad

by paging-in from backing store, or teehed_yield  system call.

* Indirectly (lazy): Wheneer control is about to return from an interrupt, fault or system
call, the value of the bit flagiIF_NEED_ RESCHEDnN theflags word of the current
thread_info structure is xamined. V¢ haveseen this assembly language code in the
previous unit when considering system calls, and similar code exists at the other "return
to userland" points. If set, thescthedule() is invoked. Thereforewhen a lernel
routine setsTIF_NEED_RESCHEDIt is requesting that the currentlxeeuting task be
(potentially) pre-empted and another task be schedudad.asynchronous handler

must never call schedule directly, because that would lea an unfinished interrupt
handler pending.The task switch will occur upon return from the interrupt handler
routine. Generallppeaking, an interrupt handler routine will set the RESCHED flag if it

is waking up a sleeping task which has higher priority than the current task, or when the
timer interrupt routine determines that the current task has exhausted its cpu time slice
guantum. (ThéRESCHED flag can also be set in a synchronous context, e.g. waking up
a task which nw has higher priority than the waker)

Kernel Mode Pre-emption

On some kernels, pre-emption can only occur when the task is about to return to user
mode from an exception or interrupt handl&fodern Linux kernels can be built with
support forkernel mode pre-emption, meaning that pre-emption can also occur when
returning from the interrupt handler back to a kernel control p#mel pre-emption

can impreoe lateny performance in real-time applications, because itwal@a higher
priority task to run immediately The preempt_count  perCPU variable controls
kernel-mode pre-emption, and is examined when control is about to return from an
interrupt handler back to kernel modelhe kernel macropreempt_disable
increments this counterWheneer the counter is non-zero, pre-emption is disabled.
preempt_enable  decrements the countetJses of preempt disable can be
"nested" and pre-emption is not re-enabled until the outerneoselkroutine re-enables.
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In mary places in the kernel, kernel pre-emption is temporarily disabled teerjre
leaving things in an inconsistent state. Note theempt_disable IS not the same
thing as masking interrupts, nor is it a locking mechanism ykeual.

Making a task/context switch -- overview (X86-32)

The terms task switch and context switch are essentially interchangeable. Both are used
in the literature.To make a fask (context) switch on awgn CPU, the kernel must:

» Ensure that all general-purposeisters (which might contain variable values) will be
presered. These&an be s&d on the kernel stack.

* Ask the scheduler which task should run next on that CPU

 Adjust scheduler parameters for thevraad old task

» Savethe kernel-mode stack pointer someplace other than the kernel stack.

« Switch the stack pointer to the kernel mode stack of tinetask

» Adjust the Task State Segment (TSS) so that tketmee control re-enters thesknel

from user mode, it does so onto the correct kernel mode stack.

» Adjust thecurrent  variable to point to the metask

* If applicable (switching from one user mode process to another vs just one thread to
another) switch the usenode Virtual Address Space by changing register CR3 to point
to the nav PGD.

» Savethe current Program Counter (%eip register)

» And finally, update the Program Counter to "jump” to the previously suspendeciconte
point of the "new" task

Now that weve had this brief gerview, we’ll examine the kernel code in more detail to
see the magic behindWwahese steps are performed.

What schedule() does

An vastly simplified outline o$chedule is as follows:
[* from kernel/sched.c*/
schedule()

{
task_t *prev,*next;
runqueue_t *rq;

need_resched:

preempt_disable(); /* Temporarily disable kernel mode preemption*/

cpu = smp_processor_id(); /* Get unique id of "this" CPU */

rq=cpu_rqg(cpu); [* Run queue holding the current task */
spin_lock(&rg->lock); [* Lock against others modifying run queue */
prev=rg->curr; I* Remember the current task */

/* ... update a bunch of scheduling statistics ... */
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[* pick_next_task is the "real" scheduler */
next = pick_next_task(rq);

prev->thread_info->flags&="_TIF_NEED_ RESCHED; //Clear flag
/* ... adjust run time stats of prev ... */
if (prev!=next) //[Really going to switch now
sched_info_switch(prev,next); [* Update timestamps, etc.*/

rg->curr=next;
/* context_switch will also unlock rg*/
context_switch(rg,prev,next);
/* we are now re-scheduled, possibly on a different CPU */
cpu = smp_processor_id();
rq = cpu_rq(cpu);
}
else
spin_unlock(&rg->lock);
preempt_enable();
if (current_thread_info()->flags & TIF_NEED_RESCHED)
goto need_resched;

}

context_switch(runqueue_t *rq, task_t *prev, task_t *next)
{
prepare_task_switch(rq,prev,next);
mm = next->mm;
oldmm = prev->active_mm;
switch_mm(oldmm,mm,next); //switch address space

/* Now it is time for the actual context switch.  This must be
in assembly language. The syntax below is simplified */

asm(
movl prev,%eax
movl next,%edx
pushl %ebx /* Preserve callee-save register */
pushl %edi /* ebx, edi and esi, plus ebp */
pushl %esi /* on prev’s kernel stack */

pushl %ebp
/I THREAD is the offset of the .thread member of the task_struct
/I Likewise ESP is the offset of the .esp member of the thread struct

movl %esp,(THREAD+ESP)(%eax)  /* prev->thread.esp=%esp */

movl (THREAD+ESP)(%edx),%esp [* %esp = next->thread.esp */
/I At this moment we have switched to kernel stack of the NEXT task

movl $LABEL1,(THREAD+EIP)(%eax) [* prev->thread.eip= LABEL1 */

/* Pushing an address onto the stack and jumping to the function is
the same as calling the function, but we will return to the
pushed address instead of the next opcode */
pushl (THREAD+EIP)(%edx) /* push next->thread.eip */
jmp __switch_to /* jump to C routine */
/* When we are scheduled in again, we will come to life at LABEL1. Yes,
this is the next opcode. Why did we bother? We’ll see when we
look at fork! */
LABEL1:
popl %ebp [* restore */
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popl %esi

popl %edi

popl %ebx

movl %eax,prev /* return val from __switch_to */
);
finish_task_switch(this_rq(),prev); /lUpdate stats

[* The fastcall directive says the arguments are in registers, not stack */

struct task_struct fastcall *__ switch_to(
struct task_struct *prev_p, /lin eax
struct task_struct *next_p)  //in edx

/* Get the thread_structs associated with old and new */
struct thread_struct *prev= &prev_p->thread,
*next= &next_p->thread;
int cpu=smp_processor_id();

/* Get the Task State Segment for this CPU */
struct tss_struct *tss= &per_cpu(init_tss,cpu);
tss->x86_tss.esp0 = next->espO; //Set kernel re-entry stack ptr
/* ... Deal with save/restore of additional registers which

are normally not touched in kernel mode, such as the

floating point, mmx/xxm/sse, debug registers, etc.

These are saved in the ->thread part of the task_struct */
percpu_write(current_task,next_p); /lupdate current "variable"
return prev_p;

}

Let us walk through a hypothetical example of making a cengsvitch. Unfortunately,
a problem with suchamples is the circularity of reasoningve'l| assume that at some
time in the past, task #456 had made a system call toyffmhetical)sys bar() , and
that system call reached a blocking state, causing it tosché#dule() . We will
further assume that task #789 was selectedchgdule()  at that time and replaced
task #456 on the CPU.

Now, some time has elapsed, and perhap®raéintervening tasks ka had use of the
CPU. Task #123 is currently running in user mo@omaeavhere along the ay, task #456

was nblocked (e.g. because the input i@swvaiting for arsied) and thus was placed into
the run queue.However, it has still not yet been scheduleVe row come to the
beginning point of our example, when task #123 has made a systesygaibo() ,
andsys _foo has to block task #123, thus it has caetedule() to yield the CPU.

We assume thaschedule()  has selected task #456 as the best task to run next, and
has just calledontext_switch() . Both sys_foo and sys_bar are examples of direct
task switches, although the same principles would apply for an indirect task switch.
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Kernel text

system_call: task_struct task_struct
Kernel Stack Kernel Stack
for task 123 for task 123 for task 456 for task 456
sys_foo thread_info | — thread_info | —
.task ] .task ]
sys_bar pid: 123 pid: 456
thread thread
schedule: | .espo | callee—savedregs | |  agp0
stack frame .esp stack frame -esp
context_switch context_switch .eip context_switch .eip
AN
—p LABELL:
stack frame stack frame
schedule schedule
stack frame stack frame
sys_foo sys_bar
—  ebx local var: —  ebx local var:
eg" prev eg" prev
eax eax
— esi next — esi next
a‘lg edi a‘lg edi
W@ ebp w'g ebp
<>( i'f eax <>( E; eax
9 ds 0 ds To task' struct
es es for task 789
Per-CPU global var[ | | fs fs
current -  rgea -  orgea
o % — eip o % — eip
2 | & 2| &
[=2] eflags [=2] eflags
% = esp % g esp
- Sss - Sss

B

Examining the kernel stack for task 123, we see the ubtedd info structure at
the far end of the stackVe e the uses regsters which were s&d by the hardvare
and by thesystem_call  kernel entrypoint codeWe then see a stack frame created for
sys_foo() , with the return address on the stack being the place velysréoo()

was alled from the entrypoint codelikewise, we see thabys foo() called
schedule() , and thatschedule() (refer to the code listing alse) has local ariable
prev pointing to task #123, angext pointing to task #456Thenschedule()  has
calledcontext_switch() to effect the actual context switch. The CPigsp stack
pointer register is thus pointing to thexhication in task 123 kernel stack.The %eip
program counter register is pointing to the first instructiaroimext_switch()

Now the following happens withinontext_switch()

* We reed to preserrthe general-purposegisters. Recalfrom the appendix to Unit 7

that on the X86-32 architecture, registers ebx, edi and esi are "calée-sganing that

the compiler has generated code which expects that thgiséere will be safe after a
CALL opcode (if the registers are "clobbered" by a called function, that "callee" needs to
save and restore them)Since we are about to switch context, those registers would get
“clobbered" and would not ke the correct values when we are re-scheduldtkerefore

it is up tocontext_switch to presere them. The%ebp frame pointer register also
needs to be sad. Thetop of the kernel stactf task #123 is a safe place to stash these
registers because nothing will touch ¥cept task #123. Note that registers eax, ecx and
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edx do not need to be &l because these are "callgaved" registers and are not
expected by the compiler to suvei the call to functiorcontext_switch

* The current stack pointer (which points to the current top of ¢neek stack for task
#123, right after we sad the registers abe) is saved in prev->thread.esp We
cant saveesp on the stack becauseMwould we find the stack again after we change
esp?!

* The address which had been storech@xt->thread.esp when task #456 as
switched-out is also the stack pointer address corresponding to just beyond the end of the
stack frame focontext_switch() , BUT within the kernel stack of task #458his
vaue is loaded into thé&besp register and therefore we are moon the stack of task
#456.

» The address of the instruction labele®BEL1: in context_switch() Is stored in
prev->thread.eip , 1.e. in task #123'task_struct.

» The address which had previously been stored ithtlead.eip  field of task #45&
task_struct is, liewise, that same address of t®BEL1: label. We'll see an rception

to this when dealing withork() . This \alue is fetched fronthread.eip and
pushed onto the kernel stagktask #456
* We jump to the function switch_to() . Normally, C functions are called with a

CALL instruction, which szes the current%eip register on the stack as the return
address. Here,the return address is thealue which we had loaded from
next->thread.eip , and manually pushed onto the stack.so happens in this
example that said address corresponds to tReinstruction incontext_switch() ,
i.e. labelLABEL1: , but this mechanism alNes us to resumexecution when switched-in
at some other place in the kernel code.

Now let's take a bok at things when we @ just entered _switch_to()
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Kernel text
system_call: task_struct task_struct
Kernel Stack for task 123 Kernel Stack for task 456
for task 123 ortas for task 456 ortas
sys_foo thread_info | — thread_info | —
.task . .task ]
pid: 123 pid: 456
sys_bar —_switch_to
thread ret addr thread
schedule: callee-saved regs I .esp0 | callee-savedregs | | .espo
stack frame .esp stack frame -esp
context_switch context_switch eip context_switch .eip
—p LABEL1:
stack frame stack frame
. schedule schedule
> _switch_to
stack frame stack frame
sys_foo sys_bar
TSS — ebx local var: —  ebx local var:
CPU REGS ecx ecx
edx edx
%esp . 4 esi 4 esi
esp0 ilg edi élg edi
%eip g > :Zg g 5 :ZE
0 ds 0l ds To task’_struct
es es for task 789
Per-CPU global var| | | fs fs
— orig_ea; — orig_eax
current Bo [ ep Bo — eip
Ig% cs lg% cs
o eflags o eflags
% = esp % g esp
- SS - SS
- |

___switch_to() updates the TSS so that at some later time, when task #456 is doing
its thing in user mode, and control re-enters thn&l from user mode, it does so with
the correct kernel stack pointee. the kernel stack of task #456.

When__ switch_to() returns, its return value is the task which we replaced, i.e. the
pointer to task struct #123. Thus the locatiableprev in context_switch() IS
properly set.Thecurrent variable has liewise been set to point to task #4356 ae

now ready to return froncontext_switch , and then completsys_bar and return

to user mode in task #456:



ECE357:Computer Operating Systems Unit 8/pg 10 ©20F5Hmder

Kernel text
system_call: ask_struc ask_struc
t Il task_struct task_struct
Kernel Stack Kernel Stack
for task 123 for task 123 for task 456 for task 456
sys_foo thread_info | thread_info | —
task .task
sys_bar pid: 123 pid: 456
thread thread
schedule: callee—saved regs| - .esp0 T 1 .esp0
stack frame .esp stack frame -esp
context_switch context_switch .€ip context_switch .eip
L+ LABELL: X
stack frame stack frame
switch to schedule schedule
stack frame stack frame
sys_foo sys_bar
TSS — ebx local var: — ebx local var:
CPU REGS ecx ecx
edx edx
%es| esi esi
P esp0 EIE edi Elg edi
1 %ej w2 ebp w2 ebp
Yoeip z g eax z & eax
n ds 0l ds To task’_struct
es es for task 789
Per-CPU global var| ___| fs fs
current B, orig_ea - orgea
o — ep Qv — eip
ﬁi{,’) cs §% cs
LS eflags 53 eflags
% £ esp % g esp
L Ss L Ss
/

Process and Thread Creation

Traditionally UNIX processes are self-contained virtual computers with their owatepri
address space and operating system context (e.g. open file descriptors, signal handling).
Under Linux, maw aspects of the processualeen broken out and it is possible to
create a ne process which selesgtly shares these attributes with the parent, by using
theclone system call.

From user-leel, theclone function is:
int clone(int (*fn)(void *), void *child_stack, int flags, void *arg);

Unlike fork , clone begins eecution in the child task in the functidm which is
supplied with the glumentarg . When this function returns, the child taskte. Before
calling clone , an aea of memory must be allocated and passedhdd stack
clone as described abe is actually a usetevel wrapper for the reatlone system
call:

int real_clone_syscall(int flags,void *child_stack,...)
Note thatfn is not among theseg@uments. Theeal clone system call beles like fork,
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and the uselevel wrapper makes sure that the child threadcetesfn(arg) . The
clone system call is rarely called directly by a program, and exists primarily to support
the threads library (e.gathread create ). (Becausdhis is an internal system call,
the exact ayjument sequence hasried. Whatis shown here is a simplification.
Programmers should ver try to use this na system call directly!)

Internal to the Linux kernel, there is no distinction between threads, lightweight
processes, processes and tasks, and in fact these terms are often used interchangeably in
the source code with confusing consequendesch process has a unique process id.
However, the POSIX Threads standard requires that all threads which exist within the
same (heavy-weight) processvhathe same pid as returned gtpid . Therefore,
Linux introduces the notion afhread groups. Each thread has a unique process id
(pid ), and all threads within a heavyweight procesgehea ©@mmonthread group

id (tgid) . It is the tgid , not pid , which is actually returned by thgetpid

system call. To get the value of thedtnel-level pid , use thegettid system call (get
thread id). For conventional single-threaded programs, tgel andpid are of course
identical.

Concept User Kernel

Process Id| getpid() | current->tgid
Thread Id | gettid() | current->pid

flags contains the signal number to be sent to the parent when the child terminates
(usuallySIGCHLD. Thisis contained in the low-order byte. Other bitwise flags may be
or'd in; an incomplete list follows:

* CLONE_VM: If set, share the virtual address space with the patkeaokear, the child

has a copy-on-write prate copy of the parens address space at the instant of cloitfe.
CLONE_VM is set, a ne stack area must ka keen allocated and passed as the
child_stack parameterbecause if not, the child and parent would conflict in their use
of the same stack at the same shared virtual address.

 CLONE_SIGHAND: If set, the parent and child will share the signal handling table.
Any changes made by one will be reflected in the ashdf'not set, the child gets a cop

of the signal handler table in effect in the parent at the time of the clone.

* CLONE_FILES: If set, the parent and child will share the open file descriptor table.
Therefore, an files opend in one will be visible using the same fd number in the other
If not set, the child gets a cppf the file descriptor table at the time of the clone.

* CLONE_FS: If set, the parent and child will feee share the following file system
information: current root of the filesystem (seferoot ), current verking directory
umask. Ifnot set, the child gets a gopf the parens information at the time of clone.

« CLONE_PARENT Affects the notion of who is the parent process after the clone is
complete, and thus fatts SIGCHLDdelivery. If set, the parent of the wechild is the
SAME as the parent of the calldf not set, the parent of thewehild is the caller.

« CLONE_THREAD: If set, the child is put into the same thread group as the, eatier
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therefore will hae the samdgid . If not set, the child is placed in améhread group
of which it is the sole member and whaogel is the same as the chilgisd .

Typically, whenclone is used to create awehread withpthread_create , dl of

these CLONE_XX flags are set, so that thes hieread &ists within the same address
space, and gnsystem calls made by a thread, such as opening a file, affect all of the
other threads.Corversely, the fork system call sets none of the CLONE_XXX flags,

and the ne process is thus an independentycop

[* Extremely simplified overview of struct task_struct */

/* For the purposes of illustrating fork/clone. Missing a lot of stuff */
/* From /usr/include/linux/sched.h */

struct task_struct {

struct list_head tasks; /I Part of linked list of all tasks
struct mm_struct *mm; [ Virtual memory layout
int exit_code,exit_signal;  // exit status

pid_t pid; /I what gettid returns
pid_t tgid; /I what getpid returns

struct task_struct *parent; // who's your daddy?
struct list_head children;  // linked list of child tasks

struct list_head sibling; I/ Part of linked list of siblings

struct list_head thread_group; /I Part of Il of threads in thread grp
cputime_t utime, stime; /I accumulated user/sys CPU time
u64 start_time; /l when this task was spawned

struct cred *cred,;
char comm[TASK_COMM_LEN]; /I Pathname of current executable

struct fs_struct *fs; /I cwd, umask, etc.

struct files_struct *files; // file descriptor table

struct signal_struct *signal; /l Pending signals, etc.

struct sighand_struct *sighand; /I Lots more signal stuff elided
%
struct task_struct *current_pointersf]MAXCPUJ; /I Simplified
#define current (current_pointers[my_cpuid]) /I Simplified

[reeeerrrrx (Simplified) Example of using the current pointer ****xxx/
int sys_getpid() /I getpid system call
{

}

return current->tgid;

int sys_getuid()

return current->cred->uid;

}

/********************************************************************l

The fork and clone system calls both use the same underlyiegn&l function

do _fork() to create a rvetask/process/thread:
/* The usual disclaimer: This code is a highly simplified extract
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of the actual Linux kernel source code */

int sys_fork()

{
/* plain old fork is the same as clone with no CLONE_ XXX flags */
/* the lowest byte of clone_flags is SIGCHLD, which will be sent */
/* to the parent when this new process exits.
/* The child stack pointer is the same as the parent */
/* since CLONE_VM is not set, the child gets a copy-on-write */
[* private address space and thus it is OK that the SP are the same */
return do_fork(SIGCHLD, 0);
}

int sys_clone(unsigned long clone_flags, unsigned long newsp)

{

);

Continuing to trace the flo of execution, both clone and fork call the sauh@ fork

routine, which in turn callsopy_process
long do_fork(unsigned long clone_flags, unsigned long stack_start)

{

return do_fork(clone_flags, newsp);

struct task_struct *p;
int trace = 0;
long pid = alloc_pidmap(); /I Allocate new pid

if (pid < 0)
return -EAGAIN; /I Oops, out of PIDS
/* A lot of simplification below */
p = copy_process(clone_flags, stack start, pid);
if IS_ERR(p))
wake_up_new_task(p,clone_flags); /Iplace on run queue
else

{

free_pidmap(pid);

pid=PTR_ERR(p); i Extract errno e.g. ENOMEM
}

return pid;
}
do_fork finds an ®ailable pid number for the meprocess or returnEAGAIN if there

are no free numberscopy_process is invoked, which allocates and returns a pointer
to the n&v struct task_struct for the nev process. Thank® the range ofalid
addresses in kernel mempry horrendously bad programming practice can be used
within the lernel: the returned pointer iz@loaded to contain either a valid pointer

the (n@ative) error numbey which will thanks to twos-complement be edent to a
very high (and therefore walid) pointer addresscopy_process  will return an error
code if it did not succeed. Assuming all is wellake up _new task is called to
place the n& task on a run queue so that it may be scheduleckéouton.

The real meat is in theopy_process function:
static struct task_struct *copy_process(unsigned long clone_flags,
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unsigned long stack_start,
int pid)

int retval;
struct task_struct *p = NULL;

/* Some basic sanity checks of the clone flags */
if ((clone_flags & (CLONE_NEWNS|CLONE_FS)) == (CLONE_NEWNS|CLONE_FS))
return ERR_PTR(-EINVAL);
if ((clone_flags & CLONE_THREAD) && !(clone_flags & CLONE_SIGHAND))
return ERR_PTR(-EINVAL);
if ((clone_flags & CLONE_SIGHAND) && !(clone_flags & CLONE_VM))
return ERR_PTR(-EINVAL);
retval = -ENOMEM;
/* Make a shallow copy of the task_struct */
if (/(p=alloc_task_struct())) goto fork out;
*p = *current; /* Shallow structure copy */
/* Allocate a new kernel stack, set cross-reference pointers */
struct thread_info *ti;
if (I(ti=alloc_thread_info())) {
free_task_struct(p);
p=NULL,
goto fork_out;
}
p->thread_info=ti;
ti->task=tsk;
/* Because the task_structs are the same except for kernel stack addr,
parent and child now share EVERYTHING. The copy_ XXX routines will
break the sharing as requested */

/* ... A bunch of stuff elided here to limit the number of processes
which a user can spawn, etc. */

p->pid = pid;

p->tgid = p->pid;

if (clone_flags & CLONE_THREAD)
p->tgid = current->tgid;

INIT_LIST_HEAD(&p->children); I Set to empty list
INIT_LIST_HEAD(&p->sibling); I Set to empty list

[* Establish empty signals pending for new task */
clear_tsk_thread_flag(p, TIF_SIGPENDING);
init_sigpending(&p->pending);

p->utime = 0O;
p->stime = 0;
acct_clear_integrals(p); I* zero out per-process accounting
fields such as the #system calls, # page faults, etc. */
[* Perform scheduler related setup. Assign this task to a CPU. */
sched_fork(p, clone_flags);
/* now copy all the process information */
/* each of these copy_xxx functions will look at CLONE_XXX flags to */
[* figure out if it is a share or a copy. Some of the options */
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NAL);

fork_out:

/* as well as the clean up for partial failure have been elided */

if ((retval = copy_files(clone_flags, p))) /I open files table
goto fork_out;

if ((retval = copy_sighand(clone_flags, p))) /I signal handling tbl
goto fork_out;

if ((retval = copy_signal(clone_flags, p))) /I pending signals
goto fork_out;

if ((retval = copy_mm(clone_flags, p))) I/l address space

goto fork_out;
copy_thread(clone_flags, stack_start, p);

/* Mark new task to send signal on exit (normally SIGCHLD), only if
this is a new process, as opposed to a thread */
p->exit_signal = (clone_flags & CLONE_THREAD) ? -1 : (clone_flags & CSIG

p->pdeath_signal = 0;
p->exit_state = 0;
if (clone_flags & (CLONE_PARENT|CLONE_THREAD))
p->real_parent = current->real_parent;
else
p->real_parent = current;
p->parent = p->real_parent;
/* Check to see if any signals came in during fork */
recalc_signal_pending();

/* Elided: Insert this process into the pid, pgid, tgid, etc. lists */
retval=0; I* We have succeeded! */

total_forks++; [* How many forks in life of system */
nr_threads++; [* How many current threads */

if (retval) return ERR_PTR(retval);
return p;

©20FHHmmer
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Kerneltext
system_call: task_struct L N new task_struct
Kernel Stack for task 444 new Kernel Stack for task 555
for task 444 ortas for task 555 * ortas
sys_fork thread_info | —7 thread_info | —
.task task
do fork pid: 444 pid: 555
o_forl
thread thread
| .esp0 1 .esp0O
.esp -esp
.eip .eip
stack frame
do_fork
stack frame
sys_fork
— ebx e — ebx
ecx =T el ecx
edx - N edx
_ esi s N _ esi
25 edi . Y 25 edi
g'-g ebp 7 g'g’ ebp
z9 eax z 2 eax
0 ds 2] ds
es es
Per-CPU global var|__| | fs fs
— orig_ea — orig_ea
current Em e § o — ep
g% cs 9,% cs
) eflags 5 eflags
z¢ esp ze esp
- SS - SS

copy_thread initializes the brand-mve kernel mode stack and task struct, which were
created byalloc_task_struct . The kernel stack for the child is initialized if the
child is in the process of making a system cdlhe registers which were stacked when
the parent made the fork/clone system call are copiei laut a O is poked into the EAX

register slot so that the child will see a 0 return value from the system call.
int copy_thread(unsigned long clone_flags, unsigned long stack_start,

struct task_struct * child)
{

struct pt_regs *childregs,*parentregs;

struct task_struct *tsk;

int err;

/* Manipulate the user-mode register save area in the kstack */
childregs = task_pt_regs(child); /I compute reg area address
parentregs= task_pt_regs(current);
_info)) - 1;
[* Copy all of the parent’s user-mode registers to the child’'s kstack */
*childregs = *parentregs;
/* Set the return value from fork/clone syscall in child to 0*/
childregs->eax = 0;
[* Set the user mode stack pointer for when child first runs */
[* For clone, this will be a new value. For fork, the
bulk register copy above set this to the parent’s sp */
if (stack_start) /I If child needs new stack VA
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childregs->esp = stack_start;

/* Set the kernel mode stack pointer and stack base pointer */
/* for when child is first scheduled */
child->thread.esp = (unsigned long) childregs;
child->thread.esp0 = (unsigned long) (childregs+1);
/* When child is scheduled, execution will begin */
/* in the return_from_fork assembly language function */
child->thread.eip = (unsigned long) ret_from_fork;
return O;

}

Oncecopy_process anddo_fork have completed their wrk, the child process is
ready to run and is waiting on a run queue for its turn to get sched¥ediavealready
seen hw an «isting process gets scheduled in watbntext switch . do_fork

and its helper functions @ row aeated a n& process which is a cgpof the current
(parent) process (plus or minus the options specified with the CLONE flags) aatihe e

moment of returning fronfork or clone . The situation just before the parent returns
fromdo_fork() is:

Kernel text
system_call: K | Stack \ task_struct K | Stack new task_struct
ernel Stac new Kernel Stacl
for task 444 for task 444 for task 555 for task 555
oy fork thread_info | —~ thread_info | —~
.task ] .task ]
do_fork pid: 444 pid: 555
thread thread
1 .esp0 1 .esp0O
.esp esp
ret_from_fork -€ip .eip
stack frame
do_fork
stack frame
sys_fork
— ebx — ebx
CPU REGS cox o
edx edx
i = esi _ esi
esp0 z’lé edi leé odi 0
w's ebp w'e ebp
z & eax Z g e
2 ds ) ds
es es
Per-CPU global var|__| | fs fs
current i orig_ea - orig_ea
Qo — eip Qo — eip
83 cs 52 cs
=) eflags =) eflags
% e esp % o esp
L SS L ss

Now, when the child processventually gets scheduleaontext switch will find
ret_from_fork as the ne program counter location, rather than the usual address of

a local label "LABEL1" withincontext_switch . This is required since the child is

not being re-scheduled after having been switched-out, but is being scheduled for the first
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time. Thenecessary stack frame for beingdontext_switch() does not exist in
the child. Indeed, the only stack frame is the set of usgatees saed on entry to a

system call. Therefore, the child comes to life at the following assembly language code:
ret_from_fork:

pushl %eax #contains prev task_struct ptr
call schedule_tail #schedule_tail(prev)
GET_THREAD_INFO(%ebp) #mask esp to get thread_info to ebp
popl %eax
jmp syscall_exit #resume exit from system call
schedule_tail() performs some cleanup actions related to the schedttecution
then continues ayscall_exit (see preious unit for listing), with the registers and

stack looking likk an adinary return from system call. Control returns to user mode,
with the return value of the system call being O (because the EAX slot in themader
saved regsters on the child’ kernel stack was poked with 0)

Scheduling

We have seen that theschedule() function is called to (potentially) maka
task/context switch in the following situations:

* When the current task enters a non-REfABate, e.g. because it makes a blocking
system call.

* When the current taskoluntarily yields the CPU, e.g. through teehed yield
system call.

* When the scheduler subsystem of the kernel decides that the currentutasis done,
and it is time for another task toveathe CPU. This is known g& e-emption.

The Clock Tick

Regading the last point, one specific interrupt is of great importance to scheduling. It is
thePeriodic Interval Timer or'tick’ interrupt which arnes at a gven frequenyg (evey

ms is typical). This gies the kernel the opportunity to pre-empt the task awd giother

task a chance to runyen if the current task does not nea#t ystem call or incur aault

and there is no other hardware interruptvatgtion the system. The tick interrupt is also
the timebase for the system time-of-gtyngs with timeout values such as thlarm

system call and network protocols, etc.

When the clock tick interrupt aves and control re-enters the kernel, the interrupt routine
is able to determine if control came from user mode or kernel mode. It then "charges" a

tick against the appropriate resource usage couirtgseudo-code:
/* Make-believe kernel code*/
clock_intr_handler()
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if (came_from_user_mode)

current->utime++; // See above for meaning of current
else
current->stime++;
clock_ticker++; I* Increment global monotonic counter of ticks*/
time_subsystem_tick(); I* Update time of day, run timeout
callbacks, etc. */
scheduler_tick(); /* Possibly switch tasks */

/* Returns from interrupt */

Task Scheduling and Fairness

Under most circumstances, time spexdceting on a CPU is a scarce resource for which
tasks compete. This makes doheduler part of the kernel an interesting problem that is
often studied in OS research. Scheduling algorithme karied widely from OS to OS,

and &en from one version to anotheve can generalize a¥ebroad principles:

* Tasks tend to be eitheompute-bound or I/0O-bound. The former spend most of their
time computing and thus Y& a leavy appetite for CPU time. The latter spend most of
their time waiting for I/O. These classical definitions are often stressed by media
applications, e.g. a streaming video server which is both 1/0 bound with netwdidk traf
and compute-bound with compression and decompression algoritGorapute time
among CPU-bound processes should be fairly distributed so that jobs complete in a
reasonable time. Note that avgn task may change its nature, e.g. a process such as
Matlab which spends most of its time waiting for user input (I/O bounttHen has
bursts of high CPU demand when it calculates results.

» Each task has an "importance", sbatic priority, which can be configured directly or
indirectly by the system administrator to alla task to recaie a hrger or smaller share

of CPU time.

» The scheduler should allocate CPU timairly". Tasks that are at the same static
priority level should, over a long sample period, reeei goproximately the same amount

of CPU time. Tasks at different static priority Vels should recee poportional amounts

of CPU time.

» Tasks should appear as respeass possible to interacie events. E.gwhen a ky is
pressed or the mouse is vad, the application should respond quickly.

* The scheduler system itself should/éa bw overhead. Thecontet switch is not a
good time to bexecuting complicated, long-winded algorithms.

UNIX Static Priority Model

Historically, the static priorities in UNIX were represented by so-calied values
ranging from -19 to +20, with a default value of Positve "nice" values gie a ask
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poorer static priority i.e. thg make it "nicer" to othercompeting tasks withverage (0)

nice walue. Classicallyany task can increment its nice value, usingritee system call

or command, but only a task running as the superuser (uid==0) can decrement the nice
value and gre itself "better" static priority (In modern UNIX kernels, the pilege of

giving oneself ngaive nce values is more fine-grained and can be assigned directly
without the process having to be the all-powerful, uid O superuser.)

Nice values are -20 to + 19 Inside the kernel, other numbers may be used to represent
priority, and thgy may have an entirely different interpretation from the traditional nice
vaues. © maintain compatibility with POSIX standards, alerkels translate their
internal priority number to the traditional -20..+19 nice value.

Static vs Dynamic Priority

To complicate matters, Linux uses the terms static and dynamic priority in a manner that
differs from most authors on operating systems.

Traditional Definitions
» Dynamic priority: a relatie value that fluctuates depending on what the task has done
recently and is consulted by the scheduler at each scheduling decision point (the "tick")
 Static priority: a fixed value that is established for the task and only changes by means
of a system call.The nice value is an example of the traditional definition of static
priorty. Note that the static priority influences the value of dynamic priority.

Linux Kernel Definitions
» Dynamic priority: the nice value, or other scheduling parameter that can be tuned.
* Static priority: one of 100 Mels from 0 to 99.A ready task with higher static priority
always runs before a task with lower priorit$ee the section on real-time scheduling.

The Quantum

A term used in the operating systems fielgarding scheduling iguantum or “time-

dice". Thisis the amount of time that a CPU-bound task runs before being pre-empted.
Scheduling algorithms vary garding their assignment of quantum. Some algorithms
have an entirely fixed quantum, others a completely variable numaet others some
intermediate solution (e.g. earlier Linux kernel schedulers used a variable quantum which
was computed only when the task is scheduled in. Current kerrfelsiedly re-compute

the quantum atvery tick)

Multi-processor systems and run queues

On a single-processor system, the list of all tasks which are REARun is known as

the run queue. It is not really a queue in the FIFO sense, because a task with better
static priority can "jump the line" and get scheduled sooner than a poorer priority task
that waits longer So it is more of a rude NYC-style queue.
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On a multi-processor system, there is one "run queue" for each prodéssbrCPU has

its own current  variable and its own TSSTypically, when a task becomes REXDo

run, the lernel decides which processor has the least workload and puts the task on that
CPU’s un queue.Thereafteras bng as the task remains REXDt typically remains on

that CPU. This is because the cache for that CBUldvstill be "warm" with respect to

the instructions and data that the task recently accessed. Under some circumstances,
tasks can be migrated to a different CPU if loads gexasly out of balance.

If the system is @ry quiet, it is possible that the number of REAsks is less than the
number of CPUs. In that case, some of the CPUs are assignetld@fi@ask. On some
older system, idle tasks just sit in an endless loop. But thatew paver. On modern
hardware, there is an opcode which is similasigsuspend in user mode: it stops the
CPU's instruction gcle and puts it into a Ve-power mode, until an interrupt aves. In
addition to the periodic clock interrupt, this might be an IPI fram&l code running on
another CPU to alert the idle CPU that avrta@sk has been added to its run queue.

Normal Interactive Process Scheduling in Linux / CFS

The scheduling algorithm used for "normal” tasks by the Linux kernel is known as the
Completely Fair Scheduler (CFS). It aims to satisfy the principles set fortle.albbhe

CFS algorithm attempts to pride "ideal latency" to all CPU-bound processkatency

is defined as M@ much time elapses from when a task is pre-empted to when it gets the
CPU again.

As a practical mattethe lateng has a lower bound, because otherwise the systendw
spend most of its time in task switches, instead of doing useitd. w.etus call P the
lateng period, and let us say this tunable value has been set to 1Dthsre are N=2
runnable tasks of equal static prioyigach could run for 5ms and this would satisfy that
the lateng period, B that each tasks sees should be 10A8wever, as N gows, this
would imply smaller and smaller time slices, amérgually the @erhead of scheduling
and context switching will become prohilely high. Another tunable parameites, is
the scheduler granularjtthe minimum time slice that tasks could/@alf P/N<G, then P

is capped at G. By daifilt, in the Linux kernel, P is 5ms and G is 1mS, so if there are
more than 5 runnable tasks (per CPU) then the lptesgod gets capped at 1mSince
the clock tick is almost alays 1ms, having a time slice of <1ms igoossible anyway.

Weighted timeslice

The "nice" value, under the Linux CFS scheduisra pocess scheduling "weight".
There are 39 nice steps (-20 to +18pch nice step represents a 10% nedatifference

in CPU allocation. (This is a purely Linux interpretation of nice values -- other operating
systems may & vey different policies). The table beloconverts nice values into the
weights, represented by the capital letter W:
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* nice -20 */ 86.6807, 70.0732, 55.1592, 45.1885, 35.4404
* nice -15 */ 28.4707, 22.7090, 18.2666, 14.5986, 11.6367
* nice -10 */ 9.3242, 7.4414, 5.9570, 4.7891, 3.8145
[* nice -5 */ 3.0479, 24424, 1.9443, 1.5488, 1.2471
/* nice +0  */ 1.0000, 0.8008, 0.6396, 0.5137, 0.4131
/*nice +5  */ 0.3271, 0.2656, 0.2100, 0.1680, 0.1338
* nice +10 */ 0.1074, 0.0850, 0.0684, 0.0547, 0.0439
* nice +15 */ 0.0352, 0.0283, 0.0225, 0.0176, 0.0146

Let's [ay process A has a nicalue of 0 and process B has a nice value of 1, and these
are the only tw runnable processes. Then the weights (rounded off) are WA=1.00, and
WB=0.8. We define the "load weight" W as he sum of the weights of all runnable
tasks. Irthis case, LW=1.800.

Next we define the CPU share foryamask, w, as wi=Wn/LW. For A this is
1.00/1.800=55.5% and for B = 0.800/1.800 = 44.5%. Thus we see that férerdié
between tw tasks separated by one nicedeas approximately 10%. This formula is
logarithmic, with each step in the table abdeing a multiplier of 1.25 relate o the
next step. We e that if A had a nicealue of -20 and B +19, A would get 99.98% of the
CPU and B would get just 0.02%.

Under this weighted model, the perfect timeslice fovargiask would bers=P*wn. Let
us say P=10msA would hare a weighted timeslice of 5.55msec, and B would get
4.45msec. dgether thg consume 10mS, the desired latgperiod.

This algorithm extends trivially to gmumber of runnable processes, and insures that the
targeted weighted timeslice of ygiven process is its dir share" of the\ailable CPU,
considering all of the other runnable processes and their weigtactual lernel
implementation, the weights are coded asgeis, rather than the floating-point numbers
used abwee, because the kernevads the use of the floating point registers.

Virtual Runtime

Under the CFS schedulehe figure of merit when comparing runnable processes for
scheduling is unfortunately callegrtual runtime, or vruntime. Like mary things in the

Linux kernel, this is poorly named, and perhaps would better be called the "weighted
actual runtime share".

The idealized allocation of timeslice presented in the previous section can not be realized
in practice because 1) pre-emption only happens during a scheduler tick, which has a
granularity of (typically) 1 msec, and 2) while a task is running, other tasikaa
changing the weighted load.

At every scheduler tick, the ideal timeslice for the currently running process is
recomputed. Ifthe process has wobeen on the CPU for longer than that timeslice
(subject to rounding to the nearest clock tick) then it is a candidate for re-schedRéing.
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scheduling can also occur when the system load changes (because processes go to sleep
or wake up, or because nice values are changed).

The vruntime of the running processifrent ) is updated: vruntime+= T/wvhere T is

the amount of time elapsed since the last time the load was examined (typically since the
last clock tick) and w is the relaé weight of the process (WrWl). The higher the
relatve weight, the less vruntime will be "charged" to the current process. The vruntime
is cumulatve for the life of the process.

Therefore, the Mer the vruntime of a process, the greater is its velaterit for being
scheduled n@. The process with the lowest vruntime of all the runnable proceses within
the run queue of this CPU is the one which should be scheduled.

The CFS scheduler maintains a data structure (it is implemented as a red-black binary
tree with caching of the lowest element) w®ef all of the runnable tasks in order by
vruntime. Retrigal of the "next best" task to run is therefore constant time. When the
scheduler considers re-scheduling, xamines the tree for the task with thevést
vruntime. Ifthe currently running task happens to be the lowest, then nothing happens,
otherwise a task switch takes place andvatask gets the CPU.

[* Vastly simplified pseudo-code presentation of actual Linux kernel code */
scheduler _tick()
{
/* Assume CLOCK_PERIOD is 1ms */
current->vruntime += CLOCK_PERIOD / current->w;
ideal_timeslice = P * current->w;
if (clock_ticker - current->scheduled_in_ticktime > i deal_timeslice)
{
/* This will potentially cause a task switch upon
completion of the clock interrupt */
current->thread_info.flags|=TIF_NEED_ RESCHED;
}
/* Don’t examine for recently awoken/activated tasks if this
current task has just started running */
if (clock_ticker - current->scheduled_in_ticktime < scheduler_granularity)
return;
t = f ind_best_runnable_task();
if (t->vruntime < current->vruntime)
current->thread_info.flags|=TIF_NEED_ RESCHED;

When examined in fine-grain detail, the actual timeslices of tasks will not match their
“ideal" computed alue. Buton the &erage wer a longer period of time, the selection of
the next task to run based omwvkst vruntime will result in an equitable distribution of
CPU time which is approximately equal to that which wouldehkeen obtained if it
were possible to implement the ideal weighted timesliCieis is depicted bela with

tasks A and B as previously described having nadees of 0 and 1. The ideal timeslices
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of 5.55 and 4.45 msec must be rounded up to 6 and 5, because it is impossil#eato gi
task a timeslice which is a fraction of the tick time (we round up, rather than to the
nearest integebecause a time slice of 0 is impossible).

When A is running, atwvery scheduler tick, it is assessed 1 msec / 0.555 = 1.8 units of
vruntime, but when B is running, it gets charged for 1 msec / 0.445 = 2.25 units of
vruntime. Lookingat the skeleton code facheduler _tick() above, the lernel

will not pre-empt the task until it has run out its ideal timeslice (this is a bit of atfib b
accept it for nw). If no other tasks become readywill continue to get 6ms slices and

B 5ms. After A has run for its 6 ticks, it has been ded 6 / 0.555 = 10.8 units, and
after B runs for its 5 ticks, it is charged 5 / 0.445 = 11.2 units. Tloetagks will
alternate running for their respeiimeslices, bt each time A is being cheated of 0.55
msec and B is getting 0.55 msec bonus tifBeentually the vruntime catches up with B
and it skips one turnFor the purposes of thexample timeline belw, let us assume that
the vruntimes of A and B start out at 1000.

Current VRA VRB Action
n/a 1000 1000 Aruns first
A 1010.8 1000 | B selected
B 1010.8 | 1011.2| A selected
A 1021.6 | 1011.2| B selected
B 1021.6 | 1022.4| A selected
A 1032.4 | 1022.4| B selected
B 1032.4 | 1033.6| A selected
A 1043.2 | 1033.6| B selected
B 1043.2 | 1044.8| A selected
B 1270 1280 | A selected
A 1280.8 1280 | B selected
B 1280.8 | 1291.2| A selected
A 1291.6 | 1291.2| B selected
B 1291.6 | 1302.4| A selected
A 1302.4 | 1302.4| A selected
A 1313.2 | 1302.4| B selected
B 1313.2 | 1324.8]| A selected
etc.

A and B alternate 6ms and 5ms time slices. After @lleys, As vruntime winds up
being equal to B dter running for its 6ms.Since B is not "better" then A gets another
turn to run. A has run for 28 turns at 6ms each or 168ms of total actual CPU time, while
B had 27 turns of 5 ms each or 135nis.this 303ms elapsed periodsACPU share is
55.5% and B is 44.5%, just as it should be.
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The vruntime  value meets the traditional definition of dynamic prigrigyen if the
Linux kernel doesm’use that term to describe it.

User vs System CPU Time

Some system calls may require a non-trivial amount of CPU cycles to compt&te.
example, a read from the char speciaVide /dev/urandom requires the kernel to
iterate a pseudo-random number generator function for ag logtas are requested.his
usage of CPU resources is properly accounted for by the schdshdause the task is
“chaiged” for CPU time whemwer the clock interrupt arves and the task has the CPU.
The two countersutime andstime keep track of which is which.

However, in order for the CPU usage to be "opad" to the process, it has to happen in a
synchronous conte. In some cases, the process is doing things which are causing high
kernel-mode CPU usage, and it is not that easy togehback to the process and to
control with the schedulerFor example: a process that is doing a lot of oetw
communication using an encrypted protocol where the encryption is handled in the
kernel. This, and other "&irness” issues such as controlling disk I/O and omtw
bandwidth usage by processes, continues to be ae asta of OS research.

Scheduler interactionswith fork

In the CFS scheduleupon a fork, the child process inherits the nietug, weight, and
vruntime of the the parent at the time of the fork. This somewhat mitigates the cheating
that could otherwise occur if child processes weverga O nitial vruntime.

I nter active performance & pre-emption

The vruntime approach naturallgviors a process that hasoken up after a long sleep,
because its vruntime has not been incremented. When a process Wékmn,aits
vruntime is compared to the current process ICVR(W)>VR(C), then the current
process is still "better" than thevaken, and it will not be pre-empted. This can happen
if the current task has a much better nice value thanibken task.

The actual algorithm in the kernel is somewhat more sophisticated, because of the need to
consider the last CPU that a task ran on before sleeping or getting pre-empted.
Depending on hwe the load is balanced, and the length of time elapsed, it may be better
to let a task wait a little longer in order to get back on its last CPU.

Group Scheduling
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In a sense, it might be considered unfair that under the traditional UNIX scheduling
model, a user who has 20 processes running is getting a bigger sharevaefaheCe®U

time than a user with just 1 procesBhe only cap to this is the per-user process limit.
Modern Linux kernels allw for "group-based" schedulinglasks can be placed into
control groups (not related to "group” as in gid), either automatically by uid, or manually
by the system administratoifhe percentage of CPU time allocated to each group can
then be tuned by the administratdgnder this model, each user can be restricted to a
maximum amount of thewverall CPU time, and that user'tasks compete among
themselves to divide up that share.

Real-Time and Quasi-Real-Time Scheduling

The scheduler in a general-purpose operating system is designeditle pairness and
interactve responsieness. Thisis not necessarily appropriate for embedded systems
which are controlling physical systems. Consider an absuygigthetical system which

runs a nuclear peer plant. Task A operates the control rods and task B updateipo
production records for billing purposes. If Task A becomes ready to run because some
action needs to be taken with the control rods,oitiled not be a great design if it had to

wait until Task B completed its billing computations.

In a real-time scheduling system, tasks arergifixed, static priorities by the system
administratar A high-priority task, if ready to run,\wbys pre-empts a \e-priority task.

In fact, the lower priority task will not be able to run at all until all higher priority tasks
are asleeplf multiple tasks at the same priorityvk are ready to run, some real-time
schedulers say that the first task to become ready runs first and continues to run until it
sleeps or voluntarily yieldsLinux calls thisSCHED_FIFOscheduling polig. Another
approach, which Linux callSCHED_ RRsays that each ready real-time task in \&egi
priority level will run for a fixed quantum or time-slice, after which the next ready task
at that priority l@el will be allowed to run, etcEventually the CPU will get back to the
first task. This is known asound-robin scheduling. Hwever, the pre-emption by
higher priority tasks continues to tafdace.

The Linux kernel uses the ogmtion that static priorities run from 0 to 99, with 99 being
the best. Non-realtime tasksvieadatic priority of O, while realtime tasks V& a ron-
zero static priority Therefore, ifany realtime task is ready to run, the non-realtime task
has to vait. Onlyprivileged users can create real-time tasks, otherwiseutdnbe trvial

to monopolize CPU resources.

The Linux kernel and most other general-purpasmdls are not truly real-timesknels,
because thecan not guarantee a specific minimum response time betweemrdr(eg.

an interrupt arkies) and the scheduling of the real-time tagkterm that is often used is
"guasi" real-time or "nearly real time." There are kernels which are designed from the
ground-up to be truly real-time. Such kernels are seen only in embedded systems and
would not be very suitable for general-purpose computing. Often a real-time, embedded
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system will use one kernel for the real-time fstahd host a general-purpose kernel such
as Linux for administration or user intace. Havever, Linux has been making steady
progress. Recenkernels include support for deadline-based scheduling rather than
simplistic static priority scheduling for realtime tasks.

I/O Scheduling and Fairness

Traditional UNIX systems only concerned themselves with CPU time allocaiioe$s.

But in terms of user and administrator perceptions, the issue of disk I/O anarknetw
fairness is just as important. Think about an 1/O bound system where user 123 has
spavned of a bunch of processes that are making a lot of disk I/O requdstsse
processes lva adinary nice value of O giving themveaage" priority Now ud 0 has a
system maintenance process with nice value of -20 (best priority). The nice \allde w
only affect CPU timeslice allocation, but the scarce resource here is disk I/0O bandwidth.

Modern Linux kernels so& this by using similar algorithms for determining 1/O
scheduling and network tfaf scheduling, which is calls Completely Fair Queueing.
Processes la an I/O priority which is analogous to the cpu schedulinge value.

When a gien disk device has multiple pending requests, the 1/0O scheduler takes into
account the I/O priority associated with the task that originated the I/O request and tries
to apportion the 1/O bandwidth accordingiyst as the CFS scheduler attempts to
apportion CPU time. Similar mechanisms exist for fair allocation of er&twandwidth

and other 1/O resources.

Sidebar: linked lists

Within the Linux kernel, a frequently seen data structure islishehead . The
struct list_head contains tw pointersnext andprev to implement the doubly-
linked list. However, rather than pointing at the element itself, these pointers point to the
struct list_head within each elementThe result is that generic list manipulation
routines can be used foryatist of type FOO, because the offset of the next and pre
pointers within an element of FOO is not needed. The niestrentry gets back to

the element of typeéype in which ptr is the address of the list head field named

member within the entry.
#define list_entry(ptr, type, member) ( \
(type *)( (char *)ptr - (size_t) &((type *)0)->member))

Furthermore, the doubly-lirk list is circularmeaning there are wer NULL pointers.

This is advantageous in that it rewes a bt of conditional code.The entire list is also
represented by struct list head , dso known as the lisanchor. If we call this

anchor A, therA.next points to the first item on the list, aAdprev s the last. Itis
therefore just as easy to insert an item at either end of the list, which is again used to
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adwantage in man places. Theanchor itself is not considered an element of the list.
Therefore an empty list is represented by having an anchor wheraeéxthandprev
point back to the anchor.

It is frequently the case that avgn struct FOO inside the kernel contains more than
onelist head  member Each threads a different circulaioubly-linked list through
FOO. E.g.thetask_struct is on a list of all tasks in the system, and also a distinct
list of all children of a particular task, etc.

Anchor Anchor
C next \ next
prev prev
Empty List
AN
- -
nex — next ,>< next
prev \\ prev ~ prev
Another
list anchor —
“rnext_ | [“hext——] m< “ext__ |
=—1— prev ~ prev \\ prev — prev —
Sleep and wakeup

Frequently within the kernel a situation is encountered in which a tastyteg in a
synchronous conkg mustwait for an e/ent to occur Examples include:

» System call which needs to wait for an 1/0O operation to complete.

» System calls imolving reading from an empty pipe, or writing to a full pipe.

* Reads from a netark socket with no data pending, or write to a socket with thierb
full.
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» System calls such agait which wait until the state of another task changes.
 "Major" page faults which block until a disk I/O operation completes.

Sleeping on anvent and waking up when it occursvolves two context switches, one
voluntary, the other potentially pre-empé. The first, voluntary switch comes when say
task "A" encounters the blocking condition in a synchronous xbnleplaces itself on a
wait queue, as described belcend then callschedule()  voluntarily to yield.

At some later time, thevent is satisfied, either in an asynchronous cdnfe.g. I/0O
complete interrupt) or a synchronous context (@ugother process writes to a pipeline).
This causes task "A" to be marked as ready to Ainontext switch may be forced if the
task running at that time, say task "Y", has inferior priority to task "®f, a ontext
switch may happen when task "Y" uses up its time slice (see unit 10). In tlreszs®s,
the context switch is pre-empdy and occurs via thd1IF_NEED_RESCHEDlag when
task "Y" returns to user mode. Or task A could be scheduled if task Y entersritied k
and blocks.

Wait Queues

For each waitable eent, a kernel data structure known awat queue is defined. It is
implemented as a circuladoubly-linked list with some unusual tricks which impeo
efficieng. This list chains together all of the tasks which are waiting on a spa@fit e

The wait queue is anchored at a wait queue head structure:
typedef struct __ wait_queue_head {
spinlock_t lock; /* mutex */
struct list_head task_list; [* anchor */
} wait_queue_head t;

Each element of the list is:
typedef struct __ wait_queue {
unsigned int flags;
struct task_struct *task;
int (*func)(); [/* callback */
struct list_head task_list; [* chains */
} wait_queue _t;

A wait queue of typevait_queue_head t  contains a circuladoubly-linked list of
wait_queue_t entries, each of which represents one task waiting on\taait e

Kernel code which places tasks on aitwqueue isecuted in a synchronous situation,
because it is running in the context of a process which is being eodlocn a
multiprocessor system, multiple kernel routines could xeewing in true parallel and
potentially trying to insert into the sameaiv queue (e.g. picture \s&al processes
simultaneously blocking on a read from the same input source.) Since this operation is
not inherently atomic thepin_lock  element of the list anchor must be used to protect

it.
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One might ask "wi is a gin lock being used to protect the list head, rather than a
blocking mute or ssmaphore?" Theeason is (A) the time that kernel routines are in the
critical region is brief and bounded... yhreeed only to obtain the spin lock, manipulate a
few pointers to insert a wait queue enttiyen release it. (B) Furthermore, code which
wakes up asks is often called from an asynchronous context, e.g. after an 1/0O completion
interrupt. Thereforeit can not perform a blocking operation, because it would be
blocking a process which is infe€t an innocent bystander and which has nothing to do
with the wait queue in question.

When a lernel task (in a synchronous situation) is about to perform an operation which
could potentially be blocking, it prepares for this by creatingaéh queue t  entry (it

is acceptable to maktis a local variable...theeknel stack is a pretty safe place and
control isnt about to leae the function in question) then inserting that entry into thé w
gueue head, then callingchedule() to relinquish the processofThere are tw
possibilities:

* Exclusive wait: The WQ_FLAS_EXCLUSIVE bit flag will be set in thi¢|ags field of
thewait_queue_t entry At most one excluse process will be woken up at a time.

* Non-exclusve wait: WQ_FLAG_EXCLUSIVE is clear All non-exclusive processes

on the particular wait queue will be woken up.

Exclusive vs non-exclusive waiting

Exclusve waiters are normally inserted at the tail of the wait queue and xulus®e
waiters at the headTherefore, if the queue should contain both types of waiters, all of
the non-&clusve waiters are woken first, then at most onexéusive waiter This
situation is actually not common: The choice xélasive s non-exclusve wait is made

by the waiter at the time it goes to sleep based on whether é@snsakse to ake up
multiple waiters when thevent arrves. Ifit is likely that only one task could proceed
(e.g. waiting on a mukelock) then the wait will bexelusive © avoid the" thundering
herd" inefficieng (all tasks vake up, get scheduled, takup GPU time realizing that tlye
have 1 go kack to sleep agn). If multiple tasks might be able to proceed (e.gitiwg

for a pipe to drain to write more data) then non-exctusaits male £nse.
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wait_queue head t

lock

—

task_struct task | struct

Wait interrupted by signal

In addition to &clusve s. non-&clusve waiting, we can distinguish between
interruptible and non-interruptibleais. Itis useful to allav a 9gnal to interrupt certain
potentially long waits (e.g.waiting for a network message to &g} waiting for a
keyboard character). As we shall see, there is clearvgpved when this happens, so the
majority of waits within the kernel are non-interruptib&.non-interruptible vait should

be quick, but sometimes theveat takes longer thanxpected. E.g.most disk 1/O
operations are non-interruptibldf the disk operation hangs, either because the media
has been renved, or there is an I/O error that is being retried, this is manifested as a
"freeze" of the process that can not be killegnenith SIGKILL! We hope that the disk
driver layers are coded such thatemstually the operation will time out and return a
"failure" event instead of a "completeVent, which will also wak up te sleeper.

When the task puts itself on a wait queue, it setsdti®e to TASK_INTERRUPTIBLE
or TASK_UNINTERRUPTIBLEoO indicate that it is sleepinggither state pneents the
scheduler from placing the task on a run queue, until it ckew up. The
TASK _INTERRUPTIBLESstate allows the amal of a 9gnal to wale up he task too.

Wait queue example

/I From [usr/src/linux/include/linux/list.h
/I self-circular initialization
#define LIST_HEAD_INIT(name) { &(hame), &(hame) }
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/I From /ust/src/linux/include/linux/wait.h
/I Following uses C-99 structure initialization syntax
#define DEFINE_WAIT(name) \
wait_queue_t name = {\
.task=current,\
.func=autoremove_wake_function,\
task_list=LIST_HEAD_INIT((name).task_list)\

}

/I The following macro is defined in /usr/src/linux/include/linux/wait.h

/l the do { }while(0) construct is a preprocessor trick to make this

/I work syntactically as if it were a function

#define __ wait_event(wq, condition) do {

/I The following code is abstracted from /usr/src/linux/kernel/wait.c
/l there is a similar routine for exclusive waiting
prepare_to_wait( wait_queue_head_t *q, wait_queue_t *walit, int state)

{
wait->flags&="WQ_FLAG_EXCLUSIVE;
spin_lock(&qg->lock); [* simplified */
/* This might not be the first time through the loop above, */
/* in which case the wait_queue entry is already enqueued */
if (list_empty(&wait->task_list)) [* skip if already enqueued*/
{
list_add(&wait->task_list,&q->task_list);
}
/I State will be either TASK_INTERRUPTIBLE or TASK_UNINTERRUPTIBLE
/I Either one keeps this task off the run queue
current->state=state;
spin_unlock(&g->lock);
}
finish_wait(wait_queue_head_t *q, wait_queue_t *wait)
{
__set_current_state(TASK_RUNNING); I Basically redundant
/I The next passage basically takes the wait queue entry
/[ "wait" and unlinks it from the CLL. On a multiprocessor
/I system, another processor may also be in the process of
/I waking up this same wait queue entry.
/l'list_empty_careful checks that next points to itself
/[l AND prev points to itself.
if (llist_empty_careful(&wait->task_list)) {
spin_lock(&qg->lock);
list_del_init((&wait->task_list); /fremove from list
spin_unlock(&g->lock);
}
}

This one of the typical methods as seen within the Liraméd, hevever in other cases
wait queues are manipulated directly by kernel routingsfortunately the Linux &rmel
is fairly sloppy and inconsistent with synchronization prinads.
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Comparing this example wittondition variables (Unit 6), the use of the muwéo guard
acpinst the lost wkeup problem is approachedfdifently Here in the Linux kernel, the
calling task alays places itself on the wait queue, before it has tested the condition,
THEN it marks itself as being in a sleeping statédSK_INTERRUPTIBLE or
TASK_UNINTERRUPTIBLE in Linux kernel speak). Therefore it can not go to sleep
without being on the wait queu&Vhen we look at the akeup routine bele, we’ll see

that it examines all of the tasks on theegiwait queue under the protection of thaitwv
gueues mutex. Thereforeno other task can be in the process of inserting itself into the
wait queue while the wakeup is happening.

If the waker pulls the it queue entry andakes up the sleeper between the time that the
sleeper calleghrepare _to_wait and when it callegchedule() , there will be no
missed vakeup. Thewait queue lock is not released by the sleeper until it has changed
its task state.A waker would gain the lock thereafter and set the task state back to
TASK_RUNNING. Thuswhen the sleeper callchedule() is is already wake and
nothing happens.

Waking Up

Once a process puts itself to sleep, it can not be scheduled again untibkeis wp.
Therefore it is allays another task (or an interrupt handler) whickes up the sleeping

process.
/*From /usr/src/linux/kernel/sched.c */
/* and /usr/src/linux/kernel/wait.c */

/* When this is called, the mutex spin lock g->lock has already been grabbed */

static void __wake_up_common(wait_queue_head_t *g, unsigned int mode,
int nr_exclusive, int sync, void *key)

{

struct list_head *tmp, *next;

/I lterate over wait queue CLL with variable tmp
list_for_each_safe(tmp, next, &q->task_list) {
wait_queue_t *curr;
unsigned flags;

/I Get back to start of wait queue entry
curr = list_entry(tmp, wait_queue_t, task_list);
flags = curr->flags;
if (curr->func(curr, mode, sync, key) &&

(flags & WQ_FLAG_EXCLUSIVE) &&
I--nr_exclusive)
break;

}

autoremove_wake_function(wait_queue *t, unsigned mode, int sync, void *key)
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try_to_wake_up(t->task,mode, wake_flags);
list_del_init(&wait->task_list);

}

try_to_wake_up(struct task_struct *p,unsigned int state, int wake_flags)

{
p->state=TASK_WAKING,;

rq=orig_rqg=task_rqg_lock(p,&flags); I Get original run queue
/[Execute scheduler class specific hook
p->sched_class->task waking(rqg,p);
/[Potentially move to different CPU
cpu = select_task _rqg(p, SD_BALANCE_WAKE, wake_flags);
if (cpu != orig_cpu)
set_task_cpu(p, cpu);
rq = __ task _rqg_lock(p);
/*..update scheduling statistics .. */
/* Possibly: current->thread_info.flags|=TIF_NEED_RESCHED */
activate_task(rqg,p,1); I Mark task as runnable
p->state = TASK_RUNNING;

}
This code iteratesver the wait list. For each task, it calls theeinc function. Most often,

this function was set tautoremove_wake_function by DEFINE_WAIT, which in

turn callstry_to_wake_up . Despite the name, this function not only triest b
generally succeeds at waking the task up, by setting its stdiaSK_RUNNINGand
placing it on a run queueAgain, names are misleading. The stafeSK_RUNNINGs
really a REALY state. Atsome later time, the task will be selected by the scheduler and
will become thecurrent  running task.(The.func element of the wait queue entry is
there as a "hook" to allo situation-specific code to bexecuted when the akeup tales
place.)

After the task has beenoken up,autoremove_wake_ function then remwes the
task from the wait list, still under the protection of the wait queegeh lock mute. In
the case of anxelusve wait, no further tasks areaken up, but otherwise the list
iteration continues and additional tasks avalened.

One or more of theveakened tasks might wa a @ynamic) priority greater than the
current task (the wakerupper). |If this is true, try_to_wakeup will set the
TIF_NEED_RESCHED flag for the current task, which will be checked as the task
returns to user mode, causing schedule() to be callads a newly wakened task may
pre-empt the current task upon return to user mode.

A system call with blocking

As a further example, we shall foNoa s/stem call which may wolve the caller being
put to sleep, specifically reading from a pipe which currently has no datalm tiis
example, the generic __ait_event macro is not used, but the kernel codeatively does
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the same thing. The Linux kernel is generally inconsistent, and depending on when a
particular part of the kernelag coded or revised, different synchronization mechanisms
may be in play.

As discussed in the previous unit, the parameters to the system call (file dedmrifeor
address, count) are passed v@giseers. Atthe entry tasystem_call |, the registers are

saved on the lkernel mode stack, in the same order in which arguments are normally
pushed on the stack in a regular C program. Therefore, when the pasicilaxx

system call handler isvoked, it finds the parameters on the stack just as if it had been
invoked as an adinary function. The___user macro in the argument declaration for the

read luffer pointer is there to remind us that the address is a user-mode address and is not
trusted. V& pck up our system call trace fafread_write.c:sys_read

/I From /usr/src/linux/fs/read_write.c

asmlinkage ssize t sys_read(unsigned int fd, char __user * buf, size_t count)

{
struct file *file;
ssize tret;
loff_t pos;
/I Next 3 lines are interpolation of several routines
if (fd >= current->files->max_fds) return -EBADF,;
if (I(file=current->files->fdtable[fd])) return -EBADF;
file->f_count++
pos=file->f_pos;
ret = vfs_read(file, buf, count, &pos);
file->f_pos=pos;
file->f_count--;
return ret;
}
ssize_t vfs_read(struct file *file, char __user *buf, size_t count, loff_t *pos)
{
ssize_t ret;
if (!(file->f_mode & FMODE_READ)) /lopen mode correct
return -EBADF,;
if (laccess_ok(VERIFY_WRITE, buf, count))) /Iptr to valid addr

return -EFAULT,

/I rw_verify_area checks if the read request falls within
/I a mandatory record locking area of the file. It also
/I does some range checks (e.g. negative position)
ret = rw_verify_area(READ, file, pos, count);
if (ret<0) return ret;
count=ret;
/*Most filesystems do not define op->read, but instead let the generic
do_sync_read do the work by paging in the requested parts of file */
if (file->f_op->read)
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ret = file->f_op->read(file, buf, count, pos); //VFS dispatch

else
ret= do_sync_read(file, buf, count, pos);

if (ret>0) {
fsnotify_access(file->f_dentry); /[Hook for events
current->rchar += ret; /I Update stats

}

current->syscr++; I Update stats

return ret;

}

As usual, the ahve @mde has been simplified somewhat from the actual Lirerrek
sources. Irparticular some complicated locking has been elided. The first thing done is
to retrieve the struct file corresponding to the file descriptdf the file descriptor

is not valid, -EBADF is returned. The f_count field is incremented because an operation
will be pending. Next, in the functionvfs_read , other basic checks are performed.
Was the file opened for reading (O_RDOXIbr O RDWR)? Isthe read offset ryztive?

Finally, we ae dispatched to theead method of the filesystem module which controls

the file in question.This is performed via thE ops structure of thestruct file

Recall that the werall filesystem comprises one or more "mounted volumes," each of
which may be of a different filesystem type. Each filesystem type has an associated
module which preides methods for performing file operations such as read and write.
(Un-named) pipes do not exist in the filesystem namespace, so there is a pseudo-
filesystem module calleghipefs which provides these methods when using pipe

inodes. Ourcode walk-through winds up &/pipe.c:pipe_read
ssize_t pipe_read(struct file *filp, char *buf, size_t count, loff_t *ppos)
{
struct inode *inode = filp->f_dentry->d_inode;
struct pipe_inode_info *info;
ssize_tret;
int do_wakeup;

do_wakeup=0;
if (count==0) return 0;
/* mutex_lock is a non-interruptible, blocking kernel mutex */

mutex_lock(&inode->i_mutex); I* Lock inode */
info=inode->i_pipe; [* Get private data */

for(;)

{

int bufs=info->nrbufs;
if (bufs > 0) {
/* ... This elided code copies the data from
the pipe buffer(s) to user space, frees
any buffers that have been completely copied,
and adjusts info->nrbufs accordingly.

ret+=number of bytes copied */
do_wakeup=1; [* we have created room */
if (ret==count) /* all req'd bytes */
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and re-acquires mutex

break;
}
else
{
/* Check for EOF condition (no writers ) */
if (info->writers==0)
{
ret=0;
break;
}
/* We have not read any data yet, so there is
no way that we need to wake up a blocked writer,
OK to sleep */
pipe_wait(inode); //Releases
}
if (signal_pending(current)) // Wait interrupted by sig
{
/* Only return ERESTARTSYS if we have read 0 bytes
* b efore waking up. See text */
if (Iret) ret=-ERESTARTSYS;
break;
}

}

mutex_unlock(&inode->i_mutex);

/* Release inode lock */

if (do_wakeup) wake_up_interruptible_sync(&inode->i_pipe->wait);
if (ret>0) file_access(filp); [* update atime*/

return ret;

}

[* The arguments to pipe_write look strange because all writes within

the kernel are transformed into a "scatter/gather" form known

as an "iovec" with nr_segs segments. */
ssize_t pipe_write(struct file *filp, struct iovec *_iov,
unsigned long nr_segs, loff t pos)
{

ssize_t chars;

size_ttotal_len,ret;

struct pipe_inode_info *pipe;

struct inode *inode=filp->f_dentry->d_inode;

int do_wakeup;
total_len=iov_length(iov,nr_segs); /[[Compute
do_wakeup=0;
ret=0;
mutex_lock(&inode->mutex);
pipe=inode->i_pipe;
if (Ipipe->readers) {

total write req len

send_sig(SIGPIPE,current,0); // Unit 4
ret= -EPIPE;
goto out;
}
for(;;) {
bufs=pipe->nrbufs; //How many buffers already in pipe

if (bufs<PIPE_BUFFERS) {

/ Istill room
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/* Elided code creates a new buffer, copies the
user data into it, and puts buffer into
the FIFO list of buffers */

do_wakeup=1;

ret += chars;

total_len -= chars;

if ('total_len) break; /ldone copying

}

/INo more room

/leliding code for NONBLOCK operation

[*If signal woke us up and we came back around the

loop, still full, do an interrupted system call */

if (signal_pending(current)) {
/* If we have written some bytes, return that value.
This is a case where write to a pipe CAN return
a "short write"!l. Do interrupted syscall only
if we hadn’t written any bytes before being interrupted */
if (Iret) ret= -ERESTARTSYS;
break;

}
if (do_wakeup) {
/* We have written at least some data, make sure
to wake up readers blocked on empty pipe, BEFORE
sleeping on full pipe condition */
wake_up_interruptible_sync(&pipe_wait);
do_wakeup=0;

}
pipe->waiting_writers++;
pipe_wait(pipe); [IWait for more room
pipe->waiting_writers--;
}
out:
mutex_unlock(&inode->i_mutex);
if (do_wakeup) wake_up_interruptible_sync(&pipe->wait);
if (ret>0) file_update_time(filp); //Update inode mtime
return ret;
}

void pipe_wait(struct inode *inode)

{
DEFINE_WAIT (wait); /* declare wait entry */
prepare_to_wait(&inode->i_pipe->wait,&wait, TASK_INTERRUPTIBLE);
mutex_unlock(&inode->i_mutex);
schedule();
finish_wait(&inode->i_pipe->wait,&wait);
mutex_lock(&inode->i_mutex);

}

There are tw deep/waleup conditions with which to contend: reader sleeping until more
bytes are written, and writer sleeping until there is space in the piper. bLet us
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consider the first case onbs he second case is analogous.

The first thing whiclpipe_read does is obtain a blocking mutéock on the in-core
inode. Thiswill prevent other operations such as read, write, stat, etc. on the inode while
the pipe_read is running. Because we are in a system call, which is a synchronous
situation, it is acceptable to use this potentially blocking operation.

If there are bffered data waiting on the pipe, yhare copied to the usartuffer (we are
not concerned with the mechanics in this unit) dadwakeup is set, which will remind
us later to wak up ptential waiting writers.

If there are no Wffered data, and there are still possible writers to the pipe, then the
calling process must be put to sleep. An INTERRUPTIBLE sleep is chosen because it
could be a long time before a writer procesd®@s us up, and the user shouldéhdne

option of breaking out of the sleep with a signal. The sleep will also bexctusiee,
because once data are placed into the pipe, it is meaningful for multiple readers to
proceed (thg might all want just a little data and there is enough to go around).

pipe_wait handles the business of going to sle@pwait queue entry is defined as a
local variable with DEFINE_WAIT and placed on the inode’wait list with
prepare_to_wait . Now the inode mute can be released (and indeedlst be
released, tomid sleeping with the muxeheld, which would preent ary writers from
evea accessing the inode)schedule is called, and one or more other tasks riiote
that this code does not use the generizvait_event  code seen abe kut instead
rolls its avn. Thisis fairly typical of the non-uniform coding style of the Linux kernel.

Note that the inode mutes held while the wait queue entry is made. This protects
agpinst the "lost \akeup” problem although the locking is fairly coarse -- only one reader
or writer can eer be working on this pipe inode at agiven time.

At some later time, another task writes to the pipe. This writer task will call, in
pipe_write()wakeup_interruptible_sync , which eventually brings us into
the scheduler at wake up_common, seen abue.

Therefore the reader process \&rgually re-scheduled, and returns from pipaitgy.
Note the enclosing for(;;) loop which re-tests the condition (are therelata in the
pipe?), because waking up does not necessarily mean the conditiantis&o

Also note the check, after waking up, for pending signBlssting a signal (which is not
masled) to the waiting process here will cause the processke W, because the sleep

is INTERRUPTIBLE. If some characters had already been read from the pipe before we
had to sleep, then the read system call needs to return the number of characters read.
However, if no characters were read, the system call will return EREIBYS. See

belowv under "Interrupted System Calls"

The reader (of these lecture notes, not the pipe) can aksoniree the
pipe_read/pipe_write code alm see hov a writer task, upon encountering a full pipe,
goes to sleep and isvaken by a eader when the pipe is drained. Notevhbe pipe
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write atomicity (see Unit 4) is handled. Because pipe_write holds the mutex, no other
writer’'s data can be interlead. But, if there is not at least one full page-sizadfér
available, or if the amount of data to write exceeds tradable space in the pipe, the
system call blocks after writing what it caft.is not an EXCLUSIVE wait so multiple
writers can be blocked on the same pipe. When the pipe has rogmiltredl wake up

but only one writer will win the mutex, and will get to write at least a 4K chunk of data
atomically.

Sleep/Wakeup Summary

To summarize the sleeping and waking up process:

* Both the sleepes’ mde and the akers code must agree on Wwathe event is defined,
and must both share a pre-declared wait queue.

SLEEPER:

* In the synchronous context of a system call or exception hargllecates and
initializes a wait queue entry

» The wait queue entry is added to the wait queue representinggtiie e

» The task state is marked a8BSK_INTERRUPTIBLE if the wait can be wken up by
signal arwal, otherwise TASK_UNINTERRUPTIBLE.

» schedule() is called. The task is switched out, and because it is not in a runnable
state, itwill not get scheduled in again, until:

WAKER:

» The event arrves, either in a synchronous or an asynchronous context.

» The sleeping task is selected from the wait queue, and the wait queue entryedremo
For exclusive waits, only one task is selected, but for n@nhesive waits all waiting tasks
are selected and renm from the wait queue.

» The task state is set tASK_RUNNING and the task is placed on a run queue, making
it eligible to be scheduled.

* If the woken task nev has a "better" scheduling priority than the currently running task,
the TIF_NEED_RESCHEDilag is set on the current task, which subjects it to pre-
emption by the wken task when»&cution returns to uservel from the system call,
fault or interrupt.

» The woken task is (at some later time) selected by the scheduler to run, and is switched
in.

Interrupted System Calls/ System Call Restart

In Linux kernel system call code, when a sleeping proceswaoea not because the
event has arned, lut because a signal is posted to that process (and that signal is not
masled), that is known as an Interrupted System Call. This is a poorly documented
aspect of UNIX systems programming. From the standpoint of the system call code, it
can not continue because thex@ has not arvied and the signal needs to be deted,
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therefore we need to return out of the system call and head haakitouserland, at
which point the signal can be dedied. Thesystem call code in the kernel returns one of
the following error codes, which are not necessarily what the user-mode caller will see.
* EINTR: This system call can not be restart@dhe error EINTR will be returned to the
user.

* ERESTARTSYS: The system call will be restarted if the disposition of the signal in
guestion is DFL or IGN. (Note: a signal which is being IGNored but which nsasked

will still cause a sleep to beoken up. Also note that while the DeFault action for ngan
signals is process termination, whereupon system call restart is a moot point, there are a
few where the default action is not terminatiotf)there is a handler defined, the system
call will only by restarted if the SA_REBRT flag is set for that signal number (e.g.
through thesigaction  system call). System call restart will happen after the handler
returns. Mossystem calls use ERESTARTSYS.

* ERESTARTNOINTR: The system call will alays be restartedyen if the handler does
not have SA_ RESTART set.

« ERESTARTNOHAND: The system call will be restarted if the signal disposition is
DFL or IGN. If there is a handlethe system call will not be restartedgaelless of

SA RESTAR, and upon completion of the handler EINTR will be returned from the
system call.

« ERESTART_RESTAHRBLOCK: This is a special case used for a feme-related
system calls which require specific code to keceted prior to system call restart to
adjust those time-related parameters. It forces a spegtdrt_syscall system

call to be gecuted upon resumption in userland to m#ks adjustments.

System call restart is effected by adjusting the user-mode registers prior to returning to
user mode. The eip register (program counter) is decremented so that upon resumption of
userland code, the originBNT $0x80 opcode is eecuted agin. Theeax is reset to the
original system call value (gad in the orig eax slot). Thisis accomplished by
modifying the seed usermode registers which are on therkel stack (see pr®us

unit). Uponresumption of the user-mode program (and return from the signal handler if
applicable) the system call will be re-called with the exact same parameters.

Process Ter mination

A process terminates either when it has restkia fatal signal or it eplicitly calls the
exit system call. Let us look at the exit system call, ignoring some of the catigde
introduced by threads and thread groupgs_exit  is a simple wrapper fato_exit

The latter can also be called during signalveeyt
asmlinkage long sys_exit(int error_code)

{
}

do_exit((error_code&0xff)<<8);
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void do_exit(long code)

{
struct task_struct *tsk = current;
/* These are "can’'t happens" */
if (unlikely(in_interrupt()))
panic("Aiee, killing interrupt handler!);
if (unlikely(tsk->pid==0))
panic("Attempted to kill the idle task!");
if (unlikely(tsk->pid == 1))
panic("Attempted to Kill init!");
tracehook_report_exit(&code); I* Hook for strace */
tsk->flags |= PF_EXITING;
exit_mm(tsk); I* Release virtual address space */
exit_signals(tsk); /* Cleanup/reassign pending signals */
exit_files(tsk); /* Close open files */
exit_fs(tsk); I* Leave cwd, etc. */
exit_thread(); I* Misc. cleanup */
tsk->exit_code = code; /* Exit cause code for wait() syscall */
exit_notify(tsk); /* Send signal to and/or wake-up parent */
tsk->state= TASK_DEAD;
schedule();
BUG(); /* If control reaches here we are in trouble! */
}
Each of the helper routines canvedurther consequences. E.g. wherexit_files
closes each file descriptaf that drops the references to steuct file to O, then
that structure is de-allocated. If in turn there are no ditrect file instances in

the system pointing to the in-core inode, then the inode is cldsdte inode had been
unlinked while open, its resources are freed, etc. After sending SIGCHLD to the parent
process, exit_notify places the »ating process tsk->exit_state in the
EXIT_ZOMBIE state. Althoughmost of the resources\eakbkeen released, thstruct

task remains to hold the exit code and other statistics of the predésssuch as cpu

time accumulated, for collection by a parent with one of theymaanants of thewvait

system call. Once thevait system call picks up the zombie stats, ¢xé_state

will transition toEXIT_DEADand finally thestruct task Is released and the process

id is available for regcling. Settingisk->state=TASK_DEAD  prevents the scheduler

from ever selecting it. If somehw the last line is reached, it is evidence of a kernel bug!



