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Synchronization among Concurrent tasks

In this unit we will consider aery important set of problems in Operating Systems
design: synchronization between multiptgmultaneousor owerlapping threads of
execution which share data structures in memadne will see that the issues presented
exist in a variety of situations, although the specifics af tlmose issues can be sety
differs. Specificallyin the UNIX environment, multiple threads ofeeution exist:

--User level--

» Within a single, coventional (single-threaded) UNIX process: a signal which causes
invocation of a handler function can be considered to bewatheead of ®ecution,
because the main program code can not control the point at which the signal handler will
be invoked. Althoughthe main prograns’thread is suspended during theaition of the
handler the execution timelines of the handler and the main prograsxlap and thus

can introduce issues of synchronization if both the main program and the handler need to
access the same data struct@ase STU

» Within a single UNIX process when using a multi-threaded programmiigoament,

e.g. the Posix Threads (pthreads) librafythough we hee rot delved deeply into multi-
threaded programming in this course, wewnboat all threads»ecute in the same virtual
address space and therefore can see eachsotheables.

» Among UNIX processes which share a memory region (e.g. througintye system

call). Herethe threads ofxecution are the individual processes. In both this case and
the case ab@, the threads will ecute either virtually at the same time if there is only a
single real CPUdase MTSPU), or truly in parallel if there are multiple CPUs/cores
(case MTMPU)

--Kernel level--

* We will soon see that the Linuxeknel is like a gant, multi-threaded programAll

kernel code operates in the same shared virtual address slpaiteere is a single
processqrthe situation is analogous to a single-threaded UNIX process with handled
signals, in that the only synchronization concerns are between what the kernel is doing
synchronously on behalf of the process, and what an interrupt handler is doing
asynchronouslyCase SPK

* When the Linux kernel is run on a multi-processor system, it is analogous to a multi-
threaded UNIX process. There are synchronization issues among these multiple threads
of execution, each on an independent process®mell as with interrupt handlersCase

MPK

Code letters hae been assigned to the various casesvabahich will be used in this
lecture. Theseodes are the autherhorthand and do not represeny apecific oficial
terminology Also, in this unit, we will use the term "thread" and "task" interchangeably



ECE357:Computer Operating Systems Unit 6/pg 2 ©20ZFHHHKner

and discuss synchronization problems broa@jplying them to all of the ahle
categories.

There are three primary problems in synchronization:

» Maintaining the integrity of data structures when multiple tasks need to update them.
* Preventing a transient vie of data, which might be inconsistent while being updated.
 Coordinating gents between tasks.

Shared Update / Data Consistency Problem: A Simple Race Condition

Consider an imaginary banking system in which each teller is handled by a separate task.
All tasks share a common in-memory data structure which represents the state of all the
depositors’ accounts. The routidepositupdates an account balance:

struct account {
i nt bal ance;
char *nane;
/* etc */

s

deposi t(struct account *ap,int anmount)

{

}

In this ekample, the account structure is in memory shared among multiple tasks. On the
other hand, the localviableamountis private to a particular instance déposifitis in

private memory which is not accessed by ather task (either as an automatariable
maintained on the task'dack or if the compiler so chooses, held in a register which is
part of the tasls context).

ap- >bal ance += anount;

Now, consider the assembly language instructions implementing thes d@naction (as
seen using GCC on 32-bit X86 architecture):

deposi t:
pushl %ebp #save ebp register
nov| %esp, Yebp #ebp becones frane pointer
nov| 8(%bp), %ax #nmove &ap. bal ance to eax
nov| 12(%bp), %ecx #nmove anmount to ecx
1 nov| (%eax), %edx #FETCH current val to edx
2 add| %ecx, %Yedx #ADD anount
3 nov| %edx, (%eax) #STORE resul t
popl %ebp #restore ebp
ret #return fromfn cal

Note the three instructions with labels 1, 2 and 3, whxecwge the FETCH, ADD and
STORE operations respeatly. Abstractly any computation operation wolving
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memory operands must be performed in these three distinctrstagamodify, write

Consider an example case wheepositis executed simultaneously in twtasks, with
amount100, and balance=100 before xecution beins. The following schedule
illustrates propenrxecution:

Balance| &ask A Task B

100 BEFORE BEFORE

100 1:fetchbalance (=100)

100 2:add=200)

100 3:writebalance (200)

200 1.fetchbalance (=200)
200 2:add=300)

200 3:writebalance (300)
300 AFTER AFTER

There are only te possible sequences okeeution which yield the correct answer
(300->balance): A1A2A3B1B2B3 or B1B2B3A1A2A3There are seral sequences
which yield the wrong answeg.g.:

Balance| @askA Task B

100 BEFORE BEFORE

100 1:fetchbalance (=100)

100 2:add=200)

100 1:fetchbalance (=100)
100 2:add=200)

100 3:write(200)

200 3:write(200)

200 AFTER AFTER

In this example, between statement 1, which reads the previous value, and statement 3,
which writes the n& value back, the other task could interlope.

The crux of the problem is that during this wimdof opportunity there are multiple
copies of the data (the balance). Which one is the "right" one??



ECE357:Computer Operating Systems Unit 6/pg 4 ©20ZFHHHKner

Task A register Memory Task B register

-

+100

100

100

100

J7 +100

200

200

200

Paticularly tricky is that the correct operation in this case depends on the essentially
random sequence of task schedulifdpis is an example of l@ace condition. Def’'n: A

Race Condition exists where gien a known initial state of a system, a subsequent state
can not be pnably determined because it depends on the veldiming of system
operations, and that timing is either random, pseudo-random, or indetermueat¢hgi
known initial conditions.

Race conditions are insidiously difficulidps, because the code could work flawlessly for
years on a particular operating system or piece of hardware, and then fail suddenly when
the system is updated, the hardware is upgradedienrvhen the system load changes
resulting in a shift in scheduling order.

Atomicity

The fundamental problem is that the update of the balance is not performed atomically
Def’n: An operation is deemed to beomic if and only if it can either run to completion
without being interrupted oif it fails to run, has no ffct. Becaus¢he update abe is

not performed atomicall\amultaneous or werlapping update requests can interfere with
each other.

If we could mak the ADD atomic, then there wouldvee be a tme where multiple and
inconsistent copies of the data would be visible.

(Although this example is somewhat covdd because man processors provide an
atomic add instruction, let us continue with it as it is structurallyvelpmt to more
complicated, real-world problems.)
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Critical Regionsand Mutual Exclusion

In the kample abwe, we can identify the time between and including tixecaition of

step 1 and the completion of step 3 agitical region. Data consistencis vulnerable

during a critical region because (1) avpie \ersion of a shared object exists or (2)
because a shared data structure is in an intermediate state (e.g. inserting into a linked list),
or both.

Is it necessary to enforddutual Exclusion in order to guarantee that at most one task is
in the critical region at angiven time. Thereare two ways to viev mutual exclusion:

» The code-oriented view: mutual exclusion is applied to the critical region between and
including steps 1 and 3 of tlkeeposi t function.

» The data-oriented view: we say that access to a partgulanct account must be
mutually exclusre.

I mplementing MUTEX by Disabling Interruptsor Signals

On a uniprocessor system, mutuatkgleisive access to the critical region can béeeted

by preventing ary other task from taking control of the cpu during that tinMg#hen
considering a single-threaded wentional UNIX process (case STU), this can be done
by blocking all signals upon entry to the critical region, then restoring thi@psesignal
mask on exit:

voi d deposit(struct account *ap,int anount)

{

si gset _t ol dmask, newrask;

sigfill set (&newrask) ; /* Set of all possible signals */
si gpr ocmask( SI G_BLOCK, &newrask, &ol dmask) ; /* Bl ock */

ap- >bal ance += anount;
si gprocmask( SI G_SETMASK, &ol dmask, NULL) ; /* Restore */

}

Likewse, if this example were running within therkel on a uni-processor machine
(case SPK), analogous protection can be obtained by masking all interrupts on entry to
the critical region, then restoring the mask on exit.

However, on a nulti-processor system (case MPK), disabling interrupts only affects the
local processorlt would still be possible fodeposi t to be running simultaneously on
another processorAt the usetlevel (cases MTSPU and MTMPU) blocking signals
would not be dective in a nulti-threaded environment, or where multiple independent
processes share a memory region, because there are other threads of control besides
signal handlers.

Spin Lock Mutex
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A spin lock is a simple form of mutualxelusion which does not rely on blocking
interrupts or signals. The twessential elements of a spin lock are:

* The lock itself, which is simply a variable that ha® tpossible states: locked and
unlocked.

» The lock contention mechanism: a tight retry loop.

A task desiring to enter a critical region or access axyutgected data structure checks
the lock \ariable. Ifit is unlocled, it sets the variable to locked and proceeds. If it finds
the variable in the locked state, the tagkcates a tight loop, re-examining thariable
until the variable indicates unlogf. Onexit from the critical region, the task sets the
variable to the unlocked state.

Spin locks only mak nse if:

* The critical region is brief so the total number of retries is expected to be small.

» The tasks can not get "stuck” in the criticaiom thus resulting in an endless spin lock
loop.

» The tasks in contention are able k@@ite simultaneously as opposed vertapping. It

would male no €nse for a kernel interrupt handler to use a spin lock on single-processor
machine (case SPK), because if the interrupt were teeashile the kernel was already
inside the critical region, the interrupt handler would loopvarsvaiting for an gent

which can neer come because it requires that the handler return aexlton in the

main thread resume. But spin locks could be used in case MPK, so where spin locks are
used inside the Linuxeknel, thg are protected by a conditional compilatiobik ewise,
spinlocks dort'make nse in the STU case, butytae needed in the MTU cases.

As a first-cut approach, we could do the following:
struct account {
i nt spinlock; /* 0 is unlocked, NZ is |ocked */
i nt bal ance;
char *nanme;
[* etc */

}s

deposi t(struct account *ap,int anmount)

{
whi | e (ap->spinl ock! =0)

/* BEG N CRI TI CAL REG ON */
ap- >spi nl ock=1;
ap- >bal ance += anount;
ap- >spi nl ock=0;
/* END CRITI CAL REQ ON */
}

Unfortunately we havefallen into the same atomicity trap as we had befdxamely,
task A could find ap->spinlock cledout before it has a chance to lock it by setting it to 1,
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task B could come along and also find O in that memory location.
Atomic Instructions

What is required is an instruction which caomically test and set. Such an instruction
has the following schematic operation:

TAS(i nt *addr):
mask interrupts (this CPU)
| ock nenory bus (all CPUs)
i nval i date other CPUs’ |ocal caches on addr
i f ((R= *addr)==0)
{

}

rel ease nenory bus
unmask interrupts
return R

*addr =1

On a multi-processor system, access to the shared memory pool is coordinated by a
memory arbiter. When an atomic instruction such aé&Sl is eecuted, the local
processor locks the memory bus, which instructs the arbiter teenprary other
processor from accessing memory during this criticglore (Somearchitectures can

lock out specific memory addresses rather than all of memory). The use of write-back
caching introduces additional harag-level concerns. Théhardware must provide a

way for this CPU to broadcast a message to all other CPUs causing thealidate ary

cached cop of the memory containing the lock which yhenight have in their local
cache(s).

CPU 1

3HOVO

CPU 2 DRAM

3HOVO

Arbiter

CPU 3

3IHOVO

Example 4-CPU system with two
channels to DRAM

CPU 4

JHOVO

Processors may ha aher atomic instructionsFor example, in the X86 architecture,
mary opcodes can be made atomic by prefixing them with the LOCK byte (OX¥€D).
some of the synchronization methods shown in this unit, these additional atomic
instructions may streamline implementatiortHiowever, with just one atomic
instruction, such as TAS, all other mechanisms can be built up from it.
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As an aside, on processors that completely lagkkard of atomic instruction, it is still
possible to achie nmutual exclusion through a method knownRasersons Algorithm.
This method quickly becomes verwlavard when more than twtasks need to be
synchronized. Thimethod is nev largely of theoretical and historical interest qrince
almost all modern processorsvhaomic instructions (and those that do not typically do
not run software that has synchronization issues).

Given that we hae an @omic test-and-set operation, our example code can be protected
with it:
/* DATA- ORI ENTED approach */

deposi t(struct account *ap,int anount)

{
whi | e (TAS( &ap- >spi nl ock) ! =0)

/* BEG N CRI TI CAL REG ON */
/* When we get here, we are the only task that could be
* accessing this struct account */
ap- >bal ance += anount;
ap- >spi nl ock=0;
/* END CRITI CAL REQ ON */

Code-based or Data-based?

Mutual exclusion could be viewed, as discussedvabas gplied to a particular data
structure, or applied to a particulagren of code. Because the spinlock in tixaraple
above is embedded in theccount data structure, we ould tend to think of this as

data-oriented locking. Here is the same example, re-written as code-oriented:
/* CODE- ORI ENTED approach */

deposi t(struct account *ap,int anount)

{
static int deposit_spinl ock=0; /* Protects deposit crit region */
whi | e (TAS(&deposit_spi nl ock)! =0)

/* BEG N CRI TI CAL REG ON */
/* When we get here, we are the only task holding the deposit_spinlock */
ap- >bal ance += anount;
deposi t _spi nl ock=0;
/* END CRITI CAL REQ ON */
}

Unfortunately programmers are often not clear enough about their locking paradigms,
and this can cause subtle yatall errors when other programmers attempt to write code
within the same franveork (such as within theeenel). Acomment is avays in order

when locking is used, explainingny clearly what the locking paradigm is and what code
and/or data are being locked!
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Spinlock with yielding

In a multi-processor system (cases MTMPU and MPK), spin locks are reasonably
efficient because the task holding the lock will soon release it and only @/d&es will

be wasted. Hwever, in case MTSPU, if task A comes along and finds that the lock is
currently held by task B, it means that task B is currently pre-empted, waiting for its turn
at the lone CPU. Therefore, things would actuallywenaong faster in this MTSPU case

if task A yielded and relinquished the CPU to another runnable task (perhaps task B).
Yielding is not the same as sleeping, because the task that is yielding continues to be
runnable, and does not require akaup. OnLinux systems, theched_yi el d system

call accomplishes this.
whi l e (TAS(& ock))
YI ELDX) ;

Blocking M utex

When the operations to be performed under rldek / critical region are very length
the spin lock becomes irfigient. CPUcycles that are wasted spinning until the lock can
be obtained wuld be better spent on another runnable tdsk.these "long" locks, a
blocking mute is better.

Let us defindBLOCK as a function which suspendseeution of the current task and puts

it to sleep. A corresponding WAKEUP from another task is needed before the
BLOCK'ing task can run agn. Whenthe BLOCK function returns, the task has been
scheduled again, but this does not imply that the lockwsfree, and thus the lock must

be checkd. W can define three mutual exclusion locking privas:
mut ex_| ock(struct nutex *Ip)

{
whil e (TAS(I p->l ock))
BLOCK( I p); /1includes arrangi ng for wakeup
return 1;

}

mut ex_tryl ock(struct mutex *Ip)

{
}

return ! TAS(I p- >l ock) ;

mut ex_unl ock(struct nutex *Ip)

{
| p- >l ock=0;
WAKEUP( | p) ; /1 wake up any tasks bl ock on mutex *Ip

}

As we will see in later units, forms of these mxulteck primitives ae found both in the
kernel code and in thBeOSIX Theadslibrary which prwides support for multi-threaded
user-leel programming. Inboth cases, the mutelock is a considerably more
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complicated data structure as it must store the identifiers yothmaads which hae

blocked on trying to acquire the mute Whenthe thread holding the mutesxecutes
mut ex_unl ock, these blocked threads must be notified of thmneand run agin.

This is an example of theeep and wakeup problem. V¢ will have o defer discussion
of the mechanics of sleeping and waking up until a subsequent unit.

The deadlock problem

Deadlock occurs when task A is waiting for task B, and vice-versamore generally
there exists ancycle in the wait-for graph depicting the state of all the tasksnsider
the example of tasks A and B which "simultaneously" attempt operatidrnan@® OB,
respectrely, both requiring locks on resources R1 and R2:

OA()
{
nmut ex_| ock( &R1) ;
nmut ex_| ock( &R2) ;
[ *what ever */
nmut ex_unl ock( &R2) ;
nmut ex_unl ock( &R1) ;
}
0B()

nmut ex_| ock( &R2) ;
nmut ex_| ock( &R1) ;

[ *what ever */

nmut ex_unl ock( &R1) ;
nmut ex_unl ock( &R2) ;

}
Consider this schedule (recall that lock and unlock are atomic mes)iti

A B
lock R1
lock R2
wait for R1
wait for R2

We e that the system has deadkxtk Butconsider:
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A B
lock R1
lock R2

wait for R2
unlock R2

lock R2
unlock R1

lock R1

Here task A gets into the critical region first and then releases its lock@ingliask B to
proceed, and the system doésteadlock. Whatis the diference? Relate tming,
which means this is an example of a race condition, and that is whes oheddlock ugs
hard to find.

Deadlock Avoidance

One approach to deadlocksdsadlock avoidance. Deadlock can bevaided if locks are
strictly ordered and all tasks acquire locks in this same ardémany lock can not be

obtained, the task must release ALL held locks and try again:
obt ai n_I ocks()

{

retry:
for(i=0;i<N;i++)
{
if (!'mutex_trylock(&mut[i]))

{
for(j=i;--j>=0;)
mut ex_unl ock(&mut[j]);
goto retry;

}

Note that this requires the "trylock” prinwi&

Deadlock Detection

Deadlock s&oidance isnt always possible for the general cadéthe code participating

in the potential deadlock ignivritten by the same person, or cooperating parties, then it
is impossible to enforce ordering. Since the Linux kernel is controlled by one, entity
deadlock soidance is practiced within it foreknel code. But for general-purpose dser
level applications, deadlock detection is required:
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When an underlying operating system kernel Vsilable to praide the locking
primitives, it is possible to perforndeadlock detection. The operating system can
maintain a data structure representing tlagt-for dependencies between tasks, and can
traverse the graph whewuer a lock is requested to see if it would result in deadldék.

so, all tasks wolved in the deadlock can be signaled. Deadlock detectioreng v
typically seen in database applications, and in the fii@-lecking primitves provided

by UNIX system calls such dxnt| . Deadlock detection is generally not an approach
which can be used within kernel code, because there is no underlying operating system to
monitor the kernel!

Live Lock

A term often used as a corrollary to deadlock wgelthck". Whentwo or more tasks are
in conflict with each other such that their states continue to chageentually return
to a previous state withoutyapossibility of ever terminating, that is considereddiock.
Another way of defining Vielock is an endless loop vialving two or more inter
dependent tasks.

Livelock is a comple problem that often perptes kernel designers and can come in
mary forms. Resourcstanation often triggers Welock. The problem of "thrashing”
seen in Unit 5 is a form ofvélock, although it may not meet the strict formal definition,

in that two or more memory-starved processes are stuck in a loop of stealing each others
pages.

With respect to mutelocking, there is a formal method to st livelock which is
similar to the formal method for prenting deadlock:

(a) grab locks in a strict order which is consistent for all tasiatvied

(b) upon finding a musealready locked, release all previously acquired locks in xete
reverse of the acquisition order and do not attempt to re-acquyréoaks until this is
done

(c) the locking primitre must be defined so that when multiple tasks attempt to obtain the
lock at the same time, exactly one succeddbviously if more than one gets through,
that is a serious erroBut if the primitve is defectve in that all conflicting tasks fail and
nobody gets the lock, that situation can leadvadck.

Given these requirements, the deadloskidance example immediately alis safe
agpinst lvelock, because we kia defined mutex_trylock in such a way that condition (c)
Is satisfied. In practical applicationsydiock and deadlock can creep in because one of
these three conditions is violated and that is not immediatelyoud from code
inspection.

/* Exanpl e of potential Iivelock */

QA()

{
for(;;)
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OB()

}

{
if (!'mutex_trylock(&Rl)) continue;
if (!'nmutex_tryl ock(&R2))
{
nmut ex_unl ock( &R1) ;
conti nue;
}
}

/ *what ever */
nmut ex_unl ock( &R1) ;
mut ex_unl ock( &R2) ;

for(;;)
{
/* Note that we aren’t trying the locks in a consistent order */
/* This potentially leads to |ivel ock */
if (!'mutex_trylock(&R2)) continue;
if (!'nmutex_tryl ock(&R1))
{
nmut ex_unl ock( &R2) ;
conti nue;
}
}
[ *what ever */
nmut ex_unl ock( &R2) ;
nmut ex_unl ock( &R1) ;

The code abee is wilnerable to Welock because condition (a) is not medere is a
possible schedule that demonstrates tios system couldVelock:

A B
try R1 - OK
try R2 - OK
try R1 - FAIL
try R2 - FAIL
unlock R2
unlock R1
REPEAT

Finevs Coarse Grain Locking, Permissive L ocking

If the only object of synchronization was to ymet data corruption, we euld alvays use
the biggest, most consatwe possible lock. However, another concern is performance.
In mary real-world cases, a strict mutéock is too restrictie, in that it prevents one task
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from getting anything done whats@e while another task holds a mutéat it needs.

We would like to haveadditional synchronization mechanisms which can be applied at a
finer level, and potentially allv more producire smultaneity In general, wed like to

lock the least amount possible without compromisinggmite Our first example of
improving locking granularity will be reader/writer locking.

Read/write locking

When an object is protected by a mutex, this wilivpné two tasks from reading the
object simultaneouslySince no harm is done by this, it would be desirable towaito
However, when a task wants to write to the object, that should lock out both other writers
and readers, since the object may be in an inconsistent state during the write action.

With read/write locking, annumber of tasks may holder missive- akaread-only lock
but only one task may hold thexclusive lock which allows writing, and only if there are
no permissie locks currently held.One possible implementation building on spin locks
and the BLOCK mechanism is:
struct rw ock {

i nt spinlock; /1l Protects next two fields

i nt readers;

int witers;

/* And nore stuff for managi ng bl ocki ng/ waki ng */

}
rw rdl ock(struct rw ock *I ock)
{
for(;;)
{
whi |l e (TAS(& ock->spi nl ock) ! =0)
if (lock->witers==0) break
| ock->spi nl ock=0;
BLOCK() ;
} //spinlock is held on | oop exit
| ock->r eader s++;
| ock->spi nl ock=0;
}
rw wrlock(struct rw ock *I ock)
{
for(i:)
{

whi |l e (TAS(& ock->spi nl ock) ! =0)

if (lock->witers==0 && | ock->readers==0) break
| ock->spi nl ock=0;
BLOCK() ;

} [//spinlock is held on | oop exit and readers==

| ock->writers++;
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| ock->spi nl ock=0;

rw unl ock(struct rw ock *I ock)

{
whil e (TAS(& ock->spi nl ock))

i f (lock->readers>0) |ock->readers--;
| ock->writers=0;

WAKEUP ANY TASKS WAI TI NG ON | ock

| ock->spi nl ock=0;

}

The Linux lernel often has "cler" implementations of synchronization mechanisms
based on other atomic instructions which aralable, especially on the X86 processor
family which is its primary taget. Wthin the Linux (32-bit) kernel, reader/write locks

are implemented as a 32 b#élve. Theleast significant 24 bits are used as a counter
holding the two’'s-complement of the number of read locks currently held. Bit 24 is the
boolean flag and is 1 when all locks are released. Therefore, the value 0x01000000
represents that the read/write lock is untxtk Whenthe write lock is held, the value is
0x00000000. Ife.g. two tasks hold read locks, the value would be OXOOFFFHBIiS

31-25 are used for bitwise flags by the kernel)

To dbtain a read lock, the lock word is atomically decremented. (The X86 architecture
has an atomic ADD instruction. Other architectures that lack this must emulate it by
using a spin lock to protect a non-atomic add) If this resulted in a zergaiveealue,

then the lock word must ti@ peviously been 0 (write lock already held), therefore the
task atomically increments the lock word to undo the previous operation, then waits until
the lock word becomes non-zero, then attempts to obtain the lock again.

To dbtain a write lock, the value 0x01000000 is atomically subtracted from the lock
word. If the result is 0, then it is kmm that the previous value mustvieabeen
0x01000000, i.e. no readers and writers. Furthermore, the current value & aod

thus the write lock has been obtaindd.the result is non-zero, the task undoes the
operation by atomically adding 0x01000000 and then tries again.

Example using reader/writer locks

In our previous bank account system, we can refine the locking so that write locks are

used to mad a ceposit, but read locks are used to look up a balance.
deposi t (account, anount)
struct account *account;
{
rw_w | ock(&account - >rw ock) ;
account - >bal ance+=anount ;
rw_unl ock( &ccount - >rw ock) ;
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return 1;

}

i nt viewbal ance(struct account *account)
{
int bal;

rw_rdl ock(&account - >rw ock) ;
bal =account - >bal ance;
/* W mght view other fields of the account record in here too */
rw_unl ock( &ccount - >rwl ock) ;
return bal;

A sneaky livelock, and the inconsistent view problem

The following example illustrates the use of read/write locks, but also introduces a subtle

problem:
transfer(fromto, anount) /* Task A/
struct account *from *to;
{
if (frome=to) return -1; / *Nonsense operation*/
for(;;) /* Deadl ock avoi dance, possible livelock, see text */
{
rw wrl ock(& rom >rw ock);
if (rw.try wlock(& o->rw ock)) break;
rw_unl ock( & rom >rw ock) ;
if (from >bal ance < ampunt) /* Must test this under |ock protection */
{
rw_unl ock( & o->rw ock);
rw _unl ock( & rom >rw ock) ;
return -1;
}

f rom >bal ance- =anpunt ;

t 0- >bal ance+=anpunt ;
rw_unl ock( & o->rw ock);
rw _unl ock( & rom >rw ock) ;

return 1,
}
totalize() /* Task B */
{. .
int i,tot;
t ot =0;
for(i=0;i<n_acct;i++)
{

rw rdl ock(&accounts[i].rw ock);
t ot +=account s[i]. bal ance;
rw_unl ock(&ccounts[i].rw ock);

}

return tot;
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Our first question, is this code aleozisceptible to deadlock ov#lock? Considewhat

might happen if the blocking rw_wrlock (instead of trylock) were used on both the to and
from account. Numerous deadlockswld be possible. E.g. task A transfers from acct#
100 to 200, B from 200 to 300, and C from 300 to 100. Each task grabs the "from" lock
and nov A waits for B which waits for C which waits for A: DEADLOCKThe
introduction oft r yl ock combined with releasing the first lock if the second can not be
obtained appears to seldeadlock.

However, the solution presented is not pably correct against LIVELOCK. Consider A
transfers from 100 to 200 and B from 200 to 100 and these operations commence
simultaneously A locks 100, B locks 200, A finds 200 locked, B finds 100 locked, A
releases 100, B releases 2@0locks 100, B locks 200, and so owhy did this happen?
Because the first requirement for protecting agaiwakk is a strict ordering of locks.

A quick look at the code appears to satisy this -- weyad lock "from" then "to" -- but in
reality which specific lock is associated with whidrigble varies from task to tasko

the locks are not actually ordered. While this is an unlikely situation, to protect against it,
we’'d dther have © introduce a "tie-breaker", e.g. after failing to obtain the second lock,
the task waits a random amount of time or an amount of time based on its unique PID.
Or we could strictly order the locks by checking the memory addresses of the from and to
variables, and alays locking the one with the lower address firshardless of whether

that is the from or the to.

Now, there is another subtle but serious probleaskTB runs periodically to provide a
report of the sum total of all accounts in the systdi@sk A runs from time-to-time to
transfer an amount from one account to the otl{ether tasks such as deposit and
withdrav are not shan) Clearly task B is read-only with respect to bad ance field,

while task A modifies it. Although the example abqrotects against gnone account
having the wrong balance as a result obtiwstances of task Averlapping, by acquiring
writer locks on both accounts before changing them, it does not correctly protect task B
against the problem ofconsistent views.

Suppose task B has just visited account 100 and incremented the grand total by the
balance in account 100lask B releases the reader lock on account 100. Then task A
comes along to transfer an amount from account 100 to accountTasis. A will find

both accounts unloekl because task B is done looking at #100 and thgatten to #105

yet. Theresult is that the amount being transferred will be counted twice by task B.

The reason for theailure is that when task B runs, it in fact requires a reader lock on the
entire data structure, not just the individual elements of it. Here &yaconserative

approach to this problem:
struct rwock totalize lock; // Assune initialized to unlocked

transfer(fromto, anount) /* Task A/
struct account *from *to;

{

if (frome=to) return -1; / *Nonsense operation*/
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rw wlock(&otalize | ock);
/* The totalize |lock witer lock serializes all updates */
/* Only one task at a tine can update anything. Therefore, */
/* we no | onger need to | ock individual records */
if (from >bal ance < anpunt)
{
rw unl ock(& otalize | ock);
return -1;
}
f rom >bal ance- =anount ;
t o- >bal ance+=anount ;
rw unl ock(&totalize | ock);

return 1,
}
totalize() /* Task B */
{ . .
int i,tot;
rw rdlock(&otalize | ock);
t ot =0;
for(i=0;i<n_acct;i++)
{/* W no | onger need read | ocks on individual accounts, since
the totalize lock will |ock everything */
t ot +=account s[i]. bal ance;
}
rw unl ock(& otalize | ock);
return tot;
}

Unfortunately while this approach peats the inconsistent weproblem, it suffers from
terrible performance. While the totalize task is running, all updates to the accounts are
locked out. Since the totalizer is a potentially long-running task, this could result in
unacceptable delays. Furthermore, only one update task at a time can run.

On database systems this problem of inconsistews\vieaddressed with a Multievsion
Concurreng Control (MVCC) approach, in which each reader igegia pivate and
consistent vier of the data until all write aatity has completed. While this approach is
very interesting, it is completely unsuitable for the synchronization problems found
within a kernel, because it relies on a single serializer process (the DBMS daemon
process) to arbitrate access and create this consistent Ve kernel does not ha the
benefit of this external arbiter.
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Seglocks

A possible solution ioptimistic synchronization, which makes the assumption that
most of the time there will be no conflict, and therefore the cost of fixing things when a
conflict does occur is more than outweighed by the saving®idirag excessie locking.

We will use a type of optimistic synchronization which is used in certain places in the
Linux kernel, where it is gen the nameseglock. A seqlock consists of a plain spinlock
mutex and an integer sequence number field, which is initialized fbh@ lock is similar

to reader/writer locks, in that different semantics avergio readers vs. writersA write
seqglock is mutually xclusive with other read or write seqlocks, and is blockiigut a

read seglock is "optimistic" and non-blocking.

A writer obtains a seqglock by first obtaining the spinlock mutex, and then atomically
incrementing the sequence counter by ofe. release the seqlock, the counter is
incremented once again, and then the misteeleased.

Therefore, if the sequence counter is odd, then the lock is held by a witerader
trying to obtain a read lock first examines the sequence counter (witlyosgianock or
other protection), saving a cppo a local register If the value read as odd, then the
reader vaits. Ifthe value iseen, the reader is able to enter its critical region and access
the data. (Thiswen/odd waiting in and of itself does not selhe entire problem.lt
merely &oids having the reader malan doviously wasteful incursion into the critical
region when it knaws that the writer is already there.) At the conclusion of the reader’
work, it examines the sequence counteiag If the number has changed, then a writer
has interloped, and the reader must try the entire processzafigain. Thisis the other
essential part of optimistic synchronization: the ability to reliably detect when the
optimism was unfounded, and the ability to harmlessly repeat the operation with hope for
a better outcome the next time.

In the previousxample, the reader is task B which is calculating the total balance, while
task A is a writer Let us re-write this using seqglocks. In the examplevhele have
introduced arl ELD function. Thisyields the CPU voluntarily to the schedulperhaps
allowing another ready task to run, but usliBLOCK, does not mee the calling task to

the SLEEPIng state, and does not require a complementary WAKEUP operation.

/* Seql ock schematic definition */
wite seql ock(struct seqlock *s)

{
spi n_| ock(&s- >l ock);
atom c_add(&s->count,1); [/ see text

}

write sequnlock(struct segl ock *s)

{

atom c_add(&s->count,1); [/ see text
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spi n_unl ock( &s- >l ock) ;
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}
read_seqbegi n(struct seql ock *s)
{
int a;
whil e ((a=s->count) %)
YIELD(); // Voluntary yield, see text
return a;
}
read_seqretry(struct seqlock *s,int orig)
{
return s->count != orig;
}
segl ock_t seql ock; /1 d obal |ock for whole system
transfer(fromto, anount) [* Task A/
struct account *from *to;
{
if (frome=to) return -1; / *Nonsense operation*/
write_seql ock(&seql ock);
for(;;) /* Deadl ock avoi dance */
{
rw w | ock(& rom >rw ock);
if (rw_try_wlock(& o->rw ock)) break
rw_unl ock( & rom >rw ock) ;
}
if (from >bal ance < anpunt)
{
rw_unl ock( & o->rw ock) ;
rw_unl ock( & rom >rw ock) ;
return -1;
}
f rom >bal ance- =anount ;
t o- >bal ance+=anount ;
rw_unl ock( & o->rw ock) ;
rw_unl ock( & rom >rw ock) ;
write_sequnl ock(&seql ock);
return 1,
}
totalize() [* Task B */
{
int i,tot;
int seq;
do {

t ot =0;
seqg=r ead_segbegi n( &seql ock);
for(i=0;i<n_acct;i++)

{

[lread first seq#
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rw rdl ock(&accounts[i].rw ock);
t ot +=account s[i]. bal ance;
rw_unl ock(&ccounts[i].rw ock);
}
} while (read_seqretry(&seql ock, seq)); //conpare to current seq#

return tot;

}

Seqglocks are useful in mamplaces in the Linux &rnel. Onestraightforvard example is
iterating the list of entries in a large directoihile we are iterating, a meentry could

be made, or an entry could be deleted, or an entry could be rensvieedhn’'t want to
lock out all directory update operations during what might be a long time to iteeate o
the entire directorybut at the same time we dénvant to miss an entryr declare that
we've found it only to hee it disappear or get renamed. Seglocks are perfect here.

Aside: the use @t omi ¢_add() may seem odd since the addition is being done under
protection of the spinldc Butread_seqbgin accesses the count field without a spikloc
The use of an atomicized ADD instruction (this svaled natively on X86,ut on other
architectures may equire additional locking) creates what is known as a memory barrier
which ensures that the effect of the add is seen simultaneously by all CPUs

Task Coordination

Our third major area of synchronization problems concerns coordination among tasks that
are dependent on each other to proceed. The classic example is the producer and
consumer connected via a FIFO. The consumer can not proceed until the producer puts
an element into the FIFOBut if the producer puts elements in faster thary ttan be
consumed, the producer has taitdor the consumer to drain the FIFO. There aversé
primitives that can be used for task coordinatiafte will look at two: semaphores and
condition variables.

Semaphores

Semaphores are a classic iA@sk synchronization mechanism first introduced by
Dijkstra in 1965. They are most useful in coordinating producer/consumer tasks or
wherever access to a fixed number of resources must be controlled.

A semaphore is a non-gdive integer The intger represents a count of the number of
"resources" aallable and is initialized with that numbeWhen the initial alue is 1, the
semaphore acts as a muteck.

We will define threeatomic operations:



ECE357:Computer Operating Systems Unit 6/pg 22 ©20F5Hmder

"P", which stands for "proberen tenagen”, Dutch for "try to decrease". The P
operation checks to see if the semaphore is pesitf it is not, the caller blocks.
Otherwise, the semaphore is decremented by 1. This check and decrement is
atomic. TheP goeration is also sometimes called "wait" or "down" or "dec".

"V", which stands for "erhogen"”, Dutch for "increase". The V operation
increments the semaphore by [f.the semaphore value is \wopositive, any
sleeping tasks arevakened. Vis also called "inc" , "up" or "post".

"TRY", which attempts the P operation, but if the semaphore is not v@psiti
returns immediately with a failure code.

In addition to the countea £maphore must contain somaynof recording which tasks
are blocking on it. The actual blocking and unblocking are not part of the semaphore per
se, but must be provided by the operating system.

/* A sinplistic coordination exanple using senmaphores to manage
* consunption of a "scarce resource"

*/

struct senmaphore oknmem

initialize()

{
}

sem i nit(&kmem 1024); /* W have 1024 "things" */

make_sormet hi ng()

{
sem wai t ( &okmnen) ;
/* allocate the thing */
return (thething);

}

destroy_sonet hi ng()

{
}

sem i nc( &knem ;

Condition Variables

Condition variables are used to suspend tasks which needittéowa specific condition
(aka eent) to occur before proceeding. When another task generategetiieiewakes
up ary tasks which are sleeping on the conditiariable. Anunderlying operating
system must provide sleep and wakeup prissti

Condition Variables and Semaphores accomplish similar things. GMstie ability to
test an arbitrarily compkeconditional expression, because the testing of the condition is
external to the mechanism itself. On the other hand, Semaphates lgilt-in counting
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feature, and can also be used as simple blockingxesutden the count is initialized to
1.

The condition variable facilities used in the example wedpe found in the POSIX
threads library and arevalable under Linux, Solaris and manther operating systems.
The Solaris kernel relies heavily on condition variables. The Linux kernel usely a v
similar facility called "wait queues”, which will be discussed in a subsequent unit, and
semaphores, which are discussedvabo

Condition Variable Operations

A condition variable is alays used in conjunction with a mutéock. Thefollowing
condition variable operations are provided:

 pthread _cond_wai t: Block the calling task on the condition variable (first
argument), which represents a specific conditionvenithe task wishes to wait foA
mutex is supplied as the secondgaiment. Thismutex must hae dready been obtained
prior to calling pthread _condai. The identity of the task calling

pt hread _cond_wai t is stored in the condition variable data structure, the supplied
mutex is released and the calling task is put to sleep atomic@hg task sleeps until it is
aw&kened by some other task callingpt hread cond_broadcast or

pt hread_cond_si gnal . Before returning control to the caller
pt hread _cond_wai t re-acquires the mute Schematicallywe @an epress this
primitive &s:

pt hr ead_cond_wai t (pt hread_cond_t *cp, pthread_mutex_t *nut)

{
ATOM CALLY {

note within *cp that we are interested
pt hr ead_nmut ex_unl ock( mut)
go to sleep

}

/* W& have been awakened */
pt hr ead_nut ex_| ock(mut);

}
 pthread cond_si gnal : Release at most one task blocked on the supplied

condition \ariable. Ifmore than one task is bloa#k on the condition variable, one is
picked (the POSIX definition does not define which one butymaplementations pick

the longest-witing.) If no tasks are blocked, this call has nde@f and is not
“remembered”. Shoulthe called under the protection of the mxufer the condition
variable, as discussed belo

* pt hread_cond_br oadcast : Release all tasks blocked on the supplied condition
variable. If there are no blocked tasks, this call has no effect and is not "remembered".
Should be called under the protection of the muter the condition variable, as
discussed belo.



ECE357:Computer Operating Systems Unit 6/pg 24 ©20F5Hmder

Producer/Consumer FIFO problem using condition variables

volatile struct fifo {
char buf [ BSI ZE] ;
int next_wite, next_read;
int itemcount;
pthread _cond_t full, enpty; /* Condition variables */

pt hread_nut ex_t mut ex; /* Comon mutex for fifo */
} fifo;
initialize(struct fifo *fifo)
{
fifo->mut ex=PTHREAD_MUTEX_I| NI Tl ALI ZER;
fifo->full =PTHREAD_COND_I NI Tl ALI ZER;
fifo->enpt y=PTHREAD_COND_I NI Tl ALI ZER;
fifo->next_write=0;
fifo->next_read=0;
fifo->item count=0;
}
producer(struct fifo *fifo,char c)
{
pt hread_nut ex_| ock( & i f 0- >rut ex) ;
while (fifo->item count>=BSI| ZE) [* Full */
pt hread _cond wait (& ifo->full, & ifo->nmutex);
fifo->buf[fifo->next_wite++]=c;
fifo->next_write%BSI ZE;
fifo->itemcount ++;
pt hread_cond_si gnal (&f i fo->enpty);
pt hr ead_mut ex_unl ock( &f i f o- >nut ex) ;
}

consumer (struct fifo *fifo)
{
char c;
pt hr ead_mut ex_| ock( &f i f o- >nut ex) ;
while (fifo->item count<=0) [* Enpty */
pt hread_cond_wait (&f i fo->enpty, & i fo->nutex);

c=fifo->buf[fifo->next_read++];
fifo->next_read%BSI ZE;
fifo->temcount--;
pt hread_cond_signal (& ifo->full);
pt hr ead_nmut ex_unl ock( &f i f o- >nut ex) ;
return c;
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When the condition variable is a simple counting expression, such as theXample
above, then condition variables and semaphores are virtuallyagaot. Butcondition
variables can also control more complicated booleguressions which do not opé¢his
count-up/count-down paradigm.

Some Golden Rules of Condition Variables

* The condition variable is not the condition. The condition is some boolean
expression which is tested separately.

* The condition must be re-tested. Return frompt hr ead_cond_wai t does not
guarantee that the condition iswdrue, because it isot atomic with respect to the
condition: between the time that the tastkes up and the time that it re-acquires the
mutex within pt hr ead_cond_wai t, another task might come along, acquire the
mutex, and perform an operation which causes the condition to become falae &g

the producer/consumer example, we see that the empty or full condition is tested with a
while loop.

» The mutex must be held while the condition is being tested. The condition test itself

is not necessarily atomic (e.g. the booleapression is made up of && or || clauses).
Furthermore, testing the condition and callimg hread cond wait are not
inhererently atomic.They must be made atomic through the use of the xu@onsider

the FIFO example abe without a mutg. Betweenthe time that, e.g., the consumer
finds the fifo empty in the while() test and the time it puts itself to sleep with
pthread _cond_wit a producer could come along, write a character (rendering the empty
condition false) and call pthread cond_sign&lince the consumer has not reached
cond_wait yet, the signal is lost and the consumer may sleepefordhis is known as

the lost wakeup problem. By protecting access with a mutex, the test and the sleep
effectively become atomic, pventing a lost wakeup.

* Hold the mutex when pt hr ead_cond_si gnal or cond_br oadcast is called.

If not, another thread may be testing the condition just as akeuwp arrves and would
therefore miss the wakeup and potentially wait\vere

» Use pt hread_cond_si gnal , only when at most onewaakened thread would be
able to proceed. Otherwise ysehr ead_cond_br oadcast to male wre all threads
which could possibly proceed are woken up.



