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Virtual Memory

We havestated that a UNIX process is a virtual computer in which a threaxeodteon
(virtual processor) runs within a pate virtual address spacén this unit, we will bgin

to explore the mechanisms by which this is implemented, both from a generiablardw
and a generic kernel standpoint, and with specific X86 examples.

All addresses used in a program &ndual addr esses Before being used to address
physical RAM, ROM, or memory-mapped I/O, virtual addresses teapslated to
physical addresses This translation is performeby hardware within the processor
known as thévlemory Management Unit (MMU).

DRAM

Virtual Addr Physical Addr
CPU = MMU Cache Addr —=| ROM
Decode

110

Since the operating system kernel has sole access to the sMdbldup tables, it has the
ability to completely control the weof memory a gren process can see.

The Page Table Entry (PTE)

Address translation is performed with the granularity page An address is dided

into two parts: Thepage number comprising the most significant bits, and thiéset,
comprising the least significant bits. Address translation operates onrtined page
number, replacing it with thephysical page number The ofset is passed through
unchanged. ypical page sizes are 2K, 4K and 8K. On the X86 32-bit and 64-bit
architectures a page size of 4K is used.

Another name for a physical page of memory gage frame because we can think of
physical pages as empty frames into which the actual meaningful content is placed from
time to time. We'll see that a geen page frame will hold mandifferent virtual page
images oer time.

As a first cut conceptual model, we can think of the Page Table as a monolithic array of
Page Table Entries (PTEs). The starting/pisal address of this array isvgn by a PU

register called generically the "BASE" ggster Then the page number portion of the
virtual address is the ingento this array that selects a specific PTE. Each PTE controls
the translation of one page of virtual memoiihe PTE contains the page number
portion of the translated physical address (the Page Frame Number of PFN), and the



ECE357:Computer Operating Systems Unit 5/pg 2 ©20ZFHHHKner

several bitwise flags, which are illustratednceptuallybelow:

31 Virtual Page Number Offset 0
Virtual Address: 0111 0000 1011 1111 0101 1111 0000 0111
1B e
55283 8¢ -
NI Physical Page Number (PFN) N
N
&
Page Table Entry N
O° o
Q\
11101111111 0100 0000 11111010011
31 0

Physical Address 0100 0000 1111 1010 0111111 0000 0111

» Present bit If set, this virtual page is resident (maps to ggdal page frame gen
by the PFN field) and the rest of the bits of the PTE are al#b. \f the Present
bit is clear there is no pysical page frame allocated to this virtual address.
attempt to access this non-present page results PageaFault. As we will see,
this is not necessarily a bad thing.

» Protection bits. Determines what type of accesses are allowed to this page: read,
write, execute. Anattempt to perform a disallowed access resultsprotection
fault. (Not all hardvare maintains all three of these protection bits. E.g. the x86
architecture prior to Pentium-4 had onlyotVevds of access control: readonly and
readwrite, and did not distinguish between protection faults and page faults.)

* Dirty bit : Set by hardware when a page is writtervia this PTE. Cleared by the
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kernel when the page has been synced to backing storage.

» Accessed bit Set by hardwre when a page is accessed (read, writexaauée) via
this PTE. Cleared by the kernel while aging (scanning) page frames for re-use.

» User/Supewisor Bit: When set, this page can be accessed while the processor is in
user mode. If cleathe processor must be in Supervisor (akarrikl") mode to
access the page. An attempt to access a Supervisor page while in user mode will
create a page/protectioault. Thisallows kernel memory to be mapped into the
virtual address space of a process and be visible only when the process enters the
kernel. TheLinux X86 architecture uses the User/Supervisor Bit approadh, b
other architectures switch to a different set of page tables upon entry &rileé k
(Note 1: recent security vulnerabilities in X86opessos uch as Pecte and
Meltdown have led to a dgrent stategy whee pages tables ae svapped on entry
to the lernel. Note2: Many achitectures povide for moe than just two levels of
access control, e.g86 piovides 4 levels or "rings)"

Virtual Page Number

Page Table

MMU "BASE" Register PA [ ] o

PTE

Another way we can diagram address translation is to represent a virtual address space of
a rocess as a box, with a series of arrows showing the mappingeofwitual pages to

page frames. The presence of thewarnmplies the existence of a PTE with a P bit set

and a valid PFN.Above the arreav we can write additional flag bits as needed. In the
example on page 2, we see a translation of virtual page 70BF5 (spanning virtual
addresses 70BF6000-70BF6FFF) to a page frame with the Present, Read, \&ti¢g EX

and Access bits of the PTE set to 1.
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VA Space, PID 123

Page Frame

70BF6000 —rwx-a
\

R Note: sometimes we
will omit some of these
bits if they are not relevant
to the discussion. The
arrow from VA to PF implies
the Present status of the PTE!

Page Faults and Demand Paging

We'll see that page (or protection) faults are not necessarily indicati program
misbehaviar In fact, thg are quite integral to the normal operation of the systé\i!
modern kernels usBemand Raging where plysical memory is not actually allocated
until it is "demanded" as a result of a pagelf. Whena page or protectionalult occurs,

as with ag instruction fault, control jumps to the kernel and at the same timidega

level is raised to supervisor mode. The kernel normally "resolves"” the page fault, e.g. by
allocating a pisical page frame and creating a PTE, and then returns back to user mode.
As with ary fault, the faulted instruction is then retrieldow that a valid PTE is present

for the previously faulted virtual address, normeadcgition in user mode will resume.

Multi-Le vel Page Tables

Conceptually as epicted abwe, the virtual page number is an inxdeto an array of
Page Table Entries (PTEs), located at a specific physical address. Therevera se
problems which preent this from being a realistic implementation.

Let us consider a 32-bit architecture with 4K pages, therefore the page numbers are 20
bits long and there are 2°20 possible page numbers. If each PTE is 32 bits long, then
each page tableauld consume 4MB. Although this might seenelik snall amount of
memory remember that each process on the system has its own pageAadylstem
with 100 processes would therefore be wasting a large amount of memory on page tables.

The problem isen more seere on 64-bit machines which vea hrmger virtual address
space. Egn if only 48 bits of the address space are recognized, with a 4K page, there
would be 2°36 PTEs (each PTE must be 64 bits to handle the longer addresses)
consuming 2°39, or 512GB, of physical memory per process!
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The problem of large page tables is addressed mitli-level page tables. On modern
computer architectures, 2-, 3- or 4depaging structures are the norr:level or 3-level
structures are typical for 32 bit machines, while 64 bit virtual addresses mandete 4-le
structures to achie any knd of memory diciency. Multi-level tables will tale up far

less memory than the conceptual singlei¢éable, because in fact most virtual address
spaces are quite sparse.

Page tables are in fefct a data structure, kept in physical memdriie layout of this data
structure is mandated by the processor architecture. dimelkhas been compiled with
architecture-specific code that understands the layout of the page tables and can
manipulate and manage thefVe'll now examine tvo ecific examples.

X86-32, 2-level page structure

On the X86 32 bit system, the page table isvetiith the page number split 10/10 bits.
The %cr3 special control register in the CPlegithe 32-bit physical memory address of
the start of the top-lel table. Modifyingthis register changes the entire virtual address
space, therefore it can only be modified when the CPU is in Supervisor mbdd!inux
kernel calls this the &ye Global Directory (PGD). The PGD is an array of 1024 entries,
each 32 bits long, and each entry (known as a PBge Pirectory Entry) is in the same
format as a Page Table Entry (PTEJowever, the Rage Frame Number (PFN) field of
the PDE is a pointer to the nexvéeof the 2-level structure. EaciPGD entry represents
2722 (4MB) of virtual address space.

We =e that the PGD consumes 4096 bytes, or ogsigdl page. The nextvel, the
Page Table (PT), contains 1024 PTE (Pagbl& Entries) each 32 bits (4 bytes) long, thus
each PT also fits within a 4K pag&he virtual address space and the physical address
space are both 32 bits, or 4GB.
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31 22 21 12 11
VA Offset
10 10
PGD
(1024 entries)

[z ||

PDE

PEN | Flag PT instance

(1024 entries)

PTE

PFEN | Flags

X86-64, 4-level page structure

Under the X86 64 bit architecture, registers are 64 bits wiflgual addresses haver

are actually only 48 bits wide, and are sigteaded into the remaining 16 bit3his
makes addressing somewhat confusing. Eajidvaddresses jump from 0x0000 7FFF
FFFF FFFF to OxFFFF 8000 0000 0000 (spaces inserted for clarity). Thereforen a gi
virtual address space is limited to "only" 256TB. This point at which the addresses
become "ngaive' is the dividing line in the Linux x86-64 kernel between user and
kernel virtual memory (see beld. Thelntel X86-64 architecture supports up to 52 bits

(a 40-bit PFN) of pisical addressing which

is 4PB, although contemporary
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implementations use a much smaller physical address bus size.

Page size continues to be 4K to retain compatibility with older cdderefore we hae
48-12 = 36 bits remaining as a virtual page num@éis is split @enly into four levels
(9/9/9/9). EachPTE must be 64 bits wide since 32 bits would not be enough room to
encode the 40-bit PFN. Therefore within one 4K table we get 279=512 entries.

The %cr3 register (mo 64 dts wide) points to the PGD, as with the 32-bit architecture.
Entries in the PGD ge the PFNs pointing to instances of the nexellewhich is called

Page Upper Directory (PUD). The PUD in turn contains PFN pointers to instances of
Page Middle Directories (PMD), which finally contain the pointers to thgePRbles
which contain the PTEs.

Each entry of the PGD in 64 bit modewnceferences 2°39=512 GB of address space.
Each PUD entry references 2°30=1GB, each PMD entry 2°21=2MB and finally each PTE
2712=4KB.



ECE357:Computer Operating Systems Unit 5/pg 8 ©20ZFHHHKner

63 48 47 39 38 30 29 21 20 12 11 0
VA XXXXX
sign—extend Offset
bit 47
9 9 9 9
PGD
(512 entries)
%cr3
PDE
PFN | Flags PUD instance

(512 entries)

PDE PMD instance

PEN ‘Flags (512 entries)
[

PDE

PT instance

L—{ PFN [Flags (512 entries)
\

PTE

—= PFN |Flags

Address space layout, 32 and 64 bit Linux

The Linux kernel resees a portion of the virtual address space for itS@l€l1 see in
subsequent units that while each user-mode process hasta pitual address space,

the kernel works inside a shared kernel virtual address space. Therefore, the complete
virtual address space is notagable for user-mode use. In the 32-bit environment, the
kernel reserves 1GB, leaving 3GB for user mottethe 64-bit model, the dividing line is
where bit 47 of the virtual address flips from 0 to 1, so user modeeandl knode each

get 128TB. This is illustrated below:
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32 Bit 64 Bit
00000000 00000000 00000000
128TB
3GB USER
USER
00007FFF FFFFFFFF
FFFF8000 00000000
KERNEL
C0000000 128TB
KERNEL 1GB
FEFFFEFF FFFFFFFF FFFFFFFF

Sparse and Shared Multi-Level Page Tables

It is possible for entries indge Directory tables (PGD/PUD/PMD) to contain "NULL
pointers". Thigneans that the entire contiguous range of virtual addresses corresponding
to that entry is not mapped-his "NULL" pointer is implemented by having the Present

bit of the entry set to OWheneer such a NULL pointer is encountered during the
traversal of the multi-leel page table structure, it causesay® Fault, the same as if the
Present bit of the PTE were 0.

The Linux kernel uses this advantageously in performing "just in time" page table
allocations. Allprocesses get allocated an individual PGHowever, the lover-level

tables hanging 6fthe PGD entries are not allocated until the corresponding areas of
virtual memory are created (or grown) AND a page fault happens (see more agder P
Fault Resolution). Therefore, areas of virtual memory which are not used (these can be
quite large, especially with a 64-bit system) do not consume additional resources. This is
analogous to sparse file allocation (see unit #2).

It is also possible for agin Page Table or PUD or PMD to be pointed at by more than
one PGD. The Linuxérnel uses this trick so it can create just one instance of the multi-
level page table structure for the shared kernel mepani allov all processes to share
that. Inthe illustration belw, 456 and 789 are twtasks (threads) that are within the
same process address spadée dso see the sharing okknel mode page tableddte:

this is changed somewhat due to recent security concerns, see appendix
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mm_struct PGD PUD PMD PT
/ pte
pgd
FFFF8000 0000000 \
mm_struct PGD PUD PMD PT
/ pte
pgd
FFFF8000 00000004
PUD PMD PT

Kernel's page
tables. Generally
never paged out.

pte

Tr anslations Cache & Context Switch

Page table entries reside in main memaiyd thus consume twimportant resources:

The memory needed to store the page tables and the time required to perform
translations. W haveseen has multi-level page tables address the former concérne

latter is extremely significant too, since a translation must be performeggmeemory
access. Ithe MMU worked literally as described thuarffor a 2-level page table, 2
additional memory accesses would be required Yeryeaccess attempted, i.e. memory
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performance would be reduced to one thiFdr a 4level table, it would be reduced to
one fifth! Therefore, a cache, often called thedress Translation Cache (AC) or
Translation Lookaside Buffer (TLB), is used to speed translations.

Like any cache, the ATC/TLB is a content-addressable memdrykey (or "tag") is
presented, and either the stoxetlie is accessed (dit "), or the ley is not found in the
cache (Iniss’). Recallthat the address translation process takes the page number portion
of a virtual address and returns a page table .eiitngrefore, the dy in this case is the
virtual address being translated (or more correttly page number portion of thé\/

and the value accessed is the PTE.

For every virtual memory access, the ATC/TLB is searched to see if a valid, cached PTE
exists for the referenced virtual page numbiéso, the translation is performed using the
cached page table entrtherwise, hardware "walks" the page table structure and loads
the correct translation, keeping it cached for possible future re-use. The cache is of finite
(and typically rather small) size, so the insertion ofva ceched translation into thel®
generally eradicates an older cache entry toennadm.

A context switchis when the kernel changes from one process to another which implies
a change in both the task and the address space. (in conti@st, |witch, at least in the

Linux kernel, could be a change from one thread to another while staying in the same
address space)lo perform a context switch on X86, the kernel simply modifies the %cr3
register with the physical address of the PGD representing theproezess. Haovever,

this creates a problem with the TLB, since the cached virtual address mappings are no
longer valid in the ng virtual address space.

The simple solution is, when the page talheSE register (%cr3) is changed, meaning a
switch to a different address space, the CPU hamelwvalidates (flushes) all TLB
entries, except those where the cached PTE has a special G (Global) flages#t not
present this G figin the conceptual model earlier in this Unithe Linux kernel creates

the PTEs for the sharedeinel virtual address space soythal have the G flag.
Therefore, when making a context switch, while the user-mode PTEs get flushed, all of
the kernel-mode PTEs can remain in the TLB. This is a big performance I&idkt.

when context switching from one process to angilieran expect TLB misses since the
user-mode PTEs arevee Global.

A better solution is to associate a unique integer ID with each virtual address space, and
augment the &y (ag) of the ATC/TLB cache so that itwaonsists of both the virtual

page number AND the contenumber Different architectures call this different things:
context number, Address Space IDProcess Context ID these all mean the same
thing. Thismagic number is also stored in a CPUister and is changed at the same

time as the BASE address of the page tables.

Most recent X86-64 processorsvhaa FCID feature, and the PCID is a 12-bit number
We dbsene that since page tables and page directories must be page-aligned, the least
significant 12 bits of the physical address of the PGD mwusiyalbe 0. Therefore, there
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is extra room in the CR3 register to pack in the PCID, in addition to the (page number
portion of) the physical address of the PGD.

Another complication arises when the kernel has to change the PTE mappingviar a gi
virtual page, e.g. an area of memory is being un-mapped, or changed from readonly to
readwrite. Ifthe PTE is cached in the TLB it must begrd. Onolder versions of the

X86 processors, it was necessary to flush the entire TLB, but modern versians allo
specific entries to be flushed individually with a special (supervisor mode) instruction
calledINVLPG.

Even more fun with TLB flushing comes on multiprocessor systems and especially multi-
threaded programs, because each processor maintains its own TLB. It could be that tw
or more physical processors akeaiting threads in the same address space (prodéss).
the address space is changed in a way that woublidate TLB entries, the other
processors need to be alerted sg tten flush their corresponding entries. This alert
takes place via the inter-processor interrupt (IP1) mechanism.

The TLB tends to be pretty small, on the order of 16 to 256 total entlibs
corresponds to 64K to 2MB worth of address space that is being cached, and so is
comparable to the performance of the L1 cache for the actual contents of memory
Because the TLB is small, performance is greatly imggtavhen memory accesses are
clustered so that, other than the first accesy,"thé' the TLB cache. The kernel tries to
optimize its internal data structures layout so as to keep frequently accessed data together
within the same page. Thus the choice of memory address allocation withiartte k

can hae a pofound impact on performance.

The figure belev depicts the flav of address on a generic system with an MMU and a
TLB, having the context number feature.
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Aside: The X86 is a CISC (Comylmstruction Set) ahitecture in which the hadware
handles all aspects of ATC/TLB operations, including "walking" tiye febles to load a
PTE, and the eviction sttegy for old TLB entries. On some RISC (Reduced Instruction
Set) achitectures, TLB/ATC margement is handled by thetknel. ATLB miss causes a
fault to be mised, and the kernel must determine the PTE and manually load it into the
ATC/TLB.

The UNIX user-level memory model

We haveseen in Unit 3 that the virtual address space of a process consists of a number of
regions. Thesénclude:

» text regon: holds the xecutable code

« data region: initialized global variables

* bss region: uninitialized (O-filled) global variables including dynamically-allocated
variables. Theending address of this region is known ashiheak address and can be
gueried or set with therk or sbrk system call.The break address may turn out to not
fall on a page boundaryn which case the bssg®en really extends to the next page
boundary beyond the break address. The standard C library funait ultimately
usesbrk to request additional bss memory from thernel. Anothername for the
dynamically allocated part of the bss region istibap Typically, the static part of the

bss rgion (corresponding to the declared variables) is the first part (lower memory
addresses), and the heap is contiguous with it.

* stack region: function call stack and locariables. With multi-threaded processes,
each thread has its own stack. Stack regionse Hae unusual property that the
automatically grw (in the direction in which stacks usually gkaowards lov memory
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addresses on most architectures) without an explicit system call.
 dynamically-linked libraries code

* initialized global variables for dynamically-linked libraries

« uninitialized global variables for dynamically-linked libraries

» shared memory being used for inter-process communication

* memory-mapped files

We will now see that from the drnel's gandpoint, these memory region namegehia
particular significance. The kernel views a virtual address space as a list of regions, each
of which has associated with it:

* The starting virtual address of the regiom@ls aligned to a page boundary)

» The length of the gion (a multiple of the page size), or eglently the ending virtual
address of the region.

* Bitwise flags which describe properties of the region such as the protections,amtthe f
that the region automatically growsvards lov memory

» Backing store: If the memory region is backed by a node in the filesystem, then this
mapping is described by device#/inode# arigedf Otherwisethe region isnonymous

and has no corresponding file.

Tracking the Address Space in the Linux Kernel

As depicted in the diagram later in this unit, etadk_struct in the kernel contains

a pointer to astruct mm_struct which represents an entire virtual address space
(think of "mm" as "memory map"). One of the yaglements ofmm_struct is pgd,

the address of the PGD. There is also the head of edlilt of memory regions, which

are kept in ascending order of starting virtual address, and each of which is described by

astruct vm_area_struct
struct mm_struct {
struct vm_area_struct *mmap; /* Head of linked list of regions */

void *pgd; /* Addr of PGD */

struct list_head mmlist; /* Linkage to all mm_structs in system */
int _file_rss,_anon_rss; [* Current Resident Set Sizes */

int total_vm; [* Total VM size, in pages */

int hiwater_rss; /* High water mark of RSS usage */
int hiwater_vm; /* High water mark of total VM size */

[* There’s plenty more to this structure that we're skipping */

I3

struct vm_area_struct {

struct mm_struct *vm_mm; /* Pointer back to address space */
struct vm_area_struct *vm_next; /* Linked list pointer */

void *vm_start; [* Start (virt) address of this region */
void *vm_end; /* End address + 1 */

unsigned long vm_flags; * VM_XXX flags */

pgprot_t vm_page_prot; /* PTE flags (see text about COW ) */

struct file *vm_file; /* Mapped file, or NULL */
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unsigned long vm_ pgoff; [* Offset (#pages) into mapped file */
/* And there is more to this structure to be seen later */

h

/* Explanation of vm_flags (bitwise combinations )

VM_READ Read permission

VM_WRITE Write  permission

VM_EXEC Execute permission

VM_SHARED Region may be shared among multiple processes

VM_GROWSDOWN Regioautomatically grows towards lower addresses
VM_EXECUTABLE Region maps to an executable file

VM_LOCKED Region should be locked in memory and never swapped out
VM_IO Special  region for memory-mapped 1/O
VM_DONTCOPY Discard this region when forking instead of copying

VM_DONTEXPAND Disallow expansion of region with mremap
VM_DENYWRITE Disallow over-write of active text pages
VM_DONTDUMP Don't include this region in core dump
*/

Establishing a new region with mmap

void *mmap(void *addr, size_t len, int prot, int flags,
int file_descriptor, off_t offset)

The mmap(2) system call causes the specified file which has already been opened with
file_descriptor to be mapped into the processtdress space, creating awne
region. It can also be used to create avn@nonymous memory region; these tw
choices are mutuallyxelusve. The first address of the mapped region will correspond to
the specifiedoffset in the file, which must be a multiple of the page size, for the
specified lengthen . The virtual address at which to map thgreent can be specified
explicitly asaddr , but usually it is left to the kernel to choose by passing NULL.

prot is a bitwise flag combination which can include the bitsOPRREAD,
PROT_WRITE or PROT_EXEC. Thesalefine the permissible types of memory accesses
within the rgion. Whenmapping the region to a file, the requested memory access type
must agree with the mode in which the filasropen. E.g. RRT_WRITE will not be
allowed if the file descriptor was opened with O_ RDA@NL

flags is a bitwise flag which can contain, among others:

* MAP_SHARED: Writeoperations to mapped region change the contents of the file.

* MAP_PRNATE: Mutually eclusve with MAP_SHARED: Write operations to the
mapped region do not change the contents of the file.

* MAP_DENYWRITE: Setting it will preent write access to the mapped file using the
traditional write system call. See discussion at end of this section. While the Linux
kernel currently preents programs from setting this flag with the mmap system call, it is
used internally by the kernel to protegeeutable files.
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* MAP_GROWSDOWN: The region should la the property that it automagically
grows tavards lov memory i.e. it is intended to be a stack region.

* MAP_ANONYMOUS: A nav, anhorymous rgion is being requested.The
file_descriptor and offset parameters are ignored.

Please read the man pages for mmap to obtain more complete information.

mmap within the kernel

The efect of the mmap call inside the kernel is to allocateva vi@_area_struct

and to insert it into the singly-linked, ordered list of such memory regions that is hanging
off themm_struct . Thevm_flags field is initialized based on thags andprot
aguments to the system callE.g. PROT_READ maps to VM_READ,
MAP_GROWSDOWN maps to VM_GRWSDOWN. If MAP_ANONYMOUS was
specified, therm_file is set to NULL, otherwise it points to tlstruct file (in

kernel memory) that the file descriptor was referenciBgcause the reference count
(f_count )isincremented, the process may close the file descriptor after mmap, and the
kernel "hangs on" to the open file instanaen_pgoff is set to theoffset argument,
except the latter is specified in bytes, and d#id by 4096 (on X86 architecture) to
arrive & vm_pgoff in pages.Accordingly, it is an eror to specify an offset which is not
page-aligned.

Shared vs Prvate Mappings

When MAP_SHARED is specified (egmaient to VM_SHARED in kernel), writing to
the memory region is immediately and transparently visible to thisyoother process
through the traditional system calls suchreed . Likewise, aly changes to the file, e.g.
throughwrite , are immediately visible through the mapped region.

When the mapping is MAP_PRAYE, Copy on Write (see below) happens. Upon the
first memory write access to a page in a MAP_PIE regon, the association between
that virtual page and the file is besk Thuswrites to a MAP_PRIXTE regon do NOT
cause the associated file to be modifié¢hat about if the file is modified after the mmap
association is made, but prior to the corresponding region in memory beingRe@&1X
says this is unspecified beia. Because of the ay Linux manages MAP_PRATE
regions (via the copy-on-write method), the filewiand the memory vie will remain
the same for a gen page-aligned chunk, until that page in memory is written3ee
also discussion of MAP_DENYWRITE.

Pages in a MAP_PRIXTE aea, once thehave been written topecome anonymous
pages, because the association of that particular virtual page with that particular area of
the mapped file has been beok Thereforeif they need to be paged-out, thare sent to

swap (see later this unit); thean not be paged-out to the original file.
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File size not multiple of page size, file truncation, atime/mtime

The mapped region mayxtend beyond the current end of the file. This could happen
either because thien parameter specified is larger than the file, or because after the
mapping has been established, the file size is reduced (e.g. throughnitete

system call). If the process attempts to access memory which corresponds tggndt be
the current end of file, but not beyond a page size bountanl see bytes with aalue

of 0. However, when the process tries to go further out, beyond the page boueadsry
though the memory address is within the bounds of the mapgied réhe kernel will be
unable to satisfy the page fault, because the backing store doasshot the filesystem.
Under this condition, the kernel must defia SIGBUS to the process.

Read and write access via a file-mapped region will set the inode atime and mtime fields
appropriatelybut not necessarily instantaneoudty reasons which should become clear
later in this unit when we look at the PFRA.

Remapping, Unmapping

The munmapsystem call destroys a memory region anglassociated mapping to a file.
Themremap system call is used to malan &isting memory region lger or smalleror

to move it to another virtual addressmprotect can change the protections (R/W/X)
associated with a region (but thosevn@otections must be consistent withmhthe file
descriptor was open in the case of file-mappgtns). Thereader is encouraged to read
the man pages for these system calls carefiligw these system calls manipulate the
vm_area_struct s should be obvious.

Exec and virtual memory

During the &ec system call, a neg address space is initialized and the existing address
space of a process is freed. The page tables thesssmle freed and wphysical pages
that the process had mapped are placed on the fredt listas if the process had called
munmapfor each of its regions.

The basis of the initialization of theweddress space is the filename passed toxbe e
system call. This refers to arxeeutable file in one of the binaryxezutable formats
which that operating system and processor type xecute. Thefirst few bytes of the
file determines thexecutable format, and are known as thagic number. We have
seen that the a.out file contains the texjiae image, the data region initial image
(variable initializers), and the initial requested size of the bss region.

In Unit 3, a highly conceptual model was presented of icew pogram is loaded into
memory during xec. Now that we understand mappings between files and virtual
memory we @n tale a nore refined look and see thateeutable "loading” is really the
establishment of a number of mmap regions.
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» The text region is created as if the process had used mmap to create a mapping to the
area in the a.out file holding thextemage. The protections of the text region are
PROT_READ|PROT_EXEC. Theflags are MAP_PRINTE|MAP_DENYWRITE. Note

that since page frames arevereallocated to virtual address spaces until an actual access
occurs, the very first thing which thewgrogram does, upon attempting to fetch its
initial opcode from memory andxecute it, is to cause a pagauft! The program is
demand-paged in from the a.out file as needed.

» The data region is created as if by mmap with MAP_RPRB{MAP_DENYWRITE.

The mapping is to the area of the a.out file which contains the .data section (image of
initializer values). Theprotections are RBT_READ|PROT_WRITE. Becausethe
mapping is MAP_PRIXTE, the program "sees" the correct initializers whely the

first accessed, but writes to those variables tdcauise the unpleasant consequence of
modifying the a.out file.

 The bss region is created, with the size requested in the a.out ,header
MAP_ANONYMOUS|MAP_PRIMTE mapping, with PRT_READ|PROT_WRITE
protections. Ast is accessed, the kernel will allocate page frames, zero-filling them first.
As a MAP_ANONYMOUS region, the bss will be backed by swap space.

» The stack region is created with a small initial size and with the
MAP_ANONYMOUS|MAP_PRNMTE|MAP_GROWSDOWN properties. The
protections are RBT_READ|PROT_WRITE. Thestack region will be grown as it is
accessed, as describedvyoesly, with nev page frames being zero-filled. The stack is
also backed by swap space.

In the example belg a rew pogram has been set up byee with a text region of 2
pages, data region 1 page long, and an initial bss region of 3 pages.
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a.out file Process VA Space

text start/sz
HEADER data start/sz
AREA  Dbss start/sz
exec_addr

PROT_READ|PROT_EXEC
MAP_PRIVATE|MAP_DENYWRITE

L_text ____

,,,,,,,,,, PROT_READ|PROT_WRITE

aligned on data MAP_PRIVATE|MAP_DENYWRITE
4K boundary

PROT_READ|PROT_WRITE
MAP_ANONYMOUS|MAP_PRIVATE

.data

brk address
(end of heap)

PROT_READ|PROT_WRITE
stack MAP_ANONYMOUS|MAP_GROWSDOW!
MAP_PRIVATE

Why the MAP_DENYWRITE flag?

Both text and data regions are mapped with the MAP_DENYWRITE flag set. The reason
for this is the following situationiet’'s say a program is running from a particular a.out
file, and then someone comes along and re-writes ttemutable (e.g. it is being
recompiled or reinstalled)However, the running program is still mapped to the file, so
what gets paged-in would be a mixture of the original contents of the file andwée ne
contents. Clearlyhis won’t work...it amounts to a corruption of the underlying program.
The DENYWRITE flag will prgent ary kind of write access to thexecutable file,
including truncation. It will fail with the errdETXTBUSY Howeve, one can unlink or
rename the»ecuting a.out file, and install a weversion with the same name. Since the
mapping is based on inode numbeot pathname, the currently running process (or
processes) will continue to use the okdautable, while aynew exec’s would reference
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the nev executable (since theevaluate a pathname, as if bpen). Thisallows software
to be updated, while not requiring programs currently running the older version to exit.

Those responsible for the \dopment of the Linux &rnel remoed
MAP_DENYWRITE from the list of flags that can be specified by the mmap system call
(the flag is accepted but silently ignored)he reasoning went l&tis: User A which

has read-only access to a file F could establish a read-only mmap mapping with
DENYWRITE, even though thg do not have write permission on.FThis can create a
denial-of-service attack, in that another user B, who does \wate permission, wuld

now be pevented from writing to the file. When thestnel sets up a meaddress space
during ec, it is using internal versions of mmap, and is thus not actually using the flag
MAP_DENYWRITE, but is specifying VM_DENYWRITE directly.

fork & clone interactions with Virtual Memory

We haveseen that théork system call is really a special case ofdlmne system call

(on Linux) with theclone_flags set to all-zero. When theLONE_VMlone flag is
present, the child task will share all aspects of the virtual address space with the parent.
This is accomplished within thesknel by having thennfield of thetask_struct of

the child simply be copied from that of the parent, so both tasks are pointing to and thus
sharing the samem_struct . This also means that there is one PGD for parent and
child. Any system call affecting the virtual memory regionsn(_ area_struct  s) in

the child has the same effect on the child and vice-versa.

However, in fork , the CLONE_VMs 0. This implies a deep cgmf the struct
mm_struct in the parent to form the memory map of the child. This means that each
vm_area_struct iIs copied, forming a me linked list attached to the we
mm_struct of the child. The page tables are also deep-copied. The child gets a ne
PGD which is a copof the parent’'s, and §nPUD, PMD and PTs are also recwaly
deep-copied. EacRTE in the parent is thus duplicated to the child, and if the page in
guestion is Present, the reference count in the correspostiing page (we'll

cover this data structure shortly) is also incremented.

Regions that are writable and MAP_PRVME (e.g. the data, bss and stacffioas of agy
process) are set up foopy-on-write. This is described further in the section with that
name.

The kernel also, when making copies of the page tables for the child, clears the PTE
A(ccessed) bits in the child PTEMIy. The parent is untdcted. Thisis because that
virtual page in the child has not actually been accessed yet. The child is about to come to
life and none of its virtual pages has been accessed!

The Page Frame Pool
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Now that we hae made an initial exploration of mothe kernel manages the virtual
address space of processessléke a bok from the standpoint of physical memory
We'll then put it together and discuss the mechanisms for paging-in and paging-out.

A computer system has a certain amount of physical RAM. Some of that is taken up
statically by the kernel, i.e. kernel text, data and bss. Some is consumed at all times by
system control structures that must exist at a certain physical address, such as the
Interrupt Descriptor dble. Therare additional dynamic demands for physical memory:

» Dynamically allocated dérnel data structures, e.g. the task_struct, kernel-mode stacks,
in-core inodes and directory entries, pending signals, loadable kernel modules, and shared
kernel/hardware data structures such as page tables.

» User process address spadéeve seen that this can be broken down into gnoous
regions, which are not persistent, and file-mapped regions where resident pages
correspond to specific portions of specific, persistent files.

* 1/O huffers. Insome cases the I/Qutfer corresponds to a portion of a file, but in other
cases (e.g. network packet buffers) it does not.

* Filesystem block cached=ilesystems sometimes need to cache disk blocks which are
not the actual contents of avgn file, e.g. directory entries.

The demand for page frames ebbs and flows throughout the life of the system. At certain
times, there may be abdant page frames which are empty and uncommitted, and
therefore wailable for immediate allocation. At other times, the page frame pool may be
depleted, causing pressure for page frames to be freed up to satiségmand. The
kernel, through the &e Frame Reclamation Algorithm (PFRAWways tries to keep a
reasonable number of free page frames, so that an allocation request dasb arot f
encounter excesa celay We'll study the PFRA shortly.

We will now consider hw page frames are allocated by kernel routines, amdthose
page frames may be subdivided for efficient allocation of smaller objects.

Page Descriptor Table

The kernel maintains a single, contiguous arraypagde descriptorstructures, each of

which represents one page frame:
struct page {

unsigned long flags; /* bitwise flags */
atomic_t _count; [* transient usage counter */
atomic_t _mapcount; /* how many PTE mappings to this page */
[* This is a GCC compiler extension known as a blind union */
union {
unsigned long private; // buddy order, et al
struct address_space *mapping; /I reverse mapping
I3
pgoff_t index; /* offset of page within mapping*/

struct list_head Iru; [* freelactive lists */
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void *virtual; /* kernel virt address */
2
The page descriptor table, calletem_map(another term often used in UNIXeknels
other than Linux is "core map") consumes a small amount of memahead.
Specifically on a 2-bit system, eacstruct page Is 32 bytes long, so theverhead is
32/4096 or 0.7%. The page frame number is implicit by thexiofiehe page descriptor
within themem_magarray Thevirtual field is used when a page needs to be mapped
into kernel address space, and stores its (temporary) virtual address.

A given page frame is eithemapped (there is at least one PTE in somebesdyitual
memory area, including thesknels, that points to it) or it iffee. To savespace, some
fields of thestruct page are werloaded with mutually »xclusve \values. Br
example, the blind unioprivate / mapping contains either information about the
free page or information about thevesse mapping if it is mappedThe _mapcount

field will be O if the page is free and >0 if the page is mapped sbere. The
confusingly named count field is a temporary usage counter that is incremented when
certain memory management routines are doing something with that page, and is used as
a form of locking to preent pages from disappearing while kernel code is playing with
them. Theflags field contains bitwise flags of the forPG_xxxx which encode
various status alues. Br example, th&G_locked flag is set when an 1/O operation is

in progress on that pag&he usage of the other fields in thieuct page will be
discussed during the rest of this unit.

Address space release (munmap)

When avm_area is destroyed via the munmap operation, the kernel visits the page
tables which are spanned by thajiom. For ary PRESENT PTE, the PFN gets us to the
struct page.The mapcount is decremented. If this as the last mapping to the page
and the count is mo0, the page is meaed to the free list. This process is recwesi If an

entire page table worth of PTEsvied®een freed up, the page table itself can be returned
to the page frame pooFinally when the entire process address space is free, the PGD is
freed.

If any PTEs indicate that this & an anonymous page that had been swapped out, the
kernel updates itswap mapdecrementing the reference count on that swap $liten

the reference count is 0, the swap slot is free to be re-used. (See later secagmgn P
Out)

The address space is also released upon process terminatierit(viar via a signal),
and when a rve address space is going to be set up as paket . In these cases, the
kernel calls an internalersion of munmap for each vm_area_struct in that pracess’
address space. Therefore it isr@renecessary for user code to explicitly free memory
prior to program exit orxec!
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Page Allocator -- Buddy System

The basic kernel page frame allocator is based on asking for one or more contiguous
pages. Althougimost of the time kernel routines are asking for just one page, sometimes
the kernel needs a ratherdarhuffer which spans manpages, e.g. when setting up a
Direct Memory Access transfer to/from an 1/0O device.

In general, memory allocation routines (enplloc() in user mode) are faced with a
tradeof between space ffiency and time eficiency. If there is a request for say 7
contiguous "units" of memoryt is desirable in terms of spacefiefengy to satisfy that
request with exactly 7 unitddowever, as memory is allocated and freefagmentation
arises. Therenay be 3 units free, then 1 occupied unit, then 4 more free UEveEnN
though there are 7 free units, yhae not contiguous and thus do not satisfy the request.

In some allocation settings, e.g. on-disk filesystems, it is possible to de-fragment the
system by swapping storage locations so as to group clumps of free units tagé&tiisr

is not possible in the C programmingveEanment because once memory has been
allocated, its na address has been passed back as a pointer and there is no way to track
down all references (including offset references) to that memory region, and thas/no w

to change the address of the region.

Given that fragmentation is umeidable, the next best thing in terms of spadeiehcy

is, given a request for N contiguous units, satisfy it with the smalleaitable contiguous

region of size M units, M>=N.Now this leads to a time ®&fiency issue: hw long will it

take to ®arch the list of\ailable memory units to find this "best fitTn the case of the
kernel, because memory allocation is a frequent and critical operation, it is desirable that
this time be a constant one, not one which grows as the number of distinct free memory
units increases because of fragmentation. Therefore, the Lieuxelk makes a
compromise, and adopts the well-kmo"buddy system” algorithm to\g fairly decent

space diciengy and lookup time which, although not strictly constant-time, has a small
and fixed upper bound.

The "uddy system™ algorithm maintains, for each of the memory allocation zones an
array of 11 pointers. The [0] element of this array points to a circular doubgdlilndt

of page descriptors for page frames which are free but not contiguous with other free
pages. Thgl] element points to such a list for groups of 2 contiguous pages. The [2]
element does the same for groups of 4 contiguous pages, and so on up to the [10] element
which collects groups of 1024 contiguous pages, i.e. 4MBese lists are chained
through thdru field of the page descriptor (which has other uses when the page frame
is not free) and furthermore therivate  field of the first page descriptor in a
contiguous chunk holds the order of that chudubsequent page descriptors in the
chunk are not part of the list but thexistence is inferred by their position in the
mem_map

When a routine in the kernelants say one page frame, the buddy system tries @0 tak
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that from the [0] order list of free page frames. If there are none, it grabs a churnk of tw
page frames from the [1] list and splits it, handing one back to the caller and moving the
other to the [0] list.If the [1] list is emptythis process continues moving up the ladder
e.g. takinga dump of 4 contiguous frames, returning 1 to the caled splitting the
remainder into a single free frame and a pair of frames.

When a page frame or contiguous group of frames is de-allocated by the kernel to be
placed back in the free pool, the "buddy system" checks to see if the freed page(s) is/are a
contiguous "buddy" of another free page. If soythee merged to form a higherder
contiguous rgion. Thisprocess can continue up to order 10, cealescing into a chunk

of 1,024 free pages.

Note that the buddy system trades CPU tinfieiehcy for absolute memory ftiency,

by introducing an additional restrictiod group of pages on the, e.g. [2] list, i.e. a group
of 4 contiguous pages, willvabys start with a page number divisible by 4. If say page
frame numbers 1024-1027 inclusiae free, these can be used to satisfy a request for 4
contiguous pagesHowever, if 1025-1028 inclusie ae free, this does not satisfy the
request, because the start of the free area, 1025, is not a multiplenefe&d, the tddy
system views this as a page of order 0 (#102%5), gages of order 1 (1026-1027) and
another page (1028) of order Qikewise, a group of 8 contiguous pages musiags

start on an 8-page boundagc.

Given a mge frame numbea, its ordefN buddy with page frame numbér therefore
satisfies the expression:

b==a" (1<<N)

Any page frame numbex of orderN has a parent of ordé+1 which lives &:

p=a &~ (1<<N)

These simple bit-arithmetic relationships walldhe deallocation and conglomeration
algorithm to be performed very quicklyithout extensve data structures manipulation
and resulting memory accesses. The penalty is slightly increased fragmentation.

Slab Allocator

In general-purpose ustavel C code, malloc is the primary tool for dynamically
allocating heap memaryAllocations tend to be for objects of varying siz&¥ith every
chunk of memory returned to the caller malloc , there are generally at leastaw
additional hidden variables whiclvd just before that chunk, and which contain the size
of the chunk, and a pointer to other chunkawever, in the kernel, there is nmalloc !

A lot of the dynamic allocation activity in theerkel is characterized by requests for
small, fixed-size objects, suchtask_struct , struct file , Inodes, etc.

To improve koth spatial and temporalfigiengy, the Linux kernel uses a system called the
Slab Allocator for such small, fixed-size objects. This system is fairly complicated and
will not be fully described here. The kernel grabs page frames and uses them as slabs,
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storing an internal descriptor at the beginning of the slab to tragkhepage frame or
frames is being subdded. Becauséhe kernel is a tightly-controlled piece of code and
the type of data structures which will need to be allocated and released frequently is
understood in adnce, the slab allocator can be optimized so that it can quickly allocate
and free objects of agn type.

When the kernel requires space for avrabject of a certain type, it consults the slab
associated with that type. The slab descriptor bitmap quickly determines if there is a free
slot open, and if so where. If there are no free slots, the slab allocator goes back to the
page frame allocator and asks for an additional page (not necessarily contiguous) which
is subdivided into slots.

Likewise, de-allocation of an object allocated through the slab allocator means simply
noting in the descriptor that the slot is frdé.all slots in the page frame are free, the
page frame itself is released to the free pool.

The slab allocator is both space efficient (therlmead is just 1 bit in the bitmap per
object, plus a f@ bytes for the werall slab header) and time efficient (no ealnted data
structures). Thiss important because these small data structures are frequently being
allocated and released by the kernel.

The Trinity of Memory and Addressing

We @n look at randomly-addressable things from three standpoints:

* Virtual pages: The set of all virtual memory regions in all address spaces along with
their associated properties

* Physical pages (page frames)

* The file and disk I/O systentach file is randomly-addressable and portions of the file
may be cached in physical memoiy addition, a file or a na disk partition may be used
asswap spaceo hold anonymous virtual pages whenythaveto be paged-out.

There are relationships in both directions between each of these three views, which are
managed by various kernel data structures. The diagram near the end of thiswsit sho
all of these together and can be quite intimidating. The relationships, or mappings, are as
follows:

» Forward Mapping : Given a vrtual page (i.e. a specific virtual memory area arfisetf
within that area), determine either 1) what page frame holds &) af no page frame
holds it, hav do we fnd the canonical contents of that page franiéfts is an N:1
mapping because avgn page frame can be shared among multiple virtual memory
regions (e.g. MAP_SHARED mmap)Forward Mapping in the first sense is done
implicitly by the MMU hardware, and can also be done in software by the kernel when it
needs this information by 'alking" the page table structure of the proceBSetward
mapping in the second sense is done by the kernel when resolving page faults.
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* Reverse Mapping: For a given page frame, find all PTEs that map to Rifferent data
structures are used forveese mapping depending on whether theegipage is
anonymous or file-mapped.

* File read/write (I/0O) Mapping: When a gren page-sized chunk of a file is wanted for

a read or write system call, determine if that chunk is already cached in memory and if
so, in what page frame?

Physical Pages

Virtual Pages Forward Mapping

\ N:1 mapping by PTE array of
:1 mappin s
Set of vm_area_struct Pping by struct page

. (mem_map)
Reverse Mapping, anon.

anon_vma

Reverse
Mapping

Set of struct file,
and corresponding
struct inode

These mappings form a circle, and thus it i§idift to present this material which has
circularities in our comprehension prerequisité¢e nmust jump into it at some point, so
we will start with Forward Mapping!

Page Fault Handling -- Forward Mapping

The page faultxxeption is used by the CPU to indicate an access tovaldior un-
translated virtual addresslowever, this is usually not a real problem. The kernel ggjo
handling page faults, and uses pageltt to implement a number of features, one of
which isDemand Paging: page frames are not actually allocated, and 1/O operations (if
applicable) are not actually initiated, until a process establishes the need to do so by
attempting to access the corresponding virtual paggs is a significant speed and
memory usage impvement. Wthout demand paging, programs woulddgakbng time

to load and start, because the entire program code (including all those libraries) and data
would have © be ead in from disk.With Demand Paging, only the code and data which

is actually used consumes resources.
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The kerneb page fault handler knows:

* The identity of the faulting processufrent  kernel variable)

» The attempted virtual address.

* The type of access (read/writegeute).

» Whether the virtual page in question had a valid PTE

* The registers at the time of fault (including user/supervisor flag).

The page fault handler canveame of two general outcomes: Either the page fault is
resoled, resulting in the establishment of a valid PTE (which has the appropriate R/W/X
permissions for the access being attempted) pointing to a valid page frame with the
correct data in it, or the page fault can not be resolved, resulting in thendelf a
SIGSEGYVY SIGBUS or SIGKILL to the processLet's take a bok at the pageatilt

handler code:
[* Please note: All of this code is fictional, but based on a true story.
* It is a h eavily simplified and cleansed condensation of actual Linux
* k ernel source code for page fault handling. Many of the variable and
* f unction names have been changed to protect the innocent. The interested
* r eader is invited to begin at /usr/src/linux/mm/memory.c */

/* handle_pagefault_usermode() is the fictitious name of the fault handler
which is invoked when the MMU gives a page fault and the kernel determines
t hat the fault happened while in user mode. Because this is a synchronous
e ntry into the kernel, the current variable is that of the process which
¢ aused the page fault. Upon return from this function, we will return to
u ser mode and either the faulted instruction will be re-started or a
s ignal handler will be invoked */
handle_pagefault_usermode(void *addr, int access_type)
{

struct vm_area_struct *vma,*growsdown;

void *new_addr;

* % %k X * X

if (addr >= KERNEL_MEMORY_START) /I Attempt to access kmem from user
force_sig(current,SIGSEGV);
/* Note: the force_sig function posts the requested signal to the
* s pecified task. If that signal is currently being ignored or
* b locked, the setting is changed to SIG_DFL which usually terminates.
* We can'tignore or defer the signal because the current instruction
* h as faulted and therefore continued execution makes no sense */

growsdown=NULL;
/* Is the fault address inside of a defined region? */
for(vma=current->mm->mmap;vma;vma=vma->vm_next)
if (addr < vma->vm_end break;
/* vma now points to the first memory region higher than the fault addr */
if (lvma) // Fault addr higher than all regions
return force_sig(current,SIGSEGV);
if (addr < vma->vm_start)
{
/* See text for explanation of GROWSDOWN */
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if (vma->vm_flags & VM_GROWSDOWN &&
addr + 65536*32 >= regs->esp)

{
new_addr= addr& (PAGE_SIZE-1); // round down to page boundary
[* There are additional checks, e.g. will the newly grown
* s tack exceed resource limits, or collide with another area */
vma->vm_start=new_addr;
}
else

return force_sig(current,SIGSEGV);
}

/* Inside of a region, may have been a protections fault */
if (Iprotections_ok(vm->vm_flags,access_type))
return force_sig(current,SIGSEGV);
/* We have now proved that the user’s access is valid,
* | et’s resolve the page fault */
try_again:
vp_addr = addr & "(PAGE_SIZE-1); /I Start of virtual page w/ fault
switch (handle_mm_fault(current->mm,vma,vp_addr,access_type))
{
case VM_FAULT_OOM:
if (current->pid == 1) { /I Oh no, can't kill init!
yield(); I Let PFRA work
goto try_again;
}
printk("VM: Killing process %d\n",current->pid);
do_exit(SIGKILL);
*NOTREACHED?*/
case VM_FAULT_SIGBUS:
force_sig(current,SIGBUS);
break;
case VM_FAULT_MAJOR:
current->maj_flt++;
break;
case VM_FAULT_MINOR:
current->min_flt++;
break;

}

handle_mm_fault(struct mm_struct *mm,struct vm_area_struct *vma,
void *addr,int access_type)
{
pte_t **pgd,**pud,**pmd,**pt;
pte_t *ptep,pte;
pgd=mm->pgd;
/* PGD is always allocated. Make sure PUD/PMD/PT are allocated */
[* corresponding to the faulted address. The xxx_alloc functions */
[* return a pointer to the next table, possibly allocating a new */
/* page frame for the table and installing a pointer to it in the */
/* enclosing table. Physical addresses are mapped by the kernel */
/* to virtual addresses for this temporary purpose; this mechanism */
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[* is very arch-specific and beyond the scope of this class */

if (/(pud=pud_alloc(mm,pgd,addr))) return VM_FAULT_OOM,;

if ({(pmd=pmd_alloc(mm,pud,addr))) return VM_FAULT_OOM,;

if (/(pt=pt_alloc(mm,pmd,addr))) return VM_FAULT_OOM,;

/* Compute offset of PTE within Page Table */

/* On X86-32, PAGE_SHIFT is 12 bits and PAGE_MASK is 0x000003FF */

[* because 1024 entries per PT */
/* On X86-64, 512 entires per PT , PAGE_MASK becomes 0x000001FF */

ptep= &pt[((unsigned long)addr >> PAGE_SHIFT) & PAGE_MASK];

pte= *ptep;
if (Ipte_present(pte)) // PRESENT bitis 0
{
if (pte == 0) /I First time access or file-backed
{
if (vma->vm_file) // File-mapped
return pagein_from_file(mm,vma,addr,ptep,access_type);
else I Anonymous
return pagein_anon(mm,vma,addr,ptep,access_type);
}
/* PTE encodes swap loc for paged-out anon page */
return pagein_from_swap(mm,vma,addr,pte,ptep,access_type);
}

[* PTE is present, must be a COW protection fault */
if (write_attempt(access_type))
{
pfn_t pfn;
pfn=((unsigned long)pte >> PFN_SHIFT) & PFN_MASK;
/* This next condition is common after fork-exec */
if (mem_map[pfn]._mapcount==1)
{
/* Some code elided to check if MAP_PRIVATE page
* t hat had been marked down for COW but had
* o nly a single mapping, needs to adjust
* t he radix-64 tree to invalidate */

*ptep|=PTE_WRITE;

return VM_FAULT_MINOR;
}
void *new_pf;
/* Allocate a new page frame and provide a valid temporary */
[* virtual address so we can access it */
if (/(new_pf=pageframe_alloc(1))) return VM_FAULT_OOM,;
memcpy(map_pf_to_va(new_pf),addr,PAGE_SIZE);
pte_bits=vma->vm_page_prot | PTE_PRESENT;
pfn=(unsigned long)new_pf >> PAGE_SHIFT,;
*ptep= (pfn<<PAGE_SHIFT) | pte_bits;
return VM_FAULT_MINOR,;

}

/* This function is only called for first-time access to an anon virt page */
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pagein_anon(struct mm_struct *mm,struct vm_area_struct *vma,void *addr,

{

pte_t *pte_p,int access_type)

void *new_pf;

pfn_t pfn;

/1 32 bit or 64 bit

unsigned pte_bits;

}

pte_bits=vma->vm_page_prot | PTE_PRESENT;
if (read_attempt(access_type))

{
[* For first-time read, we can grab a shared COW 0 page */
new_pf=global_shared_zeropage_ paddr;
if (\new_pf) return VM_FAULT_OOM,;
pte_bits &= "PTE_WRITE; /I Not writable -- COW
}
else
{

new_pf=pageframe_alloc(1);
/* map_pf_to_va provides a (temporary) virt addr */
bzero(map_pf to_va(new_pf),PAGE_SIZE);

pfn=(unsigned long)new_pf>>PAGE_SHIFT,;
mem_map[pfn]._mapcount++; I Update core map

/* Fill in the PTE. PFN_SHIFT is the bit pos of the PFN in the PTE */
*ptep= (pfn<<PFN_SHIFT) | pte_bits;

update_rss(ANON); // Update rss, highwater, etc. stats.

return VM_FAULT_MINOR,;

pagein_from_file(struct mm_struct *mm,struct vm_area_struct *vma,void *addr,

{

pte_t *pte_p,int access_type)

void *new_pf;
struct page *new_pf;

pfn_t pfn;

unsigned long pte_bits;

int rc;

/* Determine offset within file, in units of pages */
va_offset=(unsigned long)(addr-vma->vm_start) >> PAGE_SHIFT,;
file_offset=va_offset+vma->vm_pgoff;
/* See if that page is already resident in memory */
rc=VM_FAULT_MINOR,;
if ({(new_pf=file_address_space_search(vma->vm_file,file_offset)))
{
/* No, need to allocate a fresh page frame */
if (/(new_pf=pageframe_alloc(1))) return VM_FAULT_OOM,;
pfn=(unsigned long)new_pf >> PAGE_SHIFT,;
new_pf= &mem_map|[pfn];
/* Ask the filesystem module to initiate a disk read
* o peration, depositing the result in physical page new_pf.
* T his puts the task into a non-interruptible SLEEPING state
* u ntil the 1/0 operation completes (or fails */
if (/do_file_readpage(vma->vm_file file_offset,new_pf))

{
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pageframe_free(new_pf);
return VM_FAULT_SIGBUS;

}

rc=VM_FAULT_MAJOR;
}
pfn= new_pf-mem_map; /l PEN is implicit by index within array
new_pf-> mapcount++; I Here comes new PTE

pte_bits=vma->vm_page_ prot|PTE_PRESENT;
*ptep=pfn<<PFN_SHIFT|pte_bits;
update_rss(FILE);

return rc;

pagein_from_swap(struct mm_struct *mm,struct vm_area_struct *vma,void *addr,

{

void *new_pf;

}

Prior to the code seen al® the kernel examines the faulting address and the

int pte_bits;
unsigned long swap_area,swap_slot;

pte_t pte,pte_t *pte_p,int access_type)

swap_area=(pte&SWAP_AREA MASK)>>SWAP_AREA_SHIFT;
swap_slot=(pte&SWAP_SLOT_MASK)>>SWAP_SLOT_SHIFT;
if (/(new_pf=pageframe_alloc(1))) return VM_FAULT_OOM,;
[* This operation results in a non-interruptible SLEEP */
if (‘read_from_swap(swap_area,swap_slot,new_pf))
{
pageframe_free(new_pf);
return VM_FAULT_SIGBUS;
}
/* Some more complexity elided to deal with a SHARED, ANON
* p age that had more than one mapping and had been swapped out */
mark_swap_slot_free(swap_area,swap_slot);
pfn=(unsigned long)new_pf >> PFN_SHIFT;
pte_bits=vma->vm_page_ prot|PTE_PRESENT;
*ptep=pfn<<PFN_SHIFT|pte_bits;
mem_map[pfn]._mapcount++;
update_rss(ANON);
return VM_FAULT_MAJOR,;

user/supervisor mode bitf the faulting address is inside therkels resered virtual

address range AND we were in user mode, then a SIGSEGV is sent to the process, no
guestions asid. If we were in supervisor mode, then the page fault happened inside
kernel code. The kernel tries tead ary situations where this happens, as the code for

handling this is messyWe won't be @nsidering kernel-mode page faults in the Linux
kernel ary further.

Now that we hae determined that it was a userode program that got us into the page
fault handley and that the accessas not to the kernel reserved address space, weetha
see if this was a legitimate virtual memory access. This is doneanyiming the virtual
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address space description contained in the listnofarea_struct s to e if the

faulting address is inside of an existing valid virtual memogyore Ifit is, we then need
to determine if there has been a protection violation (access attempt mode chassm’
PTE mode). There are tnexceptions to this: stacks and copy-on-write.

Stacks

When the stack grows e.g. through a push instruction, the stack pointer is decremented
first and then the write takes pladéthe stack pointer is molower than the current start

of the stack region, atlt will be incurred. If the faulted address is "close” to the stack
pointer (an allavance is made for certain X86 instructions which access memory on the
stack first, then adjust the stack pointer) and if the memory region just tieofaulted
address has the @GRVSDOWN property then this stack region is expanded by one page
toward lowv memory addresses ("down") as if by themap system call. There are
checks performed to malaure this doesm’exceed the stack size ulimit resource limit, or
cause the stack to collide with anothegio&. Thisautomagical stack growth is quite
essential to transparent prograxection.

This adjustment of them_start address does not by itself resoltae pagedult. The
logic flow now continues, the same as a page fault ywather valid memory region.

Copy-On-Write (COW)

We moted in unit 3 that during a fork, therkelconceptuallymakes a total cop of the

parents virtual address space, so the child starts out with the same contértsshan
independent cop If the kernel actually allocatedew page frames and copied, byte-for

byte, the entire contents of each page frame of the region being copied, that would be a
terrible performance penaltyrhis is especially true since following a fork, the chiéyw
frequently eecs, which will discard its virtual address space anyway.

As an optimization, the kernel instead copies the pardfiits into the child page
tables. Br each page frame that was mapped in for the parent, theschll#’ also

points to that page frame immediately after the foilthe mapcount field of the

struct page is incremementedHowever, the W bit is turned éfin the PTEs of both
parent and childAs long as both processes just want to reegtything is OK. As soon

as one tries to write, this trips a pagelf, which is resolved as copy-on-write (COW): a
nev page frame is allocated, its contents are copied from the previously shared page
frame, and the PTE of the writing process & mpgraded with the W bit on.

Another case is MAP_PRATE mappings of a file. The vm_page prot of the
associated region will rer havethe PTE_WRITE bit on.Pages which are faulted in by
reading are installed with read-only PTEs. If the process later tries to write via the
memory mapping, this causes a page fault which alertsetinelko break the mapping to
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the file for that page only and neak pivate cofy. Both of these CW/ examples hee
the same implementation and effeatrethough the purposes differ.

As long as none of the processes with the C-O-W mapping attempts to write, there is no
need to do anything furtheThey will each see the correct data which are unchanged
from the point of forking, in the firstxample case, or from the original contents of the
file, in the second case. As soon as/ gmocess tries to write, it will incur a
page/protectiondult. Thekernel recognizes this Q@ situation because theaadlting
address is valid, the virtual memory area flags say we should be allowed to write to this
area, AND there was a PTE PRESENT for that address.

To resole the CQN fault, the lernel grabs a nefree page frame, copies the contents of
the «isting (shared) page frame to thewn&rame, and then updates the PTE of the
faulting process to point to the wmerame, turning on the PTE Write Enable bit at the
same time. The other process(es) sharing that mapping continue to see it read-only.

One important optimization on the alohappens when a process forks and then either
the parent or the child (but usually the child in the common UNIX programming idiom)
execs. Thenthe shared memory region is unmapped from one of the processes. As we
have fen, the kernel maintains a core map data structumeggihe state of each page
frame, and can track lwomary references there are toyagiven page frame. So the
unmapping results in the reference counts of the shared pages going back down to 1.
When the kernel sees this condition during pamet fresolution, it does not va
allocate a ne@ page frame and memgp It merely changes the PTE to turn the write
enable bit back on. The same thing occurs if a shared pagaNsd1fy ane process, say

the child, and then the other process faults on the same page. MeeSGlution had
reduced the reference count to 1.

Note that the MAP_PRITE mapping of a file creates a hybridgren. WIthin that
region, some virtual pages may be mapped in read-@nly still correspond to the
original file, while others that ka keen dirtied are &ctively anorymous pagesThey
will have © be written back toeswapwhich we will define shortlyif their page frames get
reclaimed. W'll see hav the mapping field of the page descriptor is used to
distinguish, on a page frame by page frame basis, whetheerapgige frame is still file-
backed or is anonymous.

There is another example of gepn-write: if we hae an anorymous region and a ne
page is demand-paged via a read mode page \We need to see a page full of O bytes.
But if we are only reading it, whdo we reed a distinct page frame full of Os for each
such "virgin" virtual anonymous pagé®e don’t! The kernel keeps a single page frame
full of Os and shares it, using the C-O-W mechanism to split the sharing wiemean
tries to write to it.

Regions that hee the VM_SHARED property (i.e. MAP_SHARED memory mapped
regions) arenot copy-on-write since by definition tlyeare shared after a fork. The PTEs
are not modified and the parent and child will continue to map to the same page frames
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for all pages in this shared region.

In the illustration belw, before the fork, the parent process has demand-paged one page
of text, one page of bss, one page of stack, amdpages of data. It wrote to the first
data page Uit the second page has only been read, so its PTE is-stiAfter the fork
(second panel), all PTE W bits ard.ofn the third panel, the child attempts to write to
the bss page. This causesya@m-write. Notethat the parerd’ PTE is not affected.
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Invalid Addresses and SIGSEGV

If the faulted address is outside of all regions and is not associated with stattk, gro

if the attempted access is a violation of thgiom’s protections, a signabIGSEGVis

forcibly posted to the current proces$:orcibly” means the kernel doesrare if the

process has this signal number blocked or ignored: The user program attempted to access
an illegd virtual memory address, and there is no point in letting it continue on its current
path. Theaddress will not magically become valid, and therefore dh#efd instruction

can neer be satisfied and would loop fover. The signal then terminates the process.

If the signal has a handlebut the signal is currently being blaed the signal is
unblocled, the handler is reset to SIG_DFL, and once again the signal kills the process.
The reasoning is that a handler should not ekied if the corresponding signal is being
blocked.
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It is, hawvever, permissible for the signal to eandledas that will force wecution to
jump to anotherpresumably less flawed part of the program. This technique is often
used in compbe modular applications (such as the open-source image &tikoGimp

to isolate a flawed module and yest it from crashing the entire program and possibly
leading to a loss of data.

Benign Page Faults / Paging-in

Page faults which are within an existing region and which are not the result of protection
violations are therefore not the result ofygmogram errarand need to be resolved by
establishing a valid forard mapping PTE that is pointing to a valid physical page frame
which contains the correct contents corresponding to the virtual pdge.page dult
resolution mechanism canvgame of four mutually excluge autcomes:

e Minor fault . The page fault is resolved quickly without requiring a disk I/O
operation or putting the process to sleep. E.g. demand-paginbssepages, paging-in
file-mapped pages which are still cached in memanpreaking up a Copon-Write
shared page frame.

» Major fault . It was necessary to sleep pending an 1/O operation to satisfdittis f
Major faults are much more expevesi

* Bus Error : The kernel vas unable to page-in the page because of an error other than
being out of memoryE.g. the page is mapped to a disk file but an I/O error occurred
trying to access the disk, or the mapping is no longer valid because the file has been
truncated. ASIGBUS will be (forcibly) delrered to the process.

» Out of Memory : The kernel ran out of memory to allocate a free page frame or an
internal data structure. This is very bddnder ordinary circumstances, the kernel tries
to present this from happening by maintaining a pool of free memdfythis does
happen, the kernel has no choice but to terminate the current procesSI@KHL .

See also discussion bel@n "over-commit.”

The Linux page fault handling algorithm is summarized by the vilig simplified
flowchart:
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On-demand creation of Page Tables

Recall that the structure of the page table is mulgtland sparse.Only the top-leel

Page Global Directory is pre-allocated. Therkel usedazy allocation in creating the

page upper directories, page middle directories, and page tables. Therefore, at this time
of page fault resolution, the kernel must (recualy) allocate the directories/tables
mapping the faulted virtual memory address, if/tae not already allocated. Whernwe
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page tables or page directories are allocateyg,afeeset to 0, meaning none of the entries
are viewed by the hardware as PRESENT yet. The kernel then installBDtes or
PTEs as needed.

Paging-in from where?

To complete page fault resolution, the kernel must locate the canonigabtdpe data
corresponding to the virtual page which asilted. Inbrief, this can fall into one of the
following cases:

* The virtual page is file-mapped.

» The virtual page is anonymous and not previously written to.

 The virtual page is anonymous and previously dirtied, and swapped out.

» The virtual page is already present in physical mepsog/this is a copy-on-write.

The lkernel can determine which case applies by looking at the bits of the PTE
corresponding to the faulted address, and by looking at the attributes of the corresponding
vm_area_struct .

* The PTE is all-0 and them_area_struct indicates that this ggon is mapped to a

file. Thecorresponding page-sized chunk of the file might already be cached in a page
frame because of recent read/write sytsem calliggtor it may require the allocation of

a rew page frame and the initiation of a disk 1/0 operation. See "File Mappings"

* The PTE is all-0 and them_area_struct  tells us that this is an angmous rgion.

This is a "virgin" anonymous page; it has notwjasly been written to and swapped out.
This situation is avays resolvable as a minaaudlt: Thekernel finds a page frame from

the free pool and maps it to the faulted virtual pdf¢éhe faulted access was a write, the
kernel O-fills the pageHowever, for a read access, therkel optimizes by mapping to a
single, shared physical page containing all 0, and setting up/ st@ation by making

the PTE protection bits read-onhAt a later time, if the process writes to this page,
things will be straightened out by Ge@n-Write. Thisbehaior of zero-filling new
anorymous pages is very important for securi@therwise, sensite information from
another process could be viewed when the page frame is recycled.

* The PFN field of the PTE is non-zeraitlthe Present bit is 0. The kernel deliberately
sets up this odd situation to indicate an gmeous page which has beswapped out

The page frame number does not correspond to a real addreissuged as an identifier

to help the swap subsystem find the image of the page in the swap Wreaill need to
initiate an I/O operation to swap-in the page image tovapage frame. This will be
discussed further under "Swap Space".

» The Present bit is 1At this point in the code, we kmothat it must be a harcwe
protection violation which tripped the page fault, and weehzeviously checked that the
attempted access is valid for thigjian. Thereforave need to resodvthe copy-on-write

as discussed abe
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Possibile PTE states for mapped and unmapped PTEs

20

Bl RWXSAD i Page is mapped
S | PFN RWXSAD bits
checked by hw

20

oxs ‘ Page is mapped
P| ROXSAD | PFN but W bit is off
i to trigger C-O-W

PTE all-0
0 0 "Virgin" anon page
or file—backed page
7 24
Previously
0 swap | swap slot # within area dirty anon page
area # i paged out to

swap space

swap area #1 (/dev/sda2)

Note that in the above djsam, the order of the bits within the PFN has been abttd
to male a dearer presention. lfyou dae to look at the X86 documentation, yddind it
differs.

Page Frame Reclamation / Paging-Out

We have seen that thedtnel has incessant demands for free page frames. dde P
Frame Pool is the set of page frames that are free for allocation. efiied k@er wants

to let that pool run dryand actually wants to makaure that there is alys something in

the pool for a little insurance. Getting caught with an empty pool at the time of need is a
very awkward situation for the kernel, one which, aswee®en, causes processes to die
badly withSIGKILL s.



ECE357:Computer Operating Systems Unit 5/pg 39 ©20F5Hmder

We all the total number of page frames currently mapped toven gwrocess the
Resident Set Size (RSS)As the process continues to run and demand-page more of its
address space, the RSS will increase, and the pool will decraasethbplentiful RAM,

the pool will neer get critically lov. In time, processes will either exit axee, and their
Resident Sets would get freed, replenishing the pool.

However, resource scarcity is what creates interesting problems in Computer Science.
When physical RAM is constrained, there would come a point where the totad &SS’

all the processes has the pool almost which greatly alarms theeknel. Thereforethe

kernel pro-actrely manages the page frame pool twid this situation, by "stealing"
pages that were already mapped in to processes and returning them to the fré&&ipool.

is known as th&age Frame Reclamation Algorithm(PFRA).

We @n think of the pool of page frames as a cache fovehctised data which are
otherwise stored on disk (in a file or inagvspace). So, the PFRA problem is congruent
to the cachewction problem in Computer Architecturddeally, we'd like to achieve
Least-Recently UsedLRU) behavior: determine which pagevédeen accessed when,
and reclaim the pages thatvedeen idle the longest. The reason for this is that things
which have been recently used will probably be usediagsoon, and things which e

sat idle for a long time will probably be idle for quite a bit long&he actual Linux
PFRA only approximates this betar, because to achie grict LRU, wed need the
hardware to keep some kind of clock tick field in the PTE and update it with each access.
Rather we've ®en that the hardware only maintains a boolean ACCESSED bit, Bo we’
have © improvise.

The PFRA is implemented within the Linux kernel using what is knownrkamal task

A kernel task (aka kernel thread) isdila tlsermode process, but it ver leaves kernel
mode. ltcan mak g/stem calls, using a slightly modified, internalized syntrrnel
tasks are scheduled by the scheduan go to sleep andakeup, etc. They do not have

their own address space but that is OK sincg timy access the shared kernel memory
area. Thename of this task ikswapd and it can be seen as a process, of sorts, via the
output of thgps command.

When RAM is plentiful, the PFRA/ksapd is sleeping. There aredyarameters which

can be tuned by the system administrator which are known aswhagalier and high-
water marks for the page frame podVhen pool dips bels the lov-water mark, this
aw&ens kswapd, and it starts looking around for pages to steal. It continues running
until it has freed up enough memory that the pool ivaliee high-water mark, and then
goes back to sleep.

The Rge Frame Reclamation Algorithm (PFRA) maintains tists of non-free page
frames: actie and inactve. These lists are chained via tiw field of the page
descriptor The PFRA scans the page descriptors on theealdt with the desire to find
hypoactve pages and me them to the inacte list. It uses the neerse mapping (see
belaw) in the page descriptor to find all the PTEs mapping to thysigdl page (when
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the page is shared there will be multiple PTE pointing to the saysecphpage).Each

PTE is &amined to see if the ACCESSED bit is set, then the ACCESSED bit is cleared.
The PFRA also keeps a second bitwise flRa@, referenced , in theflags field of

the page descriptowhich stores the previous value of the ACCESSED PTE flaen

there are multiple PTEs mapping the same page, PG_referenced is the OR of the
ACCESSED PTE bits).

When an page which ha®G_referenced set to O is visited again and the
ACCESSED PTE flag(s) is (are all) still cledmmeans the page has not been used i tw
successie an passes. The PFRA will thenvedhe page to the tail of theactive list

After the PFRA finishes hunting for aai pages to mee o the inactve list, it starts
trying to pull victims of the inactve list, starting at the head of the list. Il.e. it starts with
the pages which ka been sitting on the inase list the longest. Thus the PFRA
approximates LR ordering.

For each inactte page scanned, the ACCESSED bit(s) is (are) checked again, one last
time. Notethat this bit is only cleared when the PFRA has visited the page from the
active list, therefore if there has beenyasccess whatseer between the time that the
page was meed to inactve and the time it vas visited on the inae® list, this PTE bit

will be set, and the page is just ved back to the acte list. Otherwisethe page will be
reclaimed.

If the PTE Dirty bit is on, or the PG_dirty flag is set for this page frame, then the page
frame contains data which are more recent than backing store, and we needtte sa
data before we can unmap the paghis operation might taka while, so while the 1/0
operation is initiatedkswapd continues to scan pages. The page frame in question is
locked so that it cahbe reclaimed a second time, or mapped to something else, while the
write-back is in progressAt the conclusion of the I/O, the page frame is unmapped and
placed in the free pool.

But if the page is not dirtythis unmapping and placing into the free pool happens
immediately.

The PFRA is adapte and if it feels that it isrt' reclaiming enough memarit increases
the rate at which it scans a&ipages, thus making the activity timeout wimdshorter

and increasing the pool of potential ingetipages. Thisis a delicate balancing act
because the PFRKgwapd consumes CPU resources in doing all of this scanning.
Excesste <anning wastes CPU time, but infstient reclamation can cause memory
starvation and sere performance penalties.

Like sheduling, memory allocation and reclamation algorithms are the subject of

extensve research and glelopment.
/* PFRA/kswapd pseudocode */
Wake up, memory is low!
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Remember where we left off on the active list
Scan some pages from the active list, for each:
Find all PTEs via reverse mapping. For each PTE:
PG_referenced |= PTE.A_bit
Clear PTE.A_hit
If all PTE A bits were 0 and PG_referenced was also O:
move this page frame to the tail of the inactive list

Remember where we left off on the inactive list
Now, scan some pages from the inactive list, for each:
Find all PTEs via reverse mapping
If all PTE A bits are still 0
begin page reclaim (in background if dirty)

If memory is above high water mark now, PFRA / kswapd goes back to sleep

When page reclaim completes in background (1/O to disk complete):
Place reclaimed page at tail of free list

Reverse Mapping: The PFRA finds PTEs

For any gven page frame, there may be multiple mappings for it. The kernel neegt k

track of all of them and pvent inconsistent vies. For example, a gen page may

appear as part of the virtual address space of one or more processes, correspond to a
particular ofset in a particular memory-mapped file, and furthermore correspond to a
particular offset within the hard disk storing that file. The PFRA, when visiting page
frames, must be able to find akigting mappings (PTESs) of that page so that it can locate

and possibly modify the PTEsTo wvsit the PTEs, the PFRA must determine the
vm_area_struct  and offset within that region (there could be multiple regions).

Either a page (frame) is mapped to a file, or it is gmmus. Theséwo conditions are
mutually exclusive. The mapping field of the page descriptor contains a pointer to one
of two dbjects which will help with the x&rse mapping.If the least significant bit is 1,

the page is anonymous amhpping & 01 points to astruct anon_vma . If the

Isb is 0, the page maps to a file andpping points to astruct address_space

object for the file. This use of the least significant bit is a programming trick: because
kernel pointers are walays aligned on 4-byte boundaries, the least significant bit can be
wasted for this purpose.

Anonymous Mappings and the PFRA

The anon_vma structure tracks all memory regions which are really the same
anorymous region, but in different processes. It is simply the head of a doubdgtink
circular list of memory mgion descriptorsvym_area_struct ), chaining through the
anon_vma_node pointers in the latterFurthermore, the&m_area_struct  contains
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a pointer @non_vma) back to theanon_vma list head.

More often than not, the list contains just one memory region descriptoseve,
during a fork, theym_area_struct s ae copied. The PFRA needs to find the PTEs in
both the parent and child processes that might possibly be mapping to eagmausn
page frame under consideration.

A process data ggon or other MAP_PRIXTE file-mapped region might find itself on
theanon_vma list and also part of a file mapping, because some pages in the region still
correspond to the file, but somevaaren written to making them angnous. Wthin

this region, mapped-in pages are either "virgin" and still correspond to the original file, or
they havebeen dirtied and are wobacked by swap space. This distinction is captured
via the least significant bit of thmapping field of each page descriptor as described
above.

The PFRA, after getting thenon_vma list start from the page descriptean walk the
linked list anchored by thetruct anon_vma and visit each memory gen
(vm_area_struct ) which maps that page, whichvgs the starting virtual address of
the that rgion. Theindex field of the page descriptorvgs the offset, in pages, of that
particular page within the geon. Thepgd field of thestruct mm_struct , Which in

turn is accessible from the vm_area_strustegythe address of the page global directory
for the process. It is noa trivial matter to walk through the page table structure and find
the PTE.

Swap Space and anonymous page-outs

When a dirty anonymous page is selected for reclamation, it musvé ssmeplace
before reclaiming the pageSince we cart’saveit to a file, it must be s&d to swap
space The kernel maintains one or more swap areas, which are eithedis&
partitions, or files, in either case prepared with the system utility commksaap, and
then made\ailable as part of swap space with 8veapon command.

Anornymous pages ardnmeant to be persistent, and so swap space is just a pool of disk
space where we can stash them. When the system reboots, that part of disk is not
presered. Therds nothing within a sap area which would tell one the identities of the
page images. That information is kept by tleenel in RAM and simply discarded when

the system halts. The kernel maintains an array apsavea descriptors, each of which
includes a "swap map." Each slot of this mapegithe reference count of the
corresponding page-sized slot of the corresponding swap area. Free slots are indicated by
a oount of O.

A particular page frame containing an anonymous page may be mapped by multiple
PTEs in one or more processes. Therefore, when that page franapsesvout, ALL of
the PTE must be marked as not presehtiree slot in some sap area is chosen (the
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algorithm to do so &eps things such as disk I/O performance in mind). Once the slot is
allocated, the sap map entry will reflect the number of mappings that had been pointing
at that shared page frame.

Now the Linux kernel uses a slightly dirty trick. Consider a 32-bit system: The swap area
number (a 7-bit inger) combined with the slot number within the area form a unique
identifier of the swp slot. 24 bits are allowed for the slot numbeeaning the
maximum size of one swap area is 2°24*2"12=2"36 or 64 Gt total amount of sap
space on the system is limited to 2°(36+7) = 8 TB.

Given this information, the page fault handler can, when the page is orme ag
referenced, find the corresponding swap slot on disk and readTihisi swap identifier is
stored in each PTE which had mapped the swapped-out jhgee are 31 bits in the
identifier and a PTE is 32 bitsThe Linux kernel packs the bits into the PTE in such a
way that the Present flag isnays 0, and the remaining 31 bits are scattered between the
PFN and the Flags fielddt isn’'t a valid PTE but since the Present bit is Qe
hardware will never look at it or touch it. (On X86-64, there are 63 bits of the PTE to
play with for encoding a swap area and swap slot..stediOT of swap gace!)

A page that s previously swapped out and iswiaulted back in from swap space gets
flagged as DIRTY by the kernelen if this page dult is just for reading. This is because

the underlying virtual page image is et dirty By virtue of the fact that it was in sy

space, it is no longer the virgin (all-0) anonymous page. It could be the case that this
page will get reclaimed agn, but unlile fle-mapped pages, where there is a definite spot

in the file corresponding to the page, anonymous pages ‘tom" a particular sap

slot. So,we’d haveto write the page out, again, to asnswap dot. Somecomplexity

arises if a c-o-w page frame gets swapped and then swapped back in: each PTE that
previously referenced the page frame before it was swapped-out must be restored.

File Mappings - Forward Mapping

For files which are mapped into mempityis important to be able to locate quickly the
page frame which currently contains a particular (page-alignébton the file, and/or

to determine that no such page is currently resident. Considezatie system call, the
semantics of which must work correctly and transparently with memory-mapped files.
read amounts to finding the page frame which holds that part of the file (if there is no
such frame, ask the filesystem to bring it in from disk and sleep until that happens), and
then copying the requested portion of that page into the user buffer.

Likewise, when &ulting-in a memory-mapped file, it could be that the same (page-
aligned) area of the file has recently been accessed from the samierendijrocess
using the read or write system call, or via an mmap’ing, in which casaudtiecan be
resolhed a minor &ult by pointing the PTE at the existing page frame which contains that
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image.

An address_space structure is used to provide this quick lookup. One of these is
allocated for eery open inode. It has mgriields, but among them aredwypes of trees.

One is a flgible radix-64 tree which, gen an dfset (in page-sized units) into the file,
finds the struct page corresponding to that part of the file, or NULL if there is none such.
Each node of the radix-64 tree has 64 pointers. If the file size is 256K or less (64*4096)
then the entire file’ address space is handled by a singlelleree. Otherwisethe tree
grows. Atwo-level tree can handle (64*64*4096) or 16MB of file addressing, etc. up to

6 levds.

struct address_space { * Jusr/src/linux/include/linux/fs.h */
struct inode *host; [* owner: inode, block_device */
struct radix_tree_root page_tree; [* radix tree of all pages */
spinlock_t tree_lock; /* and lock protecting it */
unsigned int i_mmap_writable;/* count VM_SHARED mappings */
struct prio_tree_root i_mmap; /¥ tree of private and shared mappings */
spinlock_t i_mmap_lock; [* protect tree, count, list */
unsigned long nrpages; [* number of total pages */

/* some other fields elided for simplicity */

File Mappings - Reverse Mapping and PSTs

While the radix tree is great for going faawl from a known offset in the file to a page
descriptoy the PFRA is trying to go the otheraw find all PTEs which refer to this
particular ofset within the file. The address_space pointer of thestruct page

identifies the file, and thedex field gives the ofset in pages within the fileA simple
approach would be to link all regions mapping to the file into adirlst, as is done for

the anon_vma structure. Hwever, while sharing of an anonymous region is usually
limited to a small number of processes, memory-mapped files, especially those
containing a common xecutable, are shared by nyamprocesses. Therean also
potentially be multiple mappings to different parts of one file (consider an a.out file where
the .text and .data section are mapped separately).

Linux uses a Priority Search Tree &ad file. It is accessed via thaddress_space
structure’si_mmap pointer and can quickly answer the following question:va a
particular offset within the file, tell me all memory regions which contain.i¢."the PST

sorts the mapping regions by their startinfsetf ThePFRA examines all memory
region descriptors im_area_struct ) which map to the page. Each descriptor
contains the starting virtual address of the region, and the corresponding offset within the
file (this is in thevm_pgoff field). Now the offset of the page within thegien can be
readily calculated, and from there the PTE can be found.

Paging-out file-mapped page frames
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A file-mapped page which needs to be paged out and which is dirty must be part of a
MAP_SHARED file-mapped region (if it were MAP_PRVE, the dirty pages would be
paged-out to sap). We know from themapping and theindex fields of thestruct

page the file and the ddet within that file where the page needs to go. So paging-out a
file-mapped dirty page wolves asking the underlying filesystem module to write the
page to that offset within the file on the disk.

A special case: MAP_ ANONYMOUS|MAP_SHARED

When an mmap region is established with MAP_ANONYMOUS | MAP_SHARED, it is
clearly anonymous: no part of yafile corresponds to itBut in order for it to verk
correctly when shared among multiple address spaces, the Linux kernel must resort to a
trick. Considemwhat would happen if such a region is created and then is being shared by
two processes after a fork. Process A demand-pages in a page of this region for the first
time. Sinceit is anonymous, the kernel satisfies this as a minor fault with a zero-filled
page frame.Let us further suppose that A writes to this page. At some later time,
process B also tries to access, for the first time, the same virtual memory address that A
did. In order for MAP_SHARED to work correcty8 must not get a zero-filled page
frame! Insteadt must get the same page frame that A has.

To implement this, the Linuxdenel treats this region as if it were mapped to a fie, b

not a file that is on disk or has a pathname in the ordinary sense. The kernel creates a
one-time inode that is associated with ttiev/zero  special file, which is a character
device that appears to supply endless 0 bytes. The inode is disconnected from pathname
space so there is no way another process coudd acess it. Furthermore,each
MAP_ANONYMOUS|MAP_SHARED region gets a distinct inodegre though each
instance appears to laev/zero

Mapping to an instance aofdev/zero satisifies the idea that wepages of this
MAP_ANON|MAP_SHARED region should be O-filled, but also preserves the sense that
each such mapping is distindidlow in the abee example, when B incurs its pagault,

this will be treated by theeknel as a forward-mapping file-mapped case. The kernel will
consult this isolated inode and look ataddress _space  structure, from which the
page frame that already contains the correct image of gi@nrécurrently mapped in A)

will be found. It is then a simple minor page fault to hook up this PFN to B.

However, /dev/zero  is not a real file. When page frames are associated with yt, the
are marked as anpmous, despite their file-mapped apparent origin. If a page frame
associated with this MAP_ANON|MAP_SHAREDgien gets reclaimed, this will get
written back toswap spacejust like an @monymous page. Some special magic is then
needed when/if the page is faulted back in toersmke theaddress_space correctly
reflects its existence.
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See text!

Resource Exhaustion

In an ideal world, systems wouldwalys have aifficient resources to handle the jobs
which are thrown at them. But thatovid is not a terribly interesting one in terms of
operating systems desigim reality, memory resource exhaustion is often a probl&¥e.
can consider te distinct problem areas: Insufficient physical memand insuficient
swap space.

Thrashing

When memory becomesry scarce, the system can spend much of its time freeing up
pages by swapping-out, followed by swapping-in when a process which has had its pages
stolen gets scheduled and tries to rdiis is an age-old problem known tsashing.

Older versions of Linux tried to ameliorate it by using what Linux called a "swan'tok

A process which holds the swap token igegia emporary repriee by the PFRA. The

swap token is gien to a pocess based on heuristic rules...basically a process which has
recently been victimized by the PFRA, has good priority and loolkes itiknill do
something useful if allowed to run.

This isnt necessarily a perfect solutioffo contrast, the Solaris kernel takes aetiént
approach. Whememory runs lw, a kernel thread called the "swapper" picks entire
processes to victimize and steals all of the process’ p#&gpeocess thus swapped-out is
basically put to sleep and therefore doeget scheduled. When things get calnbe
process is released from theappers gasp and is allwed to run and fault its pages
back in.
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More recent versions of Linux use a sophisticated fvearieknovn as Control Groups
(cgroup) to provide memory management polici€kis allows groups of processes to be
considered together in terms of their memory usage, and to determine which graips ha
priority. When memory is M, low-priority cgroups would be tgeted first for page
reclaims.

Memory over-commit and the out-of-memory killer

Just like an @line which over-books seats, it is possible for therkel to hand out more
virtual memory than it has physical memory and swap wercdf it happens that all of
the memory is demanded at once and there ardiment free swap slots to page-out to,
the kernel will hae o choice but to kill processes in order tga®m memory There is
an Out-Of-Memory killer which is triggered when the system becomes desperately 1o
memory It picks large processes whichvea't been running too long.

This might seem lig a design flav. After all, the programmer successfully allocated
memory using malloc (which in turn usédk or mmayp, so wty has the kernel gone
back on its promise and wishould a process be terminated because of something which
is not its fault?

On the other hand, the most consgiee goproach, which guarantees that one willene

run out of memoryis to resere a svap sace slot for each virtual anonymous page
allocated. Therhere will alvays be a place to page-outyaresident page and we can
never get into this trouble. The problem with this approach is that processes will start
getting memory allocatiomaflures long before the system has reached a high probability
of running out of memorynless the administrator has configured a very large amount of
swap space. The reason: most virtual anonymous pages \aeantually paged-out.
Consider a lgge process which forks and thetees. Mostof the virtual address space of
the child will be discarded.

Linux kernels allav the administrator to tune the memomeecommit poligy.
The following is verbatim from Documentation/vm/overcommit-accounting:

The Linux kernel supports the following overcommit handling modes

0 - H euristic overcommit handling. Obvious overcommits of
address space are refused. Used for a typical system. It
ensures a seriously wild allocation fails while allowing
overcommit to reduce swap usage. root is allowed to
allocate slighly more memory in this mode. This is the

default.

1 - A lways overcommit. Appropriate for some scientific
applications.

2 - D on’'t overcommit. The total address space commit

for the system is not permitted to exceed swap + a
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configurable percentage (default is 50) of physical RAM.
Depending on the percentage you use, in most situations
this means a process will not be killed while accessing
pages but will receive errors on memory allocation as
appropriate.

The overcommit policy is set via the sysctl ‘vm.overcommit_memory’.
The overcommit percentage is set via ‘vm.overcommit_ratio’.

The current overcommit limit and amount committed are viewable in
/proc/meminfo as CommitLimit and Committed_AS respectively.

Gotchas

The C language stack growth does an implicit mremap. If you want absolute
guarantees and run close to the edge you MUST mmap your stack for the
largest size you think you will need. For typical stack usage this does

not matter much but it's a corner case if you really really care

In mode 2 the MAP_NORESERVE flag is ignored.

How It Works

The overcommit is based on the following rules

For a file backed map

SHARED or READ-only - 0 cost (the file is the map not swap)
PRIVATE WRITABLE - s ize of mapping per instance
For an anonymous or /dev/zero map
SHARED - size of mapping
PRIVATE READ-only - 0 cost (but of little use)
PRIVATE WRITABLE - s ize of mapping per instance

Additional accounting
Pages made writable copies by mmap
shmfs memory drawn from the same pool

The /proc interface

Under the Linux krnel, we can get a lot of internal information about the memory
subsystem via thproc interface. Herare some of the fun things:

* /proc/pid/maps . a human-readable listing of all the virtual memorygioas
(vm_area_struct). Eadme represents one region and contains: the start and end virtual
address, some of the VM_flags (READ,WRITE,EXEC and SHARED vs RREY, and

if the region is file-backed, the offset, device and inode number as well as the pathname
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of the file.

* /[proc/pid/smaps : same info as aba@, but in an expanded format which shows all
of the VM_ XXX flags, and a count of nomary PTEs are mapped in, andwanary are
currently dirty plus a bunch more interesting stufproc/pid/numa_maps . sSimilar

to maps, one line per region, summarizes number of PTE mappings amanaoy are
dirty. Has some other stufegading NUMA (non-uniform memory architecture) that is
way beyond this course!

* /proc/pid/pagemap . This is a binary file consisting of a series of 64-bit entries,
each of which provides information about the corresponding PTE in the virtual address
space. Notall of the PTE is ®posed unfortunatelybut we can see the Page Frame
Number part of the PTE and aMether properties.

* /[proc/kpageflags : This binary file is global (not per-PID) because it is ketiey
PFEN. It contains a series of 64-bit entries, in PFN qradrich encode the PG_XXX
page frame flags.

* [proc/kpagecount : A similar file which contains thenapcount field of the struct

page.
A summary of data structures
On the next page is a very complicated diagram showing the relationships between the

various kernel data structures that keep track of virtual memibrgloes not represent
evay possible situation, but shows us one process with the usual 4 memory regions.
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Appendix I: Spectre, Meltdown, and Page Tables

In 2018, a series of security vulnerabilities were found in X86 processors theat ha
colloquially become known as "Spectre / Meltao" The underlying Computer
Architecture concepts are fairly advanced angbhd the scope of this courselowever,

in summarythese vulnerabilities all iolve gpeculatve exeution, where instructions (or
portions thereof) are fetched, and/or operands are fetched, amcadwf the actual
instruction firing off, to impree ppeline performance. The essence of the security bug is
that proper checking of the User/Supervisovifgge bit(s) of a PTE is not done during
this speculatie memory access. As a result, data which are in kernel memory could
potentially be read out by user-mode processes.

This is a perasive oblem and unfortunately all solutions to ivaitve ssme reduction in
performance. Theolutions iwolve both microcode changes to the processor harew
and changes to theeknel. Notonly Linux, kut other UNIX variants, and Wdows, are
all vulnerable to this and i@ dl had to release emergensecurity patches.

From a kernel standpoint, the most significant change has been the elimination of a
shared user/kernel page table. This sfyate which the entirety of theddnels virtual
address space is visible in the page table structutéodked out by setting the PTEs to

be Prvileged, has been replaced by one in which only a small amourtriolkvirtual
address spaceverlaps into the page tables which user-mode processes see. This small
VA space is necessary for interruptift/system call processing. Upon entry to the
kernel, the %cr3 mgister is switched to theeknels address space (again, a single shared
address space for the entirerkel). OnCPUs with the Address Space ID / Process
Contet ID feature, this is also updated, just as witly atidress space change, and the
performance penalty is not thatveee. However, lacking that feature, older hardve
suffers greatlyas &ery re-entry into the kernel is accompanied by a rash of TLB misses.

Appendix II: How an executable file is created

In the original UNIX kernel, each program was entirstigtically-linked, i.e. all of the
code required toxecute the program, and in particular all of the libraries which the
program requires, are put together at compile-time into one large monoXécictable

file. This practice bgan to change during the 1990s, and today almost all programs in
almost all UNIX-denved systems arelynamically linled It is gill possible to compile a
program which is statically linked, but this igceptional. V& will first discuss hw
statically linked programs are linked togethaad then dele into dynamic linking.

Compiling a C program into arxecutable file is a multi-stage processalving several

tools. Wherone simply runs:
cc test.c

The cc command transparentlyxecutes the tools, detailed bwloresulting in an
executable file calleda.out (if there are no fatal errors in compilation). The "a" in
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"a.out" stands for "Absolute”, meaning that all symbolic references lpeen resoled.

An a.out file contains pure machine code that can be direcityed by the processor
The eecutable file ("a.out") containyerything that the operating system needs to create
a programs initial memory configuration and begineeution. Theheader of the a.out
identifies it to the operating system as xecatable file and specifies the processor
architecture on which the machine code instructions will Auprogram compiled for an
x86 architecture can not b&eeuted, for example, on a SPARC processiine header
also gves the size of the text, data and bss memory requirements, as explained belo

Thea.out file includes the literal bytes okecutable code which will be loaded into the
process’sext region. Theseare in a contiguous part of tleeout file. Theheader

gives the offset of the ggnning of the.text  section of thea.out , and also thdoad
address i.e. the virtual address at which the compilation system expects this text to be
loaded.

Likewise, there is adata section in thea.out which contains an image of what the
data region of the process will look kkat pogram startup.
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a.out file Run-Time Memory Image
00000000
header:
load_addr,exec_addlr,
text _sz,data_sz,
bss sz text \
Virtual
text “ Processor
%eax
data ’
/ %ebx
—
.data bss
%eip
%esp
heap %ebp
stack
FFFFFFFF




ECE357:Computer Operating Systems Unit 5/pg 54 ©20F5Hmder

Thebsssection contains all un-initialized globadnables. TheC language specification
states that all such variables, lacking an explicit initialinaxst be initialized by the

operating system or C run-time environment to O.
int j=2;

int k;

main()

{
intl;
I%..*
}
In the example alwe, j has an explicit initializerand will be in the data genent. The
vaue of the initializer will be found in the .data section of the a.@uis uninitialized.
Therefore it will reside in the bssgrent of memory and will va an initial value of 0.
The ISO C standard says that "If an object that has static storage duration is not
initialized explicitly, it is initialized impliclitly as if eery member that has arithmetic
type were assigned 0 andesy member that has pointer type were assigned a NULL
pointer constant". This is satisfied by fillingegy byte of the bss region with 0, and is
performed by the operating systerihe \ariablel has automatic storage scope, and
therefore will be found on the stack (dithe compiler is set for heavy optimization and a
pointer tol is never taken, it may We in a regster). Automaticvariables are not
O-initialized.
Behind cc-losed doors

Thecc command is often and erroneously called "the combiler fact, it is a wrapper
program which inokes a ®ries of tools.Each tool transforms a specific kind of input file
to a specific kind of output filelt is possible to instruatc to interrupt the process atyan
stage, and to access and manipulate these intermediate files as needed.
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standard C library libc
math library libm

a.out

|

g absolute executable file
main.c M main.s 5 main.o
P E
funcl.c | funcl.s v funcl.o - load_addr
func2.c L func2.s B funcco ——= exec_addr
// . E ,/ L \\ text size
I R /! E \ data size
I \ T
I bss size
/! R '
‘\
\
externinti;
0020
f1() 0024

0028 FFO5 00000000

RELOCATIONS:

C Assembly language !
i @O002A 4 bytes

.text image

Object file
P
Absolute 08048112 ...
Executable 08048116 ....

Machine Code 0804811A FF05 0804D004

.data initial values

The compiler proper tas C code, passing it through the macro pre-proceasdr
compiles it into symbolic assembly language. By using $heption tocc, we @an halt
the process before the assembler andelinkre inoked, and viev the intermediate
assembly language file, which willlea.s extension.

The assembler takes symbolic assembly language f8ep ghd cowerts them into
relocatable object files (which Y& a .o extension). Anobject file is similar to an
executable ("a.out") file in that it contains machine codeydver symbols which can not
be resolved (as detailed below) are left danglimberefore, it is not ready to run until
these dangling links are settled, possibly by linking with additional object fi2gs.
giving cc the -c option, the linler will not be run and theo files will be left for
subsequent examination or linkingt is also possible to woke the assembler directly
with theas command.

Although some compilers do not separate the assenthieuseful to dvorce it from the
compiler and mad it a ®parate utility In this way, a @mmon assembler program can be
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written and employed by compilers for féifent languagesFor example, the GNU
compilers for C, C++ and FORRAN are all different programs, yet thell call on the
as program for assemhlyit is dso useful to be able to introduce files that hae keen
written by hand for certain performance optimizations or platform-specific features.

The linker tales multiple object.¢ ) files (or libraries of object files, witla extensions,
as discussed below), resetssymbol references, and creates an absotateitable file.
If unresolved symbols remain at this point, the dinkvill not be able to create an
absolute gecutable and an error will result.

Like the assemblethe linker is a separate tool which can be called directlg asThe

reason for this rather un-mnemonic two-letter name is that historittedljinker has also

been called the "loader", because it was responsible for creating the "load deck" of punch
cards that could then be directly run by the compuBesides|n was dready taken as a
command name.

When compiling C programs, it is best to allthecc wrapper to imoke ld rather than
trying to do it manually as there are a number of complatform-specific options
needed to actually create a run-able program.

The.o files need not hee omme from C source code. It is possible to distribute binary
object files or libraries which can be lgtk against user-supplied code. It is also possible
to create cross-languaggeeutables, where part of the code is written directly -1o
level assembly language, or in another higheldanguage (with all due caution about
mixed run-time environment expectations).

Separate Compilation

Very simple C programs can be contained in a singldile. Asthe size of the project
increases, it becomes extremely inefficient to do tAike tasks of pre-processing,
compiling and assembling are CPU-intemsiWith a single file, ay change, no matter
how small, requires that the entire file be recompiled.

The program can be split up into a number of smatlerfiles. Thereare \arying
opinions on hw finely to divide the program and on what basis to select which parts go
into which file. Some guidelines:

1) Groups of functions which form a coherent subsystem are good candidates for
including in their own file. In C++ terms, this would be a class. Some subsystems are so
comple that the need to be further subdivided.

2) Wheneer a angle .c file is on the order of 1000 lines of code, it is probably getting
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too big. On the other hand, having lots of files each containing oneoodGvine
functions is also wasteful.

3) Code which is being incorporated from another source, or which is benrkgdvon
by a different programmeshould hae its own file, or perhaps be structured as a library
to male it easier to deal with changes.

As an example, let’say our program has beerviied into filesfl.c ,f2.c andf3.c

To compile this, we could rurcc fl.c f2.c f3.c , which would perform the entire
pre-processing, compiling and assembling process on each of the three filesydken in
the linker to create tha.out . Howeve, uppose we maka dange tofl.c only.
Why do dl that work again for the other twfiles, which hae ot changed?

Instead, we can first ruec -c fl.c f2.c f3.c , which will pre-process, compile
and assemble each of the files, creafihg , f2.0 andf3.0 . Then we run:cc
fl.0 f2.0 f3.0 . Thecc wrapper sees that we are givingait files and passes them
directly to the linler. Now, if we changefl.c , we uncc -c fl.c to re-compile it
alone, and then ruecc f1.0 f2.0 3.0 acain to link the program. This process is
automated by the toohake, which uses dependgncules and file modification times to
determine which compilation phases teake and on which files.

The linker vs the compiler

The job of the linker is to takone or more relocatable object files, resobymbol
references, and create an absolxiec@table file. The linker does not kmabout C5
type algebra, nor should it, since the linker is independentyopanicular high-leel
language.

Unfortunately for the student, the C language also deals in symbols, e.g. variable and
function names, and this issue is sometimes difficult to separate from the symbol
processing which happens at link time. Here are some things tetappear in an
object file and do not concern the linker:

 C language type specifiers (such as "p is a pointer to a pointer to a function returning int
and taking tw int arguments")

* C language structure, union and enum definitions and typedef names.

» goto labels

* Internal labels that may be generated by the compiler for loops, switch statements, if
statements, etc.

» automatic (local) ariables. Animportant exception is a local variable that is declared
with thestatic  storage classThis variable has local scope, i.e. its name is not visible
outside of the curly-braced block in which it is declared, butvislin the same
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neighborhood as global variables.

Object File

header

text

.data

relocations table

symbol table

What's in a 0?

Let's s2e what is actually in an object file andhvhibgets there:
I*fl.c*
extern int i;

f0
{

}

[*f2.c */
int i;
main()

{

i=2;

i=1;

f0;
}
In fl.c , theextern storage class forariablei tells the compiler that thisaviable is
external to thatc file. Thereforethe compiler does not complain when it does not see a
declaration that ariable. Insteadit knows thati is a global variable, and should be
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accessed by using an absolute addressing niddeher the compiler nor the assembler
knows what that actual address will b&hat is not decided until the linker puts all the
object files together and assigns addresses to symbols. Therefore, the assembler must
leave a ‘place-holder” in the object fileLikewise, in f2.0, there will be a reference to the
symbolf .

Let us examine the assembly language files produced (using an older gcc under Linux on

an x86 system):
*kkk fls
ext
.globl f
type f,@function

pushl %ebp *These instructions set up
movl %esp,%ebp *the stack frame pointer
movl $2,i
leave *Restore frame pointer
ret

Lfel:
.Size f,.Lfel-f

*kkk fzs
ext
.globl main
type main,@function
main:
pushl %ebp *These instructions set up
movl %esp,%ebp *the stack frame pointer
movl $1,i
call f
leave *Restore frame pointer
ret
Lfel:
.Size main,.Lfel-main
.comm 4,4

The assembler diregd .text  tells the assembler that it is assembling opcodes to go in
the .text section of the object fileThe .globl  directve will cause the assembler to
export the associated symbol as a defining instantge is used to pass along
information into the object file as to the type of the symlRlease note that it has
nothing to do with the C language notion of tyf@&/mbol types may either be functions
or variables. Thdinker is able to catch gross errors such ak iere defined as a
variable infl.c instead of a function. Thesize directve @lculates the size of the
function by subtracting the value of the symbol representing the first instruction of the
function (e.gmain ) from a placeholder assembler symbol (d.fgel ) representing the
end of the function. Note that the CALL to functibnis done symbolicallyas s the
assignment into global variahle
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The resulting object file is similar to an a.out filewleeer all addresses are reladl In
addition, the object file will hae a ®ction known as theymbol table containing an
entry for eery symbol that is either defined or referenced in the file, and another section
called therelocations table described belw.

Now, let us viev the .text section ofl.0 (the listing belav was re-formatted from the
output of objdump -d):

Offset Opcodes Disassembly
0000 55 pushl %ebp
0001 89E5 movl %esp,%ebp
0003 C7050000000002000000 movl $2,0

000D C9 leave

000E C3 ret

First, note that the tdet of the first instruction is 0Obviously this can not be aald
memory address. All offsets in object files are re¢at the object file. It isrt’until the
linker kicks in that symbols gain absolute, usable addresses.

Next note that in the instruction beginning atset 0003, the constant 2 is wved to
memory address OWe know from examining the corresponding assembly language
input file that this is the instruction that wes 2 into variablei . The assembler has left a
place-holder of 00000000 in the object file where the linker wileh@a fill in the actual

32-bit address of symboal once that is knen. C705is the x86 machine language
opcode for the MOVL instruction where the source addressing mode is Immediate and
the destination mode is Absolute. Thexiné bytes are the destination address and the
final 4 bytes of the instruction are the source operand (which is in Intel-style, or "little-
endian” byte order).

Here is the dump of f2.0:

Offset Opcodes Disassembly
0000 55 pushl %ebp

0001 89E5 movl %esp,%ebp
0003 C7050000000001000000 movl $1,0

000D E8FCFFFFFF call 000E

0012 C9 leave

0013 C3 ret

Note that the placeholder in the CALL instruction is FFFFFFRE, tihe disassembler
decodes that as O00E. This is because the CALL instruction uses a Program Counter
Relatve addressing mode. The address to whigkcation jumps is the operand in the
instruction added to the value of the Program Countgstes corresponding to the byte
beyond the last byte of the CALL instructiom two's complement, FFFFFFFC is -4,
therefore the CALL appears to be to the instruction at offset 00O0E. Of course, all of this
IS meaningless since it is just a placeholder that will bawaitten by the linler.
Nonetheless, it reminds us that there aréeiht Relocation Types depending on the



ECE357:Computer Operating Systems Unit 5/pg 61 ©20F5Hmder

addressing mode being used.

The symbol and relocation tables for the twbject files will look something Ik this:
fl.o:

SYMBOL TABLE
NAME TYPE VALUE
f f unc 0 in.text
i v ariable [reference]
RELOCATIONS TABLE

SYMBOL=i OFFSET=0005 LENGTH=4 RELTYPE=ABSOLUTE

f2.0:
SYMBOL TABLE
NAME TYPE VALUE
f f unction [reference]
i v ariable 8 in .bss
main function 0 in . text
RELOCATIONS TABLE

SYMBOL=i OFFSET=0005 RELTYPE=ABSOLUTE
SYMBOL=f OFFSET=000E RELTYPE=PCRELATIVE

What Id does

The first task ofd is to tale inventory of all of the.o files being presented to it. It loads

in the symbol tables from all of the object files to create a unified symbol table for the
entire program. There is only one global namespace for all linker symbols. This might
be considered a deficigncLet's say we hae a nodulefoo.c that defines a function
calledcalculate . If we atempt to incorporate that module into a program written by
someone else, thenay have dso made a function callezhlculate . Itis, after all, a
common name.

If there is more than one defining instance of a symbol, i.e. if a symouligly-
defined this is generally a fatal errorConsider what would happen if a programmer
accidentally included twversions of functiori above in two dfferent.c files. Whenf

is called somewhere in the program, which version should be called?

To ameliorate this problem of flat global linker namespace, @erion exists that one
should prepend to oreegobal variable and function names a reasonably unique prefix.
Therefore, we might call our functidno_calculate . This is less likely to conflict
with another name. It isha perfect solution, but it works fairly well in reality.

In languages li& CG++, which takes nameverloading to an extreme, the identified names
used in the source code arame-mangledto be non-conflicting when placed into the
global linker namespace.
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Global variable and function names that are intended to remasiepto the.c file in

which they are declared should be protected with stetic ~ storage class (see beip

static  symbols still require the assistance of the linker to be reloc&ted.ever, the

use ofstatic  causes the compiler and the assembler to flag that symbol as a LOCAL
symbol. Thelinker will then enter the symbol into a yaie namespace just for the
corresponding object file, and the symbol wilvereconflict with symbols from other
object files.

There are rare cases where it is useful to deliberately redefine a syfobwistance, we
may need to change Wwaoa pece of code, ailable only in library or object file form,
calls another function. This all falls under the heading of "wild and crazy Id tricks" and
will not be discussed furtherdust remember that grduplicate symbol definitions are
generally wrong.

There is one antiquated exception whighstill honors: the so-called COMMON block,
which is a hangeer from FORRAN. If there are multiple defining instances of a
variable in the bss section (i.e dobal variable without an initializer)gd will look the
other vay. This is because there really isa’fatal conflict. As long as the definitions all
give the same size and all agree that it is a bss symbol, ghavehorry about which
definition is the correct onéAll are equvalent. So,if one accidentally declares a global
uninitialized variable twice, the program will compile fine. It is siggpweve.

Frequently symbols wva a efining instance, but tyeare never actually referencedFor
example, the programmer may write a functionf beser call it, or declare a global
variable, yet neer use it in an epression. Thdéinker doesnt care about this.

However, it cares deeply about the opposite case: a symbol that is referenced (by
appearing in a relocations table) but which has no defining instance. Such a situation
malkes it impossible for the lirde to complete its task of creating an absoluee@able

file with no dangling references. Therefore, it will stop witratalf erroy reporting the
undefined symbol and the object file or files in which it is referenced.

Once all of the symbol definitions and references are mddld will assemble the
a.out file byconcatenating all of the text sections of all of the object files, forming the
single .text  section of thea.out . In doing so, the text sections are relocatéa
instruction which was at offset 10 in a particular objectdfitext section may nw be d
offset 1034 in tha.out

Furthermore|d has a concept of tHead address  of the program, i.e. the memory
address at which the first byte of thext section of thea.out will be loaded. This
knowledge is part of configurinigl for a particular operating system and processor type,
and is not normally something that the programmer needs to worry about. The load
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address is also placed in theout file so the operating system is sure to load the
program at the address for which it was édk Knaving the size of each object fie’

text section,ld can calculate the absolute address that it will ogdopthe final
image, and can thus complete the symbol table, assigning absolute values txteach te
symbol.

A similar process is undertaken for tata andbss sections.ld assigns an absolute
address to eactata or bss symbol, based on the configured starting address of the
data andbss memory rgions. Inthe case oflata symbols, the initializers contained

in the individual object files are concatenated, formingdaéa section of the.out ,

which will thus contain the byte-for-byte image of what that section will loakwken

the program startskor bss symbols, there are obviously no initializetd. keeps track

of the total number obss bytes needed, and places that information intoatlet

header so the operating system can allocate the memory when the program is loaded.
During this process, eadata or bss symbol is assigned an absolute address in the
symbol table.

Now Ild concatenates thexious object files, processing the relocation records, replacing
each "placeholder" with the actual, absolute address that the associated symtol is no
known to hae. In the case of Program-Couriieelatve relocation types, the proper
offset is calculated with respect to the absolute address of the placeholder in question.

Libraries

When you write a C program, you expect certain functions, sugiriis , to be
available. Thesare supplied in the form ofldrary . A library is basically a collection
of .0 files, oganized together under a common wrapper format callea &le. It is
similar to a "tar" or "zip" archie @lthough no compression is provided).

Convention is that a libraryZzZZ is contained in the library fildibZZZ.a . Using the

- option tocc tells thecc program to ask the linker to link with the specified library
For example:cc myprog.c -Im asks for the system library fillbm.a (the math
library) to be additionally linkd. By default,cc always links the standard C library
libc.a . These libraries are located in a system directgpycally /usr/lib

Although a library embodies a collection of object files, the behavior when linking to a
library is slightly different than if one just liekl in all of the object files indidually. In

the latter case, théext and.data sections of each object file would wind up in the
a.out , regadless of whether or not anything in a particular object file was actually
used. Vith a library Id builds a symbol table of all the object files in the libraayd

then only selects those object files that are actually needed for inclusion into the
executable.
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Dynamic Linking

When dynamic (shared) libraries are used, there argodwis to the linkage processit
compile timeld links against the dynamic library (which hasa extension in UNIX)

for the purpose of learning which symbols are defined biidwever, none of the code

or data initializers from the dynamic library are actually included in the a.out file.
Instead]d records which dynamic libraries were linked against.

At execution time, the second phase takes place beform#éie gets ivoked. A small
helper program calledd.so (typically, actual names vary depending on operating
system build) is loaded into the process address space by the kerngkaridde The
intervention ofld.so is made possible by the binary interpreter feature of the ELF
(Extensible Linker Format) a.out formatike the #! method for shell script (and other
languages) interpreters, a flag in the a.out header informsetinel khat it needs to
actually loadld.so , which is passed the absolute pathname ofatbet file as an
argument.ld.so then does a series of mmap calls to establish ttig data and bss
regions for the cowventional (statically linked) part of the program, based on the a.out
header information. It then locates each of the required dynamic libraries (also
information from the header) and for each one, mmaps that librtaxy, data and bss (if
needed) regions.

When usingstrace on Linux to trace system calls and we are tracing ®ee ef a
dynamically linked program, we’ll see threeve of that program.We won'’t seeld.so

getting loaded because that happens as an internal kernel function, not a system call.
Then next we’ll see the various opens and mmaps.

Some additional magic is required to link the static and the dynamic portions of the
executable. Thisaspect is extremely specific to the operating system and processor
architecture. Imgeneral, for functions which are defined in a shared lipdarpmy stubs

are provided in what is known asRaocedure Linkage Table. These stubs contain
jumps to addresses which are filled in by the dynami@finkhis allows the static code

to male function calls without being dynamievare. Likewise, a table known as the
Global Offset Table provides transparent access ty @tobal variables which a shared
library exports. Thedynamic libraries themselves need to be compiled in suchags w
that thg are capable of being loaded atyawirtual address. This is done with the
-fpic  (position independent code) flag to the compilEreld.so  dynamic linker fills

in the entries in the ALand GOT based on the actual addresses that got assigned at run-
time. Theprogram is na completed linked and ready txeeute, sold.so jumps to

the start address contained in the a.out head#nce Id.so is designed to work in
concert with the C librarythis start function (the code of which is located in the te
region associated withbc.so ) does an munmap to desgrthe text region that had
contained théd.so code.
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There is a slight performance penalty when using dynamic libraries. In additional to the
delay in eecuting the program imposed by needing to load and link the libraries, calls to

functions in the dynamic library require an additional branch, and accesses to global
symbols from within the shared library must use a position-independent addressing
method, which generally requires an indirect addressing mode.

One down-side of dynamic linking is that a missing dynamic library (".so" files in UNIX
terms, or "DLL"s in WWhdows-speak) will preent a program from runningyen if it was
complete and correct at compile timédowever, this disadantage is more than
outweighed by the reduction irxeeutable size and the oemience of being able to
correct errors in system libraries on the ¥isthout having to locate and recompile each
and eery executable based on the faulty library.

The programldd can be used to defy dynamic library resolution problemshis

example shows the dynamic libraries that are needdd fan a 32-bit Linux system:
$ | dd /bin/ls

linux-gate.so.1 => (0xb77c4000)

librt.so.1 => /lib/librt.so.1 (Oxb77b6000)

libacl.so.1 => /lib/libacl.so0.1 (0xb77ad000)

libc.so.6 => /lib/libc.s0.6 (0xb765b000)

libpthread.so0.0 => /lib/libpthread.s0.0 (0xb7642000)

/lib/1d-linux.s0.2 (0xb77c5000)

libattr.so.1 => /lib/libattr.so0.1 (Oxb763b000)

The numbers in parentheses are the addresses at which each of the dynamic libraries
would load if the program were actually beingpeuted.

Under certain circumstances, such as security-semsipplications, it may be
appropriate to use static linkage. This ensures that the programwalisabe able to
run, and will alvays run with exactly the expected code.



