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The UNIX Process

The UNIX process is airtual computer, that is to say the combination of a virtual
address space and a virtual processor (or tagk®.kernel provides system calls to create
new processes, to desyrgrocesses, and to change the program which is running within
the process. The purpose of this unit is to enak ntroductory exploration of these
mechanisms.

We will be looking at 3 important system calls which behaddly, from the standpoint
of corventional programming. These are fork, exit angce You call these functions
once, but thgreturn twice, neer, or once but in a different program, respeetty!

Processes are identified by an gaeProcess ID (pid) All processes he a f@arent
which caused their creation, and thus the collection of processeg i@istant forms an
ancestry treeThe pid of the current running process can be rketliaith theget pi d
system call, while thget ppi d system call returns the parenprocess id.

There are interfaces to get the list of all running processes (pids) on the sysieps
command is commonly used for thi©n Linux systems, it in turn uses ther oc
pseudo-filesystem. Therg an entry under this directory for each running process, e.g.
/ proc/ 123 is a subdirectory which contains more information about pid #123.

Process #1 is ahys at the root of the tree, and isvays running a specialized system
utility program called ni t. i ni t is started by the kernel after bootstrap, and it in turn
spavns of additional processes which provide services and user acesfto the
computer [on mary modern versions of Linux, this pid #1 runs a different program
known assyst end. Howeva, this still performs the same basic functions as the classic
i ni t program ]

The Virtual Address Space of a Process

All UNIX processes hae a vrtual address space which consists of a numbeegbns

aka virtual memory areas aka segments (ever the term sgment should not be
confused with hardware address segmentation as practiced on theam@$ of
processors). ¢ a gven UNIX operating system variant and processor type, there is a
typical virtual memory layout of a procesfecall that virtual addresses are meaningful
within a given process only Thus there is no conflict when the same virtual addresses are
used in different processes.
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a.out file Run-Time Memory Image
i 00000000
header: magic#
text_start,data_star
text_size,data_sizg text_start
bss_ start,bss_sizg
exec_start_addr text \
""""""""" Virtual
text “ Processor
data_start
%eax
Trrorrrcrrrrrriote data
%ebx
] bss_start
.data bss
+bss_siz Yoeip
L Lo LTI LTIz %esp
heap %ebp
sbrk(0) *
main() stack frame
stack _start() stack framg
| arguments & environment
FFFFFFFF

For the purposes of simplicityve will assume a 32-bit architecture, and therefore virtual
address space ranges from 0 to OxFFFFEMIGE all of this address space is populated.
Traditionally, dl UNIX systems use 4 regions: text, data, bss and stack.

 The t ext region is the recutable code of the program. Other read-only data are
sometimes placed in thisgien, such as string literals in the C language. The program
counter register (%eip on X86-32 architecture) will generally be pointing into this region.
» Thedat a region contains initialized global variables.

» The bss region contains uninitialized globals. Lacking an explicit initialjzérese
variables are implicitly set to 0 when the program starts. According to the original
authors of UNIX, "bss" as the name of an assembly-language pseudo-opcode "block
started by symbol", andag used to define an assembly symbol representing a variable or
array of fied size without an initializerThe bss region is grown by requesting more
memory from the kernel (using tlsbr k system call), and this dynamically-allocated
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memory is often called "the heap".

 The st ack region is the function call stack of the running prografunction
arguments (X86-32 only) and return addresses are pushed and popped on thié stack.
different stack is used when the process is running in kernel modevédnothat
discussion will hee o wait until a subsequent unifThe %esp and %ebp registers on
X86-32 are pointing within the stack region.

There are additional memory regions which can be created as well, such as shared
libraries, and memory-mapped files. In Unit #5, we will explore the properties of virtual
memory in much greater detalil.

Installing a new program with exec

The exec system call replaces the currently running program withvaome. Itdoes
not change the process IDytht doesconceptuallydelete the entire virtual address space
of the process and replace it with a brang nee, into which the e program is loaded
and eecuted.

We'll review the exec(2) system call very shortlyin order to load andxecute a ne
program into an existing process, the UNIX kernel must wendgine following:

» The pathname of thexecutable file

* A list of arguments (the familiar C-style argv[] array)

* A list of strings known as thenvironment which will be discussed beako

Conceptually the eec system call, after making a cgpof these 3 vital pieces of
information into kernel memoyyliscards the entire virtual address space of the process
as it currently gists. Conceptuallythe kernel loads thexecutable image into the
processs virtual memory beginning at some specific absolute virtual addréks.
executable file, om. out , contains:

 The virtual address and size of the text and data regions.

» The virtual address and initial size of the bss region.

» The images of the text and data regions

* The entrypoint (virtual address of first opcode) of the program

The kernel creates the four basic regions (text, data, bss, stack) according to the
information in thea. out file. Thetext and data regions are initialized by loading their
image from thea. out . The bss region is initialized as all 0 bytes (meaning that an
global variables lacking arxplicit initializer are implicitly initialized to 0). An initial

stack region is created (we will see in Unit #5 that iwgreon demand) and a small
portion of the stack, at the very highest address, is typically used to passitbeneant
variables and argument strings. The stack pointer and frame pointer registers are set to
point to the correct place within the stackhe kernel establishes a stack frame as if the
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entrypoint function had been called with nt argc, char *argv[], char
“envp[])

If you examine the values of these pointers argv amd,goud find that thg fall within

the stack rgion. Thekernel sets up the stack, starting from the highest address (because
stacks gro towads low-numbered addresses), allocating space for the arguments and the
environment. Thekernel then sets the stack pointer (%esp on X86-32) register toxhe ne
free address and beginseeution. Sincethe arguments and @wronment are belo the

stack frame for the startup function, yhare "stable" and may be passed around freely
throughout the program without fear that the associated memory may disappear or be
used for something else.

After the memory regions are created and initialize@cwtion of the program lggns
when the krnel sets the program counter register to the start address which is contained
in the a.out file, and then releases the virtual processor to be&girtiag instructions.

Although the traditional vi& is that execution of a C or C++ program begins with the
main() function, in fact there are numerous hidden startup routines wiechte first.
These are provided by the standard library to initialize various modules of the, library
such as the stdio subsystem. This igeoed belov under "Process Termination”

During exec, some attributes of the process are retained for the next program, and others
are reset.Of primary importance to this discussion is the fact that the virtual memory
space is reset to a fresh state for the incoming program, while the set of open files, current
directory process id, parent process id, uid, and gid are retained acrosxehe e
boundary.

Exec system call

The exec system call replaces the currently running program with another program.
There are actually seral variants of theexec call, and under the Linux operating
system, most are actually C library wrappers for the underlying system call, which is
execve.

i nt execve (char *path, char *argv [],char *envp[]);// Actual syscal
/* Below are all library functions which then call execve */

i nt execv (char *path, char *argv[]);

int execvp (char *file, char *argv[]);

i nt execvpe (char *file, char *argv[], char *envp[]);
int execl (char *path, char *arg, ...);
| :
[

nt execlp (char *file, char *arg, ...);
nt execle (char *path, char *arg , ...,char * envp[]);

The I variants accept the argv vector of thevi@ogram in terms of a variablegament
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list, terminated by NULL. The v’ variants, on the other handetakector Although it
is corvention thatar gv[ 0] is the name of the program beingoked, it is entirely
possible for the caller to "lie" to the next program alzowv| 0] !

The first argument to grexec call is the name of the program teeeute. Thevariants
without 'p’ require a specific pathname (e.g. "/bin/Is"). The ’p’ variants will also accept
an ungualified name ("Is") and will search the components of the colon-delimited
environment \ariablePATH until an executable file with that name is found (this action is
performed by the standard C librangt the kernel).

In the example bela we use theexecvp wrapper function:
mai n(int argc, char **argv)
{
argv[ 0] ="dog";
execvp("cat",argv);
perror ("W reached this point, an error nust have happened in exec");

}
This program ivokes cat (allowing the library function xeecvp to search theATH

ervironment variable for the unqualified nanoat) and passes along all of the
arguments. Hwever, agv[0] is given the value "dog". In thevent that cat encounters
an erroy it (like most programs) uses argv[0] to report it8noname, with humorous
results in this case (go ahead, try the example).

Exec errors

The invoking user must hae exeute permission for thexecutable file. This means not
only that the file hasxecute permission set for the uséut also that all directory
components in the path to that file areséraable (&ecute permission is grantediRead
permission on thexecutable file (or intermediate directories) is not required Xec.e

The eecutable file must be of the correct format to load on this operating sy3teis).
means that the binary processor architecture, addressing model, run-time model, and
other issues must be compatible. This is often called the "Applications Binanateterf
(ABI). l.e. the xecutable must hae ather been compiled on a similar system, oveha
been cross-compiled with the target system type in mind. E.gndoWs .EXE file can

not be run on a Linux systenvea if both are 64-bit X86 processors, because the run-
time environment is not compatible (but there are tools which interpose the correct
ervironment and ally Windows programs to run under Linux, and vicarsa). ALinux

a.out file compiled for an ARM processor is not going to run on an X86 procdssor
kernel determinesxecutable format compatability byxamining the so-called "Magic
Number" in the a.out headeffhe standards bodies which set the format of a.out files
(typically the Extensible Linking Format or ELF) assign a specific magic number to each
possible architecture.

There are seral other errors which might cause theesystem call to fail, which are
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documented byan 2 execve.

If exec is auccessful, from the standpoint of the calling program, it appeaes t@
return. Onerror, exec returns -1. The érnel does not get to the point of discarding the
old address space until it has done enough checkingéordasonable assurance that the
new executable can actually be loaded. Otherwise there would be no calling program to
return -1 to!

Executing via an interpreter

The &ecutable must either be a neti bnary (consisting of machine language
instructions that can bexecuted by that system), or an interpreted scriptthe latter

case, thexecutable file will begin with:
#!/path/to/interpreter arg

/ path/to/interpreter must be a qualified path (thé&TH environment \ariable
will not be searched) and must be avetinary executable file (not another interpreter).
(Note: in most versions of Linux, nested script interpseser permitted up to 4 in a row

The interpreter program  will be xecuted with argv[0] set to

/ path/to/interpreter. If the optional ayjumentar g is present in the #! line, it

will be inserted as the next argumentg{dt]). Thisis sometimes used to modify the
behavior of the interpreter program, such as to turn on debugging.

The name of the script file becomes argv[1] (argv[2] if the optiangl was gecified in
the #! line), which allows the interpreter to open this file and begin to intergeeute)
it. Interpreterprograms hae a yntax which is compatible with thisi-or example, the

man page fosh shows:
sh [-optional _flags] commands_file [argl [arg2 ..... 11

Note that if you use a "p"aviant such asxeclp and specify a relag flename, the name

of the script file as seen in argv[1] (argv[2] if the optiomay was present) nonetheless
appears to be fully-qualified. This is because the wrapper function suctechs leas
searched theATH environment \ariable and replaced the unqualified name of the script
file with the actual qualified pathname as determined byAl&l P

Then the entire argv vector suppied in the origingcesystem call, not including
argv[0], is appended to the argv seen ibyt er preter. sh like most interpreter
programs will opercormands_fi | e and read commands from it, rather than reading
commands from standard inpuargl, arg2, etc, if supplied, arevadable as shell
variables $1, $2, etc. The first line of the script file, beginning with #!, does netsady
affect the script, because the # raskthe rest of the line a comment in shell script
language (and most other interpreted language®)ith the abwe-described
manipulations of the argwector scripts work as expected, and a script file can be freely
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substituted for a nate bnary file.

For historical reasons, if thexecutable file has»ecute permissions, but is not a binary
file, and does not contain an explicit #! interpreteodation, it is interpreted with the
shell /bin/sh, as if it had started with / bi n/ sh. New gplications should generally
avad this and instead abys use an explicit #! line.

Linux and most other UNIX systems suppbntary inter preters. A special section of

the a. out file directs the kernel toxec a $ecified interpretermuch like the #!
mechanism abe, but nov the a.out file can remain a binary file instead of a line-by-line
text file such as a shell, perl, awk, python, etc. script. The binary interpreter mechanism
is heavily used: most commands are dynamically linked and the dynaneicl lohkso is

in fact the program that completes theeeprocess. Hwever, this detail is difficult to
explain at this point until we & explored memory mappings in Unit #5.

The Environment

The environment is a set of strings of the farar i abl e=val ue which is used to pass
along information from one program to thexheThe ervironment representgpaque
data to the kernel, i.e. theeknel does not inspect or interpret its contents. There are
UNIX conventions that environment variablesveappercase names, and certain names
have eertain functions.PATH contains the search path foreeutables. PStontains the
shell prompt string. TERM is the terminal type of the controlling terminal. HOME is the
home directory of the current useffhe shell commandenv displays the current
environment variables andalues. Theshell commandexport VAR ABLE=val ue
creates a ve environment variable.

The standard C library routinget env andput env can be used to query and create

environment variable settings. The entire vector is alaitahle as the global variable:
extern char **environ;

The ’'e’ variants of wec accept a ector analogous toargv[], specifying the
environment of the nev program. Thenon-'e’ variants pass along the current
environment.

The environment is established by the kernel prior to calling the praggart’ function,
and has the same NULL-terminated array of strings format s &orage for the
ervironment and argument vectors is allocated by #radd at the high end of the stack
region.

The Environment Variables are a mechanism for passing along configuration and status
information from one program to thexte Whena sssion begins (e.g. via thegi n
command) the environment variables are initialized as needed for that sd4GMda.

gets set to the home directpgic. Ervironment variables are inherited by commands
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spavned of from the shell, or the gmonment can be modified as needed for each
command.

In shell syntax, the following:
PATH=. / : $PATH

adds the current directory to th&T environment \ariable. Thent will no longer be
necessary to prefix your program with ./ foxample ./ a. out. Howeve, this
represents a security exposure since, if you happen to be inaamilianf directory avned
by someone else, and you type Isytbeuld hare danted a "trojan" Is program which
now is running with your privilges. Therefore/ is not normally part of AT H.

By using theexport shell command, a change to an environment variable is made
visible to commands that are then wpad. Otherwisethe change is specific to that
shell. Much more information about environment variable&TR, and UNIX shell
programming in general is widelywalable from online tutorials & the supplementary
textbook.

The open file table and file descriptors

Were mow going to tale a deeper die an how the kernel handles file descriptors
internally There are tw data structures wolved. First,each process has itsvo file
descriptor table which is indeed by file descriptor numberThis table (array) contains
pointers to another kernel data structure known (in the Linux kernshrasct fil e.
Onestruct fil e exsts for each instance of opening a file, and these can be pointed
to by multiple file descriptors, including potentially file descriptors fronfedsht
processes. Lastlyach struct file contains a pointer (it is actually via another structure
which is not illustrated to simplify the diagram) tosaruct i node in the lernel,
allowing access to the fieimetadata and data.

struct fil e contains manfields. Righnow, we ae concerned with the following:

 f _node: The basic manner in which the file was opened (RDONVRONLY,
RDWR).

«f _flags: The remainder of the secondyament to the open system call which need
to be remembered after the opefor example O APPEND. In contrast, flags such as
O_TRUNC or O_CREA are only important at the time of the open and then are
discarded. Therare mag possible flags. Some of them can be altered after the open
with thef cnt | system call.

«f _count : The reference count of tvomary entries in process file descriptor tables are
pointing to this particulast ruct fil e.

*f _pos: The byte offset in the file where the last read or write left off.

Thef _pos field maintains &ursorinto the file. It is initialized to 0 when the file is first
opened. Aread or write system call adys begins at byte fdetf pos, and then
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f _pos is incremented by the number of bytes read or written. Therefore, reads and
writes appear to beequential. f _pos can be queried or changed using treeek
system call, to performandom acces® the file.

However, when the file has th® APPEND flag, all writes automatically begin at the
current size of the file, i.e. all writes will append to the file. After the apgenups

contains the ne size of the file. Because the setting 6f pos to the current size of the

file and the write happen atomically is guaranteed that a file descriptor opened with
O_APPEND can neer overwrite previously written data. This is very useful for things
such as audit logs. Of course (as long as one has the proper file permissions) one could
always open the file a second time without the APPEND flag.

File Descriptor Table (one process) struct file In-core inode

0 f_mode: R f_flags:0

1 fposids | _______| itmpffoo
f_count:1 A

2 4 7

3 \

4 f mode:RW f flags:0 | S
f_pos: N/A / Idev/pts/3
f_count:2 /

mode:W flags:APPEND |
f_pos:4000
f_count:1

f mode:R f flags:0 |
f_pos:111 /tmp/bar
f_count:1

The diagram abe is a €hematic representation of these data structures, all of which
reside in kernel memoryWe se that standard input has been directed (see/ptdhe

file /tmp/foo, which has also been opened separately in @MK|O_APPEND mode.

File descriptors 1 and 2 continue to point to the terminal device {nateunt ==2).
Finally, file descriptor 4 is an opening of the file /tmp/bar.

The act ofopening a file creates both awdile descriptor and mestruct fil e and
links everything together.
Dup and 1/O redirection

However, just as we can ke hard links in the filesystem, we canvieamnultiple file
descriptors which link toxactly the same struct fileThe dup system call allocates a
new file descriptor table entry for the process and points it to thesamect fil e as
an existing file descriptorThe nev file descriptor is themxactly equivalent to the
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original one. When the dup takes place, theount field of thestruct fil e in
guestion is incremented.

dup comes in tw flavass: originaldup, which picks a file descriptor for you (as usual,
the lowest wailable fd number is chosen), dup2 which allonvs you to pick the e file
descriptor numbewhich is firstcl osed if already open.

A cl ose on an open file descriptor NULLS out that exact file descriptor table entry and
thus remwees ane actve reference to the correspondisgruct file. f_count is
decremented. Whethe number of references falls to O, seruct fil e itself is
destryed. Thatdeletes one particular instance ofving the inode open, but as
illustrated abwe, there may be othest ruct fil e objects which reference the same
inode and thus hold it open.

The most frequent application of dup is to redirect standard input, standard output or
standard error:

char *out name="out.txt";

i f ((fd=open(outnane, O CREAT| O APPEND| O WRONLY, 0666) ) <0)

{
fprintf(stderr,"Can't open log file %", out nane);
perror("");
return -1;

}
i f (dup2(fd,1)<0) {

/11t would be very odd for the dup2 systemcall to fail in this case
perror ("WOW Can’t dup2 to stdout");
return -1;

}

cl ose(fd);

i f (execlp("/usr/local/bin/nextprog", "nextprog", "argl", "arg2", NULL) <0)

{
/1 OTOH, execlp failing is not as shocking

perror ("Woops, can't exec /usr/local/bin/nextprog!'");
return -1;

}

In this example, nextprog isvioked with stdout redirected to a log file whose name is
contained in the char * variable outname. Note the closefiter the dup2 call, both

file descriptor fd AND file descriptor 1 (standard output) point to the newly-opened file
| ogf nm The close gets rid of this extra reference to this fiiee belo under
"Expected file descriptor environment" Belas an ilustration of 1/O redirection of file
descriptor 1:
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% \
/ | /dev/
j pts/1

1/0 Redirection, step 1
fds 0,1,2 start out attached
to the terminal /dev/pts/1

% \
/ | /dev/
// pts/1

out.txt

Step 2: open a new file out.txt

% \
\ /dev/

pts/1

out.txt

Step 3: dup2(newfd, 1)

% \
| /dev/

pts/1

Step 4: close(newfd) (output now goes
to out.txt)

out.txt

Starting a new process with fork

While theexec system call replaces the currently running program withaapnegram,

it does so inside the same virtual computer container (or process). The method which
UNIX uses to create meprocesses is often confusing at first, because it creates a ne
process which is a cgf the current process at that momeni, loes NO change the
running program.The f or k system call is used to create avngrocess. Therocess

which calledf or k is the parent process, and the we child process is arexact
duplicate of the parent process, including the entire virtual address space and the
register set of the virtual cpu, with three exceptions:

* The child process will be assigned avr@ocess id.
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» Theparent process id (ppid)of the child will be set to the pid of the parent.
» The f or k system call will return 0 to the child process, and will return the ehild’
process id to the parent.

Note that fork does not provide for a change in the currently running prograrms.
results in the strange programmatic sensation of calling a function which reticas
Another way to vier this is that the child process comes to likeoriting at the xact
point of returning from the fork system call.

The fork system call is fairly unique to UNIXMost other operating systems provide a
system call that combines fork widxec to both create a meprocess and associate it
with a nev program at the same time, i.e. a "spawn" system call. This would be useful
because, as we’ll see, the most common system call tovfédik is exec. We'll also

see, in later units, othe UNIX kernel optimizes this.

The duplication of the parent process also applies to the various properties or state
variables that the kernel associates with each prodessexample, the current avking
directory user and group ids, and open file descriptor relationships, are all copied.

int i;

0
{
int pid;
i =10;
switch (pid=fork())
{
case -1:
perror("fork failed");exit(1);
break; /*NOTREACHED*/
case O:
printf("ln child\n");
i =1;
br eak;
defaul t:
printf("ln parent, new pid is %\ n", pid);
br eak;
}
printf("pid==% i ==%l\n",pid,i);
}

If fork fails, then no child process has been created, aatua of -1 (which can wer be
a legd pid as pids are posi) is returned.

Although the child is an exact cppf the parent, it is nonetheless an independent entity
and has an independent virtual memory space which stérés ain @act copy of the
parents (@gain, we will see in a later unit wothe kernel optimizes this andads
actually copying physical memory until it is necessary). Therefore, inkdrafge abue,

the childs modification of variable does not affect the paresitopy.
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Note that isndeterminate whether after the fork system call completes, the parent runs
first, the child runs first, or (on a multiprocessor system) both processes run
simultaneously Programmers should not assumey grarticular case. Nor should y@n
assumption be made based on examining pid numbers that a particular prasess w
forked before or after another process. While pids are generally assigned sequentially
there is a finite limit, whereupon the pid number "rollsrband the next lowest unused
number is selected.

Parent Child
I
L PEe— | PC
text// SP gexl\ SP
GP I GP
data regs data regs
bss bss

//\

_ =
Fork conceptual model: Entire VA
space and all registers are copied
stack from parent to child at the instant stack

of forking.

fork and the file descriptor table

A fork makes an exact cppf the parens file descriptor table, resulting in an additional
reference to each file table entfjhef count fields of each d&éctedstruct file

are incremented. In effect, fork performslap of the file descriptor table to the child.
This sharing o6t ruct fi | es means that when e.g. the child process reads from a file,
the parent process will see a change in the file position (e.g. thireegk). However,

ary opens or closes performed in the child are not visible in the parent andevsag-v
since after the initial copying, these ar@twdependent file descriptor tables.
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struct file

\

f_mode: R f_flags:0
f_pos:45
f_count:2

f_mode:RW f_flags:0
f_pos: N/A
f_count:4

mode:W flags:APPEND
f_pos:4000
f_count:2

f_mode:R f _flags:0
f_pos:111
f_count:2

File Descriptor Table (child)
Above is the same example from earlibut after the process has forked.

Typical shell 1/0 redirection

©20FHHmmer

In—core inode

/tmp/foo

/ /dev/pts/3

/tmp/bar

The shell uses dup or dup2 to establish 1/O redirection for spawned commbmnds.
isolate possible errors from the main shell process, generalfyothle is done first, and
the opening of files and redirection of file descriptors is performed in the child process.

In the classic UNIX environment, the onlyaw two processes can share an open file
instance gt ruct fil e)isif they share a common ancestor which performed the open,
and the referencing file descriptors were thus inherited through forks. In modern UNIX
kernels, there are other mechanisms, beyond the scope of this lecture, which can violate
this principle.

Expected file descriptor environment
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It is a UNIX programming corention that, unless otherwise specified, a prograpeets

to start life with just the 3 standard file descriptors open. This means thati@ut or
errors which the program produces will go sarmere, and there is someplace from
which to solicit input if needed.

To haveextra file descriptors open when the program begins is generally an amador

may cause problems. These extra open file descriptors create, from the standpoint of the
program, an unexpected connection to something else on the system, and from the
standpoint of the system administradangling and dead references which might/gme
resources from being freed.

It is likewise an error if the standard 3 file descriptors are not open when a program starts,
or are not open correctly (e.g. fd#1 is opened with O_RDOMbde). Thiswill cause
unexpected errors when attempting to read/write to/from the standard descriptors.

On Linux systems, the typical floof process creation which leads to a userteractve

shell creates one instance of opening the terminal associated with the session, i.e. one
struct file. The open modes are O_RIR. Thatis then dupd so hat file descriptors

0,1,2 all point to it.As a result, one finds that a write to 0, or a read from 1 oogsw

just fine. This is not "portable" beliar and applications should not be coded to depend

on it. In addition, when there is 1/O redirection, the < shell operatwayal uses
O_RDONLY mode and the > or 2> operators use O_ WR®NL

Troubleshooting file descriptor tables

A helpful tool on Linux is the /proc filesystem. If we look/gir oc/ ###/ f d where

### is the pid, we will see the open file descriptor table of that process, e.g.:
$1s -1 /proc/606648/fd

total O

[ rwx------ .1 hak users 64 Sep 23 20:44 0 -> /dev/pts/O

[ rwx------ . 1 hak users 64 Sep 23 20:44 1 -> /dev/pts/O

[ rwx------ . 1 hak users 64 Sep 23 20:44 2 -> /dev/pts/O

[ -wx------ .1 hak users 64 Sep 23 20:44 3 -> /tnp/xyz.txt

The entries in this directory arevgn names which are the file descriptor numbers (in
decimal) of each open file descriptor and each appears to be a symlink pointing to the
actual path associated with the open f([Ehere are times where there is no path, such as
pipes, which we oger in Unit 4). Above we e a process where the usual 3 fds are
associated with a terminal and it has apparently opened the file /tmp/xyz.txt

Then if we read the file (e.g. with cdtpr oc/ ###/ f di nf o/ ## where ### is the pid
and ## is the file descriptor numpemvill provide additional information about the struct
file referenced by that file descriptor:

$ cat /proc/ 606648/ fdinfo/0

pos: 0

flags: 02002

mt _id: 27
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i no: 3

$ cat /proc/ 606648/ fdinfo/3

pos: 0
flags: 0100001
mt _id: 100

i no: 1310731

Thef | ags: information contains the open flags, and other flags which can be set by the
fcntl system call, or by theeknel itself for various reasons. In the first example, the
terminal was opened with O_RDWR and the O_APPEND flag was turned on by the
kernel (because the terminal is not seekabld)e xyz.txt file was opened O VZRILY

and we also see the flag O _LARGEFILE which allows the file to be more than 2GB.
This flag is turned on by dadlt ezen when the user didhinclude it in the open flags

explicitly.

Process termination / The Truth about main

Processes terminate either whenythall the exi t system call or thereceve @rtain
types ofsignals(which will be cavered in the next unit).

Theexi t system call takes a single igegr argument, which is called theturn code

By corvention, a return code of 0 is used to flag the normal and successful conclusion of
a program, anything else indicates an error or abnormal termation. When the function
mai n() returns, it is equalent to callingexi t , and the return value of main is used as
the return code. Good programming practice calls for mainue &aexplicit r et ur n

so that a consistent return code is generated, typically O since a normal return from main
is usually a good signHowever, s0 mary programmers failed to do this, leading to
unpredictable return codes, that the C standard was actually modified so thmt the
function (but only that function) has an implicit ur n 0; if there is no explicit return

with a specified alue. Inthe authois gpinion, this is an unnecessary perversion of the
standard, but the author dodsget to vote on this.

Although it is commonly stated that C prograxeaition begins with the functiomai n,
that is not entirely trueThe entrypoint of a program is the virtual address at which
execution begins, and is an attribute found in tikecatable file. When a program has
been compiled with the standard C librahe entrypoint is a function calledst art ,
which performs ayprequired library initializations and therviokes mai n. Whennai n
returns, library cleanup is performed. In particulaste that stdio bffers are flushed
here, so thatven when a programmer has been skppd has allwed nai n to return

without callingf cl ose, data are not lost.
_start(int argc,char **argv, char **envp)
{
int rc;
extern char **environ;
/* performinitialization of stdio and other libs */
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envi ron=envp;
rc=mai n(ar gc, ar gv, envp) ;
exit(rc);

}

void exit(int rc) /* The exit(3) library fn */
{

/* execute atexit call backs */

/* close and flush all stdio streans */

/* other library cleanup */

_exit(rc); /* The real exit systemcall */

}

On mary UNIX systems, a mechanism callatiexi t is provided. Additionalcleanup

functions can be registered by calling atexit:
f _cl eanup(voi d)

{
}

fprintf(stderr,"l’mgoing anay nowmn");
mai n()

atexit (f_cl eanup);

}
The registered cleanup routines are calledverse order of their registration.

The functionexi t (i nt rc) which you hae dl been using is not actually a system
call. Aswe can see from the pseudo-codevabi is smply a function provided by the
standard C library The "real" exit system call isexit(int rc), and forces the
immediate termination of the process. In contrast, the library funceamt () first
executes all of the cleanup and atexit routines, then caki. €&he result is that both
callingexi t or returning frommai n have identical semantics.

A process can also be terminated when it kesea signal. A signal is the virtual
computer equilent of an interrupt. It can be sent from another process, or can be raised
acpinst the process by the operating system because the process performegHdan ille
operation, attempted to access a bad memory location, orafmus other reasons.
Signals do not alays result in termination. Some signals may be ignored, deferred, or
handled. Signalwill be covered in depth in unit 4.

Processes that die because of a signal will ne¢ lsadhiance to run the standard library
exit functions, therefore stdioufffers will not be flushed, etcThis is one of the reasons
why st derr is, by default, unbffered. Inthe event that the process is killed, it is
beneficial to see all of the error messages leading up to that point.

Regadless of the termination reason, when a process terminates, all file descriptors are
closed by the kernel as dfl ose had been called on them. All resources used by the
process (such as memory) are freed (unless dtee also being shared by othedtant
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processes). Othetate information (such as locks held by the process) is also adjusted.
This means thatxglicit cl ose system calls are not needed before a procegs e
(although you might want to do this to catchy agrors associated with the file
descriptor), nor is it necessary tapécitly free memory that was allocated with

mal | oc.

Exit Status Code

The exiting process becomesz@mbie, consuming no resources, but still possessing a
process id. The function of the zombie is to hold the statistics about the life of the
process.

If the exiting process has yarsurviving children, thg become orphans. Their parent
process id (ppid) is reset to 1. This, you may recall, is the process id of the init process,
which inherits all orphaned processes on the system.

Typically, the parent process claims its zombie child kgceting thewai t system call.

The «it status of the process will be packed into a 16-bigetelt will indicate either

that the process terminated voluntarily by calling exit, and will supply the return code
(truncated to 8 bits), or that the process terminated from a sigihake are macros to
decode this status word, for example:

Return Code % Signal Number
| | | T | | | ¢—‘ Set if a core dump file was produce

Return code value, or 0 if process

was terminated with a signal Signal # which killed the process, or

if the process exited normally

#i ncl ude <sys/wait.h>
#i ncl ude <wstat. h>

pid_t cpid;
unsi gned st at us;

i f ((cpid=wait(&status))== -1)
{

}

el se

{

perror("wait failed");

fprintf(stderr,"Process % ", cpid);
i f (status!=0)
{
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i f (WFSI GNALED( st at us))
{
fprintf(stderr,"exited with signal %O,
WIERMSI (X st at us) ) ;
el se
fprintf(stderr,"exited with nz return val %O,
VEEXI TSTATUS( st at us) ) ;
return -1;

}

el se
fprintf(stderr,"exited nornmally0);
}
Another form of wait iswai t 3 which can be used to obtain the resource usage

information for the child process:

#i ncl ude <sys/wait.h>
#i ncl ude <sys/tine. h>
#i ncl ude <sys/resource. h>

struct rusage ru;

int cpid;
unsi gned st at us;
if (wait3(&status, 0, & u)== -1)
{
perror("wait3");
}
el se
{
fprintf(stderr,"Child process % consumned
% d. % 6d seconds of user tine \\n"),
pi d,
ru.ru_utine.tv_sec,
ru.ru_utime.tv_usec);
}

}

Thestruct rusage keeps track of resource consumption for a process. Among the
stats is the totalser CPU timeandsystem CPU time User time is time accumulated
executing useiflevel code. l.e.the total amount of time that the virtual processor (the
process) had use of a physical CPU, in user madeewise, system time is the time
accumulated »ecuting kernel code on behalf of the process. The sum of user+system
time is the total amount of CPU time that the process consumed during its lif@timse.

will always be less than theeal time elapsed between process start and process
termination, since the physical processor (or processors) is shared among numerous
virtual processors, as well as systevarbead functions.

There are additional calls suchaai t pi d which will not return until a specific child
process has exited (as opposeddot which will return when aychild has exited), and
wai t 4 which is like wai t 3 with the semantics ofai t pi d. More detail can be found
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in the man pages.

A parent process that does not perform a wait to pick up its zombie children will cause
the system process table to become cluttered with a lot of <zombie> processes. (There is
a way around this which will be mentioned in conjunction with $hé&CHLD signal in

Unit #4) If a parentxdts before the child, then who will collect the zombie statlis®

answer is theé ni t process, which becomes the parent gf@phaned process.

Typical fork/exec flov cycle

pid=1

init Note: bold—boxed processes run as superuser, all others run as ordinary user
ini

FORK

id=100 id=100 id=100
pi EXEC| P! EXec| P! WAIT

L WAIT
syscall
A

init login sh syscall
AN

FORK

pid=120 pid=120 AN
EXEC EXIT
sh Is syscall sh cat

id=121 - )
P EXEC| Pid=121 EXIT
.

syscall

When the system is first booted, there is only onelegdrprocess, which is kwan as
init and has pid of 1.init is responsible for the uskvel initialization of the
system, starting the user int&ck, starting system services, etc. In thevalmtremely
simplified view, i ni t has spaned (by fork and»ec) a process which listens on a login
terminal (e.g. one of the virtual consoles on Linux). This progtami n, accepts the
user name and password, verifies the credentials, andxeenitself into a command-
line shell. The default shell isbi n/ sh.

Note: typically the command line session starts via ahnmoze convoluted process,.g.
through the GUI, or through the sshd daemon process

Typically, the shell receies a @mmand as a line ofxg parses it, and forks angees the
command so it runs in awerocess. Unlesthe command is followed by ti&symbol,
it runs in theforegound and the shell aits for the child process txie It collects the
exit status (via one of the ait system call variants abe) and then accepts the xte
command. One&an viev the exit status of the last command through the slaeihbie

$?, eq.
$ | s -foobargunent
Is: invalid option -- e

Try "Is --help’” for nore information.
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$ echo $?
1

Background processes

If one invokes conmand & from the shell prompt, a meprocess is forked by the shell
which then g&ecs command, but the shell does N@ait around for child process
completion. Itinstead issues a command prompt axet@tes the next command while

the first command also runs. The first command is then said to be a "background
process". Therare some complications: what happens if the child process wants to read
from standard input? It would be "competing” for characters with the shell itself, and/or
with subsequent commandsWe a@n't really explore this topic further without
understanding signals and théy layer, so he interested reader could consult online
tutorials or the supplementary text on job control and background processes in UNIX.

The task_struct

As we will discuss further in Unit #5, the kerneleeutes in one big shared virtual
address space (whereas us®de processes are contained in distirktspaces). This
allows the kernel to create data structures and use pointers without worrying about which
address space thare part of. The kernel maintains information about each process in
kernel memory.

In the Linux kernel, astruct task _struct is allocated for each process (to be
precise, it is allocated for each schedulable task, which equates to each thread in the case
multi-threaded programs). This is a fairly large structure and contains either dioectly
indirectly through other structures pointed at, just abeetyghing one would eer want

to knov about a process. Some examples of the process state maintained via the
task_struct:

* Relationships with other processes: parent pid, list of children, list of siblings, lists of
process and session groups.

* Credentials: uid, primary gid, list of gids that we are a member feftet ud and gid

when &ecuting setuid or setgid programs, etc.

* Open file descriptor table

* Resource usage counters: accumulated user and system cpu time, memory usage, /O
usage, etc.

* Process address space layout (lots more about this in Unit 5)

* Current working directory

* Currently executing program, command-line arguments

Within kernel memorythere is a global ariable calledcur r ent which the lernel
maintains as a pointer to the task_struct of the currently running proCHss. is a
simplification, and we’ll hae nore to say in units 7 and 8)
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Multi-threaded program / clone system call

All modern UNIX systems support multi-threaded procesg@st definition ofmulti-
threaded shall be: a process in whichdvor nore independent, schedulable threads of
control co-exist within a shared address spatkhe POSIX standard, which gans
compatibility issues among UNIXaviants, says that in a multi-threaded program, all
threads share the same pid, becausg @ after all, part of the same proce3he
getti d system call is defined to return a unique integer for each thread within a multi-
threaded process.

Different UNIX variants (e.g. Linux, BSD, Solaris)vieadfferent ways of making a
multi-threaded programWe will look at the Linux approach, in which a system call
cl one is defined:

int clone( int (*start _fn)(void *), void *child_stack, int flags, void *arg)

The clone system call is Bkfork, except all of the things that fork "copies" for the child
process are no alowed to be specified piecemedlhe f | ags argument is a bitwise
combination of flags specifying this befr. For example,
CLONE_VM CLONE_FI LES means that parent and child will feee sharethe address

space and the file descriptor table. Therefore if the child thread opens a file and stores the
file descriptor in a global variable, the parent thread can reference that same global
variable and can use that same file descriptar k then becomes equalent tocl one

where thef | ags are set to O : all aspects of the parent are copied to the child but then
become independent for forkn fact, the Linux kernel implements fork and clone as the
same system call.

{Aside: the name&LONE_XX has an igerted senselt would hare perhaps been better to
call the flagsSHARE XX since When such a flag is set, the corresponding data structure
is shared rather than copied (cloned). Alas, thisws lhiaux named it}

In a typical multi-threaded programl, one is called (via library wrapper functions) with
all the CLONE_ XX flags set, and therefore almosegthing is shared between the parent
and the ne thread.

If we look at thest ruct task_struct, this is implemented by kiang each of these
things that can be shared vs. copied tracked via a struct which is pointed to by the main
task_struct. Ithe corresponding bitwise flag is 0 (e.g CLONE_FILES), thennasub-
structure is allocated and copied from the pasemthd the child points to theweub-
structure. Thiss knowvn in data structures theory as a "deep copy" becaysaibsidary
structures are also copied. If the flag is 1, the child simply points to the same sub-
structure, which is a "shallocopy".
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In a multi-threaded program, all threadsse in the same virtual address space. It is
essential haever that each thread fia its own distinct stack ggon. Otherwisefunction

calls and local variables would interfere with each otRdréchi | d_st ack parameter
gives the address of a mememory region (see Unit 5) that the parent has created for the
child’s gack. Unlike fork, execution of the child thread begins not at the next line of
code after the clone system call, but by calling (*start_fg)(aWhenthis function
returns, the child thread dies, and the retwlner of the function becomes the exit code
of the thread, much l& the return value of main in a oc@mtional single-threaded
program.

To further confuse things, thel one that you see is really a library wrapper function.
The real, underlyinggys_cl one system call works more kkfork. Moreorer, most
applications programmers use additional wrapper libraries to do multi-threaded
programming. Themost common library is the POSIX Threads (pthreads), with
functions such agst hr ead_cr eat e to male a rew thread.

Yet another area of confusion will be in reading kernel source cBeeause of the ay
Linux historically approached multi-threading, within therel, each thread is
associated with a uniqueask_struct and a uniquei d. The kernel uses the term
“thread group ID" gurrent - >t gi d) as an dentifier for a collection of threads as
typically found in a multi-threaded progranto comply with POSIX, theget pi d
system call actually returns tlo@ir r ent - >t gi d, and theget t i d system call returns
current->pid.
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Run-Time Memory Image
00000000
text_start
text \‘\
Virtual
Processor (thread|.
data_start
data Yoeax
%ebx
bss_start
bss
+bss_siz %eip
%esp
heap %ebp
sbrk(0)
* Virtual
? Processor (thread
stack 1 Yoeax
* %ebx
stack 2 < V' oeip |
FFFFFFFF %esp
%ebp

The illustration abee cepicts a multi-threaded program in which there are tasks
(threads) eecuting in a single process. Note that each thread is its own "virtual
processor" with independent registers, and that each thread has its own stack.

Programs which are multi-threaded are much harder togdebovever, a geat mag
applications are well-suited to the thread paradigm. These includer sgplications
(e.g. web and email service) and programs which present a graphical usecenterf
That's aout all well say about multi-threaded programming fornoThe interested
reader is referred to tmean 2 cl one andman 7 pt hr eads



