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The File System

Any operating system must provide a framoek for the storage opersistentdata, i.e.
those data which ¥e beyond the gecution of particular programs and which are
expected to survie reboots. UNIX-like goerating systems place a great deal of emphasis
on the file system and present a fairly simple but robust interface.

The file system arose historically as a way of managing bulk storagpesle Wherdata

were stored on punched cards or punched tape, the grouping of individual records into
files and of files into "folders” as purely physical, as these paper data were kept in
specialized file cabinetsVith the advent of magnetic media (disk, drum and tapepgst w

now incumbent upon the operating system to manage thedatsaand oganize them so

that users could store and retgeheir files.

Today, persistent storage is provided primarily by one ob ti@chnologies. Theédard

Disk (or sometimes Disc) Die (HDD) uses one or more spinning platters of magnetic
material with tiry read/write heads flying aviethousandths of an inch almte platter
surface. Theother major technology is persistent solid-state mempmyvided by
"Flash" electrically erasable programmable read-only memory (EEPROM) chips in
various configurations. Solid-state s (SSDs) are flash devices optimized for use to
replace HDDs as the primary storage for a desktop, laptop @rssrstem, while other

flash products such as the ubiquitous USB memory "stick" or SD cards used in cameras
and phones, are designed and priced with less writing activity in mind.

HDD Addressing

In this unit, we wan’'t go much further into the construction of HDDs or SSDs but will
focus on hw the operating system manages their conteWis.@an think of a disk as a
randomly addressable array of bytdsowever, Snce a byte is aery small amount of
storage, all mass storage devicegeha ninimum addressable element size which is
known as adisk block or sector. The latter term is preferred since disk block could
mean something else, as we’ll see latdistorically most deices used a 512 byte sector
size. Wherhard drves lroke through the 2TB mark, this required a shift to 2048 or 4096
byte sectors. (If the sector number is considered as a 32-bit unsigned ,nuithb2732
maximum sectors and a sector size of 279, the total disk siakl e limited to 2741 or

2 TB).

Physically a HDD is oganized along a "CHS" (Cylinder / Head / Sector) coordinate
system. Agiven head paired with a gen cylinder describes a "track'Within the track,

if the linear density of bits that can be stored on the magnetic media is roughly constant,
we can see that the number of sectors would depend on the circumfe@yiceler
numbers associated with the inner diameter of the platter therefore store fewer sectors
than the outside tracks. Because of this corifylethe CHS coordinate system is not
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normally exposed to the computdt is hidden by the on-board controller electronics of
the HDD. Instead, the HDD speaks in terms of linear sector numibhrs.is known as
"LBA" (logical block addressing)We @an generally assume that ABector numbers
correlate linearly with yinders, so that tev sector numbers that are close to each other
numerically are also close to each other physically on the disk.

Physical View:
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To gve things a clear name, we’'ll call each such randomly-addressable array of sectors
(whatever their size) avolume. A volume may be an entire hard disk, a reaue
storage device, a partition, or a "logicalume.” For the purposes of this unit, all of
these are equélent.

How, then, do we go aboutganizing those sectors of the disk to form a permanent data
structure, much as we ganize the bytes of RAM to form in-memory data structures?
Each operating system historically had both its own layout scheme of bytes on a disk, and
its own interface details, such aswhbles and directories were named, and what other
information was kept.
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There were also radical variations innhoperating systems presented an interface for
users or programs to explore and manipulate its system of Westave already seen

that UNIX takes the simple "just a bunch of bytes" approddtis was not so with man
other operating systems, which often had built-in notions of file "types" (e.g. a program
source file was a certain type of file for whichfeliént operations were possiblersus

an ecutable file).

What the File System povides

Every type of filesystem, from the simplest to the mostisgbmust provide certain basic
services to the useffhese services are dedied via the kernel system call interfaces.
* Naming: We must hae a way of giving human-meaningful names to the files (and/or
other objects) stored in the filesystem.
 Data Storage Obviously the filesystem must provide a way to read and write the actual
data contained in the files.
» Metadata: The filesystem tracks other data which are not the actual contents of the
files, but are data about the data, or "meta" détese data may include the size of the
file, time of last modification, the createtc.
» Access Contol: Filesystems maintain notions of who "owns" &egi file (or other
object) in the filesystem and who can do what to it (e.g. read or write).
* Free space managementhe disk on which the files are stored is finifge must hae
a way of determining ho much empty space is left on the disk, anavhouch space
each file is taking up.

Flat file systems

The simplest file system is a flat one, in which there are no subdirectories, and the
number of files is limited to a fixed numbelistorically, the last major general-purpose
operating system to use a flat filesystem was MSDOS version 1.

However, today flat filesystems may still be found where storage needs are simple and
adding the complexity of a directory hieraycis prohibitively expensve, for example,

some embedded devices, such as digital cameras or network switches/régers.
processor power and ROM size grows with embedded processors, flat filesystems are
becoming more rare.



ECE357:Computer Operating Systems Unit 2/pg 4 ©20ZFHHHKner

HEADER DIRECTORY ENTRY
FREE NAME
MAP DATE
F-------o- SIZE
DIRECTORY ST
F---z-zz-z:c: OF
DATA
BLOCKS
DATA
BLOCKS

This volume is divided into 4 distinct parté header block serves to name twume,
give its size, and provide other summary information such asrhoch free space is
available.

The contents of the files are stored within the data block section. The free map section
maintains an werview of which data blocks are currently being used, and which are free
to be allocated to files as thare written. Common implementations of the free map are

a linked list of free blocks, or a bitmap with each bit representing the status of one block.

In the FAT filesystem (aka the MSDOS filesystem), the free map area (or "File Allocation
Table") contains man linked lists. One is the list of free blocks, and additional lists
chain together the data blocks comprising each file. This strategy does not perform well
for random-access to file contents.

The directory lists the names of the files on tlduwme. Notethat in this primitve
example of a flat filesystem, the number of directory slots edfiand each directory
entry contains \erything there is to kne about a file: its name, itsvetadata (such as

the file size and time of last modification), and the mapping of the file contents to specific
data blocks.The metadata are not the actual contents of the file, but are still important to
users and programs, and are thus accessible through the system caltastée.g.

st at (2) in the UNIX kernel). Othedata within the directory entry slot, e.g. the list of
data blocks, is not meaningful at the usgelleand is thus typically not accessibbkecept

by viewing the rev underlying on-disk data structure.

The MSDOS filesystem had a fixed file name size of 8 characters plus a 3-character
extension, which determined Wwothe file was treated. Common extensions included
.COM and .EXE for eecutable programs, A for MSDOS batch (shell script)
language, .SYS for system files, .TXT for plain text files, etc. This 8+3 filename
structure still haunts us todaft.g. TIFF files are .TIFand JPEG files are .JPG
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The simple flat filesystem can bevially extended, e.g. the MSDO®F filesystem, by
adding a flag to a directory entry which causes that “file" to be treated as another
directory This allows a fully hierarchical we We're not going to spend gmore time

on these primitie flesystems, although theontinue to hae widespread use especially

on USB and SD card medid’he curious reader is invited to consult online resources
which describe AT/VFAT/FAT 32/EXFAT filesystems more completely.

UNIX Filesystems

The UNIX file system model is dead from the actual data structures which were used
on disk mag years ago in the earliest UNIX operating systems. The approaeh tak
back then was fieble enough that modern UNIX systems can use the same interface to
"seamlessly integrate" mgrvolumes of mawy different file system genizational types

into one hierarch Let’s begn by exploring, abstractijyhoow UNIX organizes a volume.

HEADER aka "Superblock" An Inode
b Inode Type
---'NQDE--\ Inode #2 . 3./p
| TABLE Permissions
__________ size
__________ timestamps
__________ pwner (uid/gid)
nlink
FREE LIST OF
MAP DATA
BLOCKS
DATA
BLOCKS A Directory
/ NAME  |Inode#
NAME Inode#
~ NAME Inode#

NAME Inode#
NAME Inode#
NAME Inode#

Once again, theolume comprises 4 distinct areas, the size of each of which is fixed at
volume initialization time. The UNIX command to create a filesystem on a volume is
callednkfs. This command accesses the disk diredaily a byte-by-byte (secteby-
sector) rav basis, and lays out the filesystem data structure.
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The volume header contains miscellaneous information about the entineey such as a
descriptve rame, the number of acé files within the volume, the time of last use, and
other critical information.For historical reasons, this header data structure is often called
the "superblock".The superblock describes the size and layout of the rest oblinae:.

If the superblock were to be lost or corrupted, then no data could be accesseouds it w
be impossible, e.g., to discern where the data block secten fr this reason, modern
UNIX operating systems keep redundant copies of the superblock at other wetl-kno
locations in the @lume. (Thiss not illustrated aba)

The data block section can be thought of as a resource pool, dividefilasystem
allocation blocks of a certain size Historically, UNIX used 512 byte blocks, and this
size still creeps into certain dark corners of the operating sydtenvever, larger block
sizes such 4K are more commo@iven the block size, we can think of the data block
area as an array of blocks, imde by ablock number (For reasons which may become
clearer after reading somerkel source code, the first block number is not 0, but some
larger number). Filesystem blocks are not necessarily the same size as Sdutpi@e
usually lager, dthough some pathological cases coutsie(e.g. creating an old System-

V type filesystem with 512 byte blocks on a 4TBsenmnith 2K sectors).

The filesystem data block is the smallest unit of storage allocation in the filesytem.
the block size is 1K, then a file which is 518 bytes long still consumes 1024 bytes of disk
space. Thisis sometimes called thgranularity of allocation. There is a traddof
between space fefiency and time eficiency and the selection of block size can be tuned
accordingly.

What was unique about the UNIX approach was the treatment of directories as just
another type of file.Thus the directories are stored in the same data block resource pool
as the file contents.

Another unique feature of the UNIX filesystem was theoming of metadata
information from the directory entrieA directory in a UNIX filesystem is simply a list
of filenames. Information about a single file or directoryaptkwithin a data structure
known as arnode.

The inode table is conceptually an array of these inodexeatidsy inode number.

Again, for historical andérnel programming reasons, the first inode is usually numbered
2 (because 0 as used to indicate an empty directory slot, and 1 was reserved for the boot
block). Atypical on-disk inode size is 128 or 256 bytes and therefoeeadenodes are

kept per sector.

The inode contains all of theetadata, such as the size wmer, permissions and times of

last access. It also contains (conceptually) the list of block humbers which comprise the
contents of the file or directaryAnother important bit of metadata is tihede type e.g.

is this a regular file or a directory (there are other types too, as we’ll see)

The free map provides aneasview of which data blocks are in use, and which are free to
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be allocated to filesMost modern UNIX systems use a bitmap representation of the free
map.

Directories and inodes

A directory is simply another instance of a file, specially identified as such vigpee T

field in its inode.Logically, a drectory is an unordered list of names and inode numbers.

In actual implementation, directory entries may be agdior of variable length, and in

some cases more sophisticated data structures such as hashes or trees are introduced to
make sarching themdster In the original UNIX filesystem, the name field of the
directory entry was fed at 14 characters, and the inode number was 2 bytes long,
yielding a fixed 16-byte directory entry size, and also imposing an annoying 14-character
limit on file names and a maximum of 65534 inodes. Most modern UNIX filesystems
allow at least 255 characters per path component name, at least 1024 characters for a
complete path name, and at least 2732-2 inodes.

Inode Table Data Block area
Type #links Metadata Blocks
. 2
) DIR| 3 é
2 .
DIR| 2 8 B
3
3 C
9 D
4

6

1

g |FILE
FILE| 1 3
9 2
FILE| 1 100 E
10 11 F
FILE| 1
11
- VSER-MODEVIE
/
B D
8 9
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Note that the directory entry does not contaip @her metadata information. In order to
retrieve that, or to figure out where the associatedsfilehtents are in the data section,
the inode must be consulteé&ffectively, the inode number in the directory entry is a
pointer to the inode. Note that the inode, in turn, does ne¢ lR@Name" field. A file is

only given a mme in the sense that there exists a path that refersGovén a particular
inode, there is no ay to find the path or paths associated with it except through
exhaustve sarch of the filesystem.

Inode numbers can be considered "cooki@héy are integers with definite bounds that

can be compared for equalitjut no other semantics can be inferred. In particuiter

fact that one inode has a lower number than the other does not necessarily imply that it
was aeated first. As a filesystem ages and files are created andeckrmomde numbers

will get reg/cled. Similarly even though, e.g., inodes 69 and Aist, there is no basis to
assume that inode 70 exists.

Pathnames and Wildcards

There must be a starting point, a root of the tree. The first inode of the filesystem (inode
#2) must be a directory and forms the "root directory" of the filesysteiNIX
pathnames that begin with "/" areakiated starting from the root. These are known as
absolute or fully-qualified paths. Otherwisethey are relative paths and areveluated
starting at theurr ent working dir ectory (cwd, which is a state variable associated with
each process).

A pathname under UNIX is a series of component names delimited lyathrame
separator characterforward slash (/) .Each component is a string afhy characters,
except br the / character or the NUL terminator (\O) character. The length of each
component name has a finite limit, typically 255 characters. Each component of a
pathname, except for the last, must refer to a directdfigile there is no limit on the
number of components in a pathname, there may be limits as to the total length of the
pathname string, such as 1024 charactersp@dnconf library function can be used to
determine this limit). This is half a screen of text so ooeld/not want to hze t type

such a long pathname too often.

Doubtless the reader is familiar with UNIX wildcard syntax, suchmas*. ¢. Wildcard
expansion is performed by thakell, which is the UNIX command-line interpretein a

later unit, we will see he the shell functions.From the standpoint of the operating
system kernel and system calls, there are no wildcarts. * or ? characters @& o
significance and are valid path component name characBrsare spaces, control
characters, hyphens and a host of other characters which often cause confusion to
novices.

Note also that UNIX does not V& a mtion of a file "extension” as does the
DOS/WINDOWS family of operating systems. There is a namingveaiion which
some programs folle. E.g. the C compiler expects that C source code files end.in
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This is strictly an applicationel issue, and is not the concern of the kernel ynveay.

The component namesand. . are reser@d. The are alvays found in ag directory,

even an freshly-created empty one, and refer to the directory itself and to the directory’
parent directoryrespectrely. There is also a ceention that directory entries which
begin with a dot are not listed by commands such s Sometimes these are called
"hidden" files but thg are not very well hidden at all. Since . andstart with a dot, the

do not appear in dns listing by default (but add thea flag to see "hidden" dot files)

Because empty component names do notemaly snse, ay sequence of forard
slashes in a pathname is agient to just one E.g. "/C//////E"is the same as "/C/E'As

a result of this, and the . and namesthere is ssentially) an unbounded number of
possible pathnames which refer to the same nodsubject to pathname length limits).
The existence of hard links makes this statemeant more important.

Hard Links

To draw the analogy to the world of paper records, the UNIX file system is a file cabinet
where the individual files arevgn arbitrary serial numbers (the inode number), and there
is a separate card catalog irdehich allows us to determine the number associated with
a particular naming. It is often useful to rereea gven physical file under multiple
names or subjects, e.g. the file for product "X1000" might be filed under
Products/Vilgets/X1000; also under Product Recall Notices/Safety Critical; and
Paents/Infringement Claims.

There are tw ways to look at this, which are analogous to Hard Links vs Symbolic Links
in UNIX. In the latter case, we think of one of the names of the file as being canonical,
while all the others are "aliases.” In the former case, all of the names are equal in stature.

In the UNIX filesystem, for a gen inode numberthere can be multiple directory entries
throughout the volume which refer to that inode numberother words, there can be
multiple paths (abee and beyond those created syntactically by the use of . .. and
multiple slashes) that resal¥o he same inode.

The system calli nk creates a hard link. Consider:

link("/D',"/CG);

The kernel first resobs the first pathname /D and determines that it refers to inodé #9.
the pathname is not valid, the link system caillsf Thenthe kernel visits the directory
/C and creates a wedirectory entry G (it is an error if /C/G alreadyigs) which bears
inode #9. Here is the situation afteweeuting this call:
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Inode Table Data Block area
Type #links Metadata Blocks
|2
, |DR| 3 B
2 e
s |PR| 2 8 B
N 3 c
9 D
4
5
6
7
8 |FILE| 1
FILE| 2 3
9 2
FILE| 1 100 E
10 11| F
FILE| 1 9| G
11
12 USER-MODE VIEW
B D
8 C 9
G
E F'|;

10

Once the link has been completed, the "old" and the "new" names are indistinguishable.
This is a by-product of the UNIX philosophvhich de-couples the name of the file from

the actual file. Or in other words, since there are no metadata stored directly in a
directory entrythere is no way of knowing which pathnamasathe "old" and which is

the "new" after the link has been made.

Notice that the inode #9 fielthks has gone up. The operating system must maintain this
counter in order to benare of hav mary paths «ist in the filesystem which point to this
inode. Thisnumber is therefore found (in concept) by examinwvegyedirectory entry in

evay directory and counting o mary reference this inode numben practice, the
kernel initialized the link count to 1 when a file is created, and increments or decrements
it when operations create or reveaeferencing pathnames.

We ould nav remove the pathname "/D", byxecuting the UNIX command:
rm/D

This command will, in turn,»ecute the underlyingnl i nk system call:
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unlink("/D");
After which, the filesystem looks kkthis:

Inode Table Data Block area
Type #links Metadata Blocks
2
DIR| 3 4q
2
2
3 DIR| 2 8 B
AN 3| c

8 |FILE| !
FILE| 1 3
9 2
FILE| 1 100 E
10 11 F
FILE| 1 9| G
11

(o9)

12 USER-MODE VIEW

10 11

oo

Even though we he issued theemove @mmmand, the actual file represented by inode
#9 has not been rewed! Thereis still another pathname which refers to this file
("/CIG"). Thefile will not actually be deleted until its link courdlls to O, i.e. there are
no more pathnames that point to the file. This iy Wiere is arunl i nk system call in
UNIX, but nor enove, del et e, er ase or similarly named system call.

File Deletion, Un-delete, Ghost Files

Let us &ecute:
unlink("/CG");

The file system then looks like:
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Inode Table Data Block area
Type #links Metadata
DR | 3
2 e
DR| 2 B
3
c
4
5
z
6
7
8 |FILE| 1
FILE| © 3 '
9 5 5
FILE| 1 E
10 =
FILE| 1
11
12 USER-MODE VIEW

8 C

10

Now there are no pathnames pointing to inode #9. There is no way to access filee file e
again. lItslink count falls to 0 and it is considered deleted. [Linux calls these "orphan”
inodes] Its data blocks are matkas free in the free map and the inode structure itself is
marked as free and allowed to be re-used when needed. Note that the deletion of the file
does not destyo the actual data, but merely marks those data blocks as free for
subsequent use. This can be a security exposure if the file containsvesetsii
Because the data blocks pointers in the inode are not erased when the link count reaches
0, an unlinked file could be reemed intact if one knows the inode number (or can find it

by searching through all of the deleted files for\eempattern). Theras no system call

to do this, but using a bytevd filesystem editor such atebugf s it is fairly easy
However, if the volume has had significant write activity since the accidental deletion, it
becomes increasingly likely that either the inode has been re-used or the data bMecks ha
been partially or entirely re-used. This would depend om mmoich writing has taén

place and he tight the volume is on free inodes and free data blocks.

BUT, if any process happened tovathe file controlled by inode #9 open at the time, the
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resources would not be freed, and the fitauld continue to be ae®, until that process

exits or closes the file. This leads to the interesting phenomenon of "ghost files" under
UNIX, in which files continue to exist and consume disk spagecén not be opened

newv. There are some systems programming tricks which exploit this, e.g. the ability to
have a eEmporary working file which is guaranteed to disappear when the process exits.

Symbolic Links

Symbolic links, aka soft links, aka symlinks, was a kluge-on feature added to the original
UNIX filesystem. All modern UNIX variants support itnlike a tard link, a symlink is
asymmetrical. Theres a definite a link and a definite gat. Thismales it more lile an

"alias.” Thesymlink is implemented by defining another inode type (S_IFLNR)e

data associated with that inode form a string that is substituted into the pathname when
the link is traersed. Asymlink is created with theym i nk system call:

sym ink("/","/1dZ");

The first agument is the target of the link (the existing node), the second is a path name
which will be created as the symlink. Note that the "existing” name need not presently
exist; it is permissible andven useful to mak a ymbolic link to a non-gistent taget.

The symlink can start with a leading / in which case it is absolute, otherwise it igerelati

to the symlink inodes pgace in the filesystem tre€Not at the process'aurrent working
directory!) It is a common idiom to fi@ gymlinks with relatve pathnames, such as
"..l../bin/foo"

After executing the system call albg our filesystem looks li& this:
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Inode Table Data Block area

Type #links Metadata Blocks

DIR 3 <

DIR 2

2
o
2
8| B
6
7 N\
>
g |FILE| 1 X
3 .
o 2 -

o |LNK| 1
<<
FILE| 1 P 10
FILE| 1 7 9 Z

11

12

Consider the wluation of the pathname "/C/Z/C/E"After seeing "/C/Z", the é&rnel
recognizes that thisvduates to an inode of S_IFLNK type. What remains of the path is
"IC/E" and the kernel substitutes thalue of the symlink, which is "/", resulting in
"IC/E". Notethat the target of the symlink is allowed to be a dire¢ctnge it is not an
actual hard link.

Most system calls "follow" symlinks, i.e. théransparently substitute the contents of the
link into the pathname and continuevissal. open(2) follows symlinks, unless the
flag O_NOFOLLOW is given.) unli nk does not follev symlinks. An attempt to
unl i nk a node which is a symlink will cause that symlink to be deleted will not
have any &ect on the tayet. Alsonote that no count isgpt on the number of symlinks
pointing to a particular tget. Thats why it's a ®ft link. It is possible to create a
circularity of symlinks. This will not be detected until an attempt is madeersethis
loop, at which point the operating system wiNeajian eror ELOOP Most UNIX-like
kernels use adirly dumb algorithm for symlink loop detection which places a static limit
on the number of symlink expansions allowed at pedtuation time.

To retrieve the text value of the symlink (e.§B), use the eadl i nk system call.
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Symlinks are useful when it is desired to presdie distinction between the "real” file
and its "alias".Most other operating systems provide an e@ent mechanism. Inakct,
the hard link is fairly unique to UNIXA restriction of the hard link, which a symlink
overcomes, is that it is not possible to reakhard link acrossolumes

Directories and link counts

A new drectory is created with the mkdir system call:
nkdir("/fool/ bar", 0755);

The second parameter is thide, or permissions mask, which we will explore shartly
nkdi r creates an empty directory with butohentries, "." and ".."

Therefore, an empty directory has a link count of 2: one link is the "." entry of the
directory itself, the other is the entry in the parent directory pointing to child directory

Wheneer a subdirectory is created, the ".." entry of the subdirectory effects a link back
to the parent directory and increments the parent direstiomi’ count by 1.

Probably one of the first problems digeeed with hierarchical filesystems is that
inadwertent remwal of a directory will leave dangling and stranded all subdirectories and
files beneath the remaed directory, thus having the supplementary effect of remayi
removing all of these nodes! Therefore, thml i nk system call is not valid for
directory inodes, and will fail returning the erfalf SDI R. A separate system call is

provided:

rodir("/foolbar");

In order forr ndi r to succeed, the target must be an empty direci@ryit must only
contain the entries "." and "..If not, the errorEEXI ST will be returned.To remove a
populated directoryone must first explicitly unlink all of the children of that directory
(which may iwolve recursion), then renve the directory itself, thus forestalling the cries

of "oops, | didnt mean to do that!"

Under some versions of UNIX, itag possible to create a hard-link to a diregtbuy
because of the potential confusion (such as getting stuck in an endless loop trying to
navigate a pathname), such beiwa is disallowed by Linux and most other modern
UNIX kernels.
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Reading directories

Directories, as we lva ®en, are special files that equate path component names to inode

numbers. Directoriesan be read using a set of standard C library functions:
#i ncl ude <dirent. h>

void r(char *dn)
{
DI R *dirp;
struct dirent *de;
if (!(dirp=opendir(dn)))
{
fprintf(stderr,"Can not open directory %: %\\n",dn,strerror(errno));
return;
}
errno=0; /* Pre-clear to detect error in readdir */
whil e (de=readdir(dirp))
{

}

if (errno)

{

printf("%\n", de->d _nane);

fprintf(stderr,"Error reading directory %:%\\n",dn,strerror(errno));

cﬁosedir(dirp);
}
More information about these calls can be gleaned from the man pages. These functions
are in section 3 of the man pages asy the technically not system calls. Just as
f open( 3) is a stdio library layer on top of tloen( 2) system cally eaddi r ( 3) is
an abstraction of thget dent s(2) system call. Since the behaviorgét dent s( 2)
is avkward and non-portable, the use of readdir is preferred in all directory scanning
applications. Theauise of ther eaddi r (3) family of calls isolates the application from
implementation-specific details of directory structure.
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The stat system call

Metadata are informational data about a file, directory or other object in the filesystem,
distinct from the data, i.e. contents of that object. UNIX providestteg andf st at

system calls to retre the metadata of a node:
#i ncl ude <sys/types. h>
#i ncl ude <sys/stat. h>

struct stat st;
int fd;

stat ("/pat h/ nane", &st); /1 This does NOT open /path/name
f d=open("/foo/ bar", O RDONLY);
fstat(fd, &st);

The stat structure provides the following information:
struct stat {
/* These 4 fields below are not found on the on-disk inode */
dev_t st _dev;
i no_t st _ino;
bl ksi ze_t st _bl ksi ze;
bl kent _t st _bl ocks;
/* The remamining fields cone directly fromthe on-di sk i node */

unode_t st _node;

nlink t st _nlink;

uid_t st _uid;

gidt st _gid;

dev_t st _rdev; /* Valid only for BLK and CHR */
of f_t st _size; /* Not valid for BLK or CHR */
time_t st _atine;

time_t st_ntine;

time_t st _ctineg;

}

Note that the data type of each struct field is a typedef name endirtg iithis is a

typical kernel cowention. Infact, these are all just integer types. But because the size of
sayi nt can vary in C depending on the target environment, and because the size that the
kernel makes certain things caary over time (e.g. are uids 16 bits or 32 bits) the header

file <sys/types. h> creates an abstraction barri@hereforeui d_t is typedef to

be an appropriate integer type on your architecture which is sufficient to represent the
supported range of UIDs.

Most of these fields are stored in the metadata section of the on-disk inode data structure.
*st _node: The inode type and permissions (see below)

*st _nlink: Number of pathnames linking to inode

e st _ui d: The user id which owns the inode (see below)

*st _gi d: The group owner of the inode (see below)

*st _rdev:"Raw" Device number (character and block device special inodes only)

* st _si ze: The size of the data, in bytes, if applicable (some inode types doveoaha
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size, such as d&e inodes).Thest _si ze is one greater than the byte position of the
last byte in the file However, it is possible in UNIX to hee garse files, e.g. bytes 0 and
65536 hae been written, but all contents in between are undefined. Undefined areas do
not occupy storage space and return O when read.

* st Dbl ocks: The number of blocks of storage space occupied by the file, measured in
units of 512 byte sectors. (Caution: on non-Lingxriels, this may be in 1024 unitdj.

will generally be a little larger thasit _si ze because of the granularity of disk block
allocation. Havever, for sparse files, disk space consumption may be less than
st _si ze. This field does not appear literally in the on-disk inode, but its value can be
inferred from examining the block map portion of the inode (will beaeml later in this

unit).

* st _bl ksi ze: The "best" biffer size to use with operations on this inodéis is
generally the filesystem allocation disk block siZéis field is rarely used and is also
not found in the on-disk inode.

st _atine, st_minme, st_ctinme: There are 3 timestamps contained within the
inode. Eachs a UNIX Time, i.e. the number of seconds since midnight January 1, 1970
UTC. [On some operating systems and filesystems, higher-resolution timestamps are
available, via additional fields of the stat structure] Hte nti ne is the last time a

write operation \as performed to theontentsof the file or directory st _ati ne is the

time of the last read operation (for directories, this means reading the directory contents,
not simply traersing the directory).st _cti ne is the inode metadata change time.

st _cti me gets touched whewer one of themetadataare modified deliberately via a
system call such asti ne, chnod, chown, chgrp, truncate, |ink, unli nk.
Ordinary read and write access to an inode does not affect clineait i me system call

can be used to directly modify the atime and mtime stampghbé ctime field will then
always be updated to the time of thei nme system call operation. In other words, there

is no mechanism accessible to a tlee®l program to set the ctime to an arbitragiue.

Thet ouch command uses the i e system call to update timestamps.

st _bl ksi ze, st _dev andst _i no do not appear anywhere in the on-disk inode.
They are are added by the operating systéirhe blocksize is a property of the particular
volume in which this inode appearst _i no is the inode numbewhich is inferred by
the inode$ position in the inode tablest dev identifies the volume on which this
inode resides. This will be discussed later in this unit.

A note about atime

The act of reading a file causes the atime to be upddtk generates a counter
intuitive dsk activity pattern, in that what should cause just disk read actiwtyneeds

to cause writes to update the inod&hile some of this is abated by caching (see later in
this unit), under some circumstances it is not desirabilrux systems allw different
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options when the volume is "mounted” (see subsequent part of this unit) which specify
that either the atime is wer to be ypdated, or is only updated when the mtime is updated.
For more information, look up th@oati me andr el ati nme options to thenmount
command.

st_mode and Inode Types

The stat structure dates to the earliest days of UNIX, when menasysearce!The
st _node field is seeral different, distinct pieces of information, packed bitwise into a
16-bit value.

Type User Group Other
T ] ] ] ]

L R‘W‘X R‘W‘X R‘W‘X

L"Sticky" bit (S_ISVTX)
—= Set—gid bit (S_ISGID)
——— Set-uid bit (S_ISUID)

0000 Deleted/Free inode

0001 Named pipe (FIFO) (S_IFIFO)

0010 Character Device (S_IFCHR)
0100 Directory (S_IFDIR)

0110 Block Device (S_IFBLK)
1000 Regular File (S_IFREG)
1010 Symlink (S_IFLNK)

1100 Network/IPC socket (S_IFSOCK)

The top nybble of the mode field identifies the type of nddacros are provided in

<sys/stat.h> to ge symbolic names to these types, e.g.:
if ((st.st_npde&S | FMI)==S_| FDI R)
{

}
There are 15 possible inode types, since inode type 0 is generally reserved to mark a free

or deleted inode. The wen inode types depicted in the figure aborepresent the
important, unrersal types, which are the ones currently supported on LiSome of

these will be discussed in subsequent units. On other UNIX operating systems, such as
Solaris and BSD/MacOS, other inode types may be defined.

printf("Directory\n");

The "sticky bit" S_ISVTX was historically used as a hint to the virtual memory system
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but now has a different meaning associated with directories (sea/heltheset-uid and
set-gid bits, when applied txezutable files, cause thefedtive user or group id to be
changed. Thisallows a non-superuser taaig controlled access to superusewers
through specific commands. The set-gid bit is also used, onxeountable files, to
indicate that file and record locking should be strictly enforced. This subjecyaade
the scope of this introductionAdditionally, when the set-gid bit is set for a directory
nodes created in that directory ¢éake group ownership associated with that directory
rather than the gid of the running process.

The remaining 9 bits determine the permissions associated with the node.
The UNIX file permissions model

Every user of the UNIX operating system has angeteiser id. For the purposes of
group collaboration, users may also be lumped into groups identified by ger greup

id. Historically, uids and gids were 16 bit numbers, although modern Linux systems
support 32-bit &lues. Eachlunning program, oprocess has associated with it the user

id of the irvoking usey the group id of the user’primary group, and a list of groups
(including the primary group) to which the user belongs.

Every inode has an individualwmer, st _ui d and a group wner st _gi d. This
ownership is established when the node is first created. The uid of the node when created
is the (efective) uid of the process, and the gid is thefdefive) primary gid of the
process (but see almadout the set-gid bit and directories).

When a system call operation requires checking of filesystem permissions, the first step is
to determine which of the 3 sets of 3-bit permissions bit masks to extract from the
st _node field:

* If the user attempting an operation matches the owner of the file, the user portion of the
permissions mask is checked.

» Otherwise, if the groupwnership of the file is among the list of groups to which the
current process belongs, the group portion of the mask is checked.

» Otherwise, the "other" portion is used.

» Once the appropriate mask is selected, the read, writeeoute bit is consulted based
on the operation being attempted.

* For files, permissions are checked once, when the file is opengdcatien of the file

is attempted. If the file is being opened O_RDQ@Nitead permission must be present.
If the file is being opened O_WIRILY, write permission must be present, and in the case
of O_RDWR, both permissions are needednce the file is opened successiully
changing the permissions on the file has riecefon programs that alreadyvieathe file
open. Excute permission is chestt when one attempts to use a file asacwgable
program (e.g. a.out). This will bewaed in the next unit.
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» What should write permission for a directory mean? Being able to write to a directory
implies the ability to create nedirectory entries, or to modify or reme exsting ones.

l.e. directory write permission alls creation, renaming, or unlinking of the nodes
within. This original interpretation &s found to be problematic in shared directories,
(such as /tmp which is generally 777 mode) in that another user might be able to delete a
file which they did not avn. Thepresence of the "stigkbit" in the permissions mode
modifies the semantics of writable directories such that only wreeroof a file can
rename or unlink it.

» Read permission on a directory implies the ability to search the directory and learn the
contents.

» Execute permission is the ability to wase the directorythat is, to reference an
element of the directoryOne can hae exe&ute permission but not read permission on a
directory dlowing one to access files or subdirectories as long as their name is known.

The uid and gid of a node can be changed (at the same time) wathdthe system call.

The permissions of a file can be changed withctmeod system call. In both cases, the
user attempting the operation must already be the owner of the file (uids match).
Furthermore, on most UNIX systems, taial problematic interactions with quotas, file
"giveawgys" are not permitted for ordinary users, i.e. an ordinary user can change the
group id of their files but canthange the individual ownership to another user.

The user with uid O is theuperuser, or root account, aka the system administrator
When the process uid is 0, all of these permissions checks listesl @abdypassed!

Most UNIX systems support a more elaborateywf expressing filesystem permissions
known as Access Control Lists Their application is not widespread because the
traditional 3-tiered UNIX permissions model is sufficient for most applications.

umask

Theumask system call sets a state variable for the process. This umask value is applied
as a bit mask to turn fo$elected bits in the permissions mode fowlyecreated nodes.

E.g. with a umaskalue of 022, the write permission for Group and Other wilenbe

turned on. Typically, 022 is the default umask setting, and programs should create file
nodes with 0666 permissions to allthe umask feature to work as intendé&drectories

and eecutable files should be created with 0777.

Symlink permissions and timestamps

The st at system call follavs symlinks and will thus provide the inode info about the
symlink’s target (if valid). To get the stat info about the S_IFLNK inode itself, use the

| st at system call. Although the S_IFLNK inode has amner(uid), group(gid) and
permissions mode, these do not quite work the same as other inodes. The permissions
mode is neer checled and is alays 0777. Thechnod system call alays follows the
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symlink therefore it is not possible to change the mode of the symlink inode Tbelf.
gid is never checled. Theuid is checkd only when attempting to unlink the symlink
inode itself and the containing directory has the "gtigk' on. The symlink inode has
the usual atime/mtime/ctime timestamp&he atime is updated wheree the symlink is
"read" (either explicitly withr eadl i nk or implicitly when the kernel follows the link).
Since there is no "writelink” syscall, the mtime isvals the time of link creation.
Furthermore, it is not possible to change the contents of the symlink; instead it must be
unlinked and created am. Thectime of the symlink inode is affected the same as other
inode types.

Mounted Volumes

Of course a system that supports just a single random-access staiagaesdaot ery

useful. W havedefined avolume to be one instance of such asde. Eachvolume is

an independent filesystem data structure which can be detached from the system and
attached to another system. Some typesbfraes are designed to be redde (e.g. a

flash drve) while others require more effort to relocate (e.g. a hard disk).

When a volume is attached to a system asadadle to users as a file store, it is said to be
mounted. Mary operating systems takthe “forest of trees" approach to multiple
volumes. Br example, Microsoft operating systems such as DOS amdi&s assign
drive letters starting with A: (A: and B: are theaviloppy drives, which hae been
obsolete for manyears now!) to each volume:

B /E\D A /BIi\C X /C:\Y
2 /\

Each wlume is an independent tree, and the collection of all such trees forms a flat
namespace.

UNIX takes a "big tree" approach:

When a UNIX system first comes up, there is only aslanae mounted. This is kmom

as theroot filesystem The root of this @lume is "/", the root of the entire namespace.
Additional volumes get mountedve empty place-holder directories in the root
filesystem (or recurgely: a wolume can be mounted on another volume which is in turn
mounted on the root volume, etc.)

Below we se a system where the root filesystem resides on disk paftitiewy sdal.
Two other partitions on other amgs,/ dev/ sdbl and/ dev/ sdcl are present but are
not yet mounted and thus not visibl@or clarity, inode #s for non-directory nodes are
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omitted)

/dev/sdal, mounted as root fs

/dev/sdcl, not mounted

?Q\Y

dev=8,33

/dev/sdbl, not mounted

Now we execute the command:
mount /dev/sdbl /C/F

The pathnamé dev/ sdb1 is in a special part of the filesystem in which the nodes are
device special inodes. Disks are of type S_IFBLK. When the kernet $at’pathname,

it examines thest _r dev field, which contains a device numbddevice numbers are
interpreted as a (major,minor) device number, gegr. 8,17. This uniquely identifies the
first partition of the second SCSI/®A hard disk on the systeniThe nount command
winds up iwvoking the mount system call, whose options are considerably more
confusing, so we wohtover that.

Pahname /C/F becomes timeount point. It was inode #7 in the root filesysternihat
inode nav becomes obscured, and is replaced with the root inode afdbatedvolume,
which is inode #2:
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/dev/sdal, mounted as root fs

/dev/sdcl, not mounte

Inaccessible inode

___ Special handling of ..

The kernel keeps track of which inodes are being used as mount points, and does special
things when these are encounteré&bnsider pathname /C/F/C/D: Starting in the root
volume, the kernel looks up C in inode 2, then looks up F in inode 4, which resolves to
inode 7. However, inode 7 in the rootolume is a mount point. Therefore therkel

doesnt access inode #7 in the root volumeit lzontinues to inode #2 of the Ydsdbl

volume, where it resolves the finaladvwomponents.

Likewise, if we are in directory /C/F/C and we need to resdibe pathname and the
kernel access inode 2 of the secomdume. Ifthis were the root volume, the second ..
would go back to the same place. And while that is true of the .. entry in inode 2 of the
second volume, because that inode represents the root inode of a mounted volume, the
kernel instead looks at its mount table and continues to the .. entry of inode 7 in the root
volume, i.e. to inode 4 of the rooblme. Thercomponent E is resolved.

A mount point must be arxisting directory in an already-mounted part of the path name
space. Normallyit is an enpty directory But if the directory had contents, thbecome
obscured by the mount:
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/dev/sdal, mounted as root fs

dev=8,17

Here we haee performednmount /dev/sdcl /C/F/ CE. The files Q and R,
formerly visible through /C/F/C/E (inode #7 in device 8,17) are no longer accessible.

Note that may UNIX kernels support the concept of a "union" oweéday" or "bind"

mount in which both the newly mounted and the mountedmlumes are visibleThis
feature is useful, e.g., when working aflarge read-only volume such as & D-ROM

or live USB while needing to ma&k changes on the fly It is dso used in
“containerization” which isolates a program so it can only access part of the filesystem.
We will not be considering these advanced topics further in this course.

This mounting of a volume onto the existing filesystem hieyaishnot permanent.
There is a correspondingrount system call, and a correspondimgount command,
which remaes the volume from the filesystem andveits the original mount point
acain. If arnything was obscured by the mount, it becomes visiblnagin order to
unmount a vlume, there must not beyaapen dependencies on it (e.g. a process with an
open file, gecutable or current working directory that is within that volume, or another



ECE357:Computer Operating Systems Unit 2/pg 26 ©20F5Hmder

volume mounted within the volume being unmounted). If there is a depegndesc the
umount attempt fails with EBUSY.

Alien Filesystems / Virtual Filesystem Layer

A given volume need not alays be mounted at the same place in the filesysiatmen

the media containing the volume is vad to a dfferent machine, the volume mayea

be mounted by a different operating system. Issues can arise, e.g. with byte order
mapping of user identifiers, differences in path nameadions, and other semantics.

The UNIX kernel creates an "inode" interface to these alien filesyst8orae features
which may be present in other operating systems, such as "resource forks" in traditional
Macintosh OS, may not map cleanly to UNIX semantics, amd system calls were
added to the traditional UNIX calls to provide access to these "alien" semantics.

The filesystem in UNIX is heterogeneous, i.e. the different volumes need naot fodo

same data structure. This allows a running system to mount volumes which were created
under older versions of the operating systems, or entirelgreliit operating systems.

For example, while the current default filesystem for Linux is of the EXT4 type, it is just
as easy to use the older EXT2 or EXT 3 filesystem types There are other filesystem types
which attempt to optimize for certain situations, e.g. XFS, ZFS, BTRFS. Linux can also
deal with the nawe filesystem layouts of other UNIX variants, such as FFS/UFS (BSD
and Solaris), HPFS (HP-UX), and non-UNIX systems such as MSDOS, NTFS, HFS
(older Macs), etc. There is support for addingvniesystem types to theeknel
dynamically (after the system is already booted), aed ® dlow a user-level process to
implement a filesystem ("FUSE").

This integration of different filesystem types into therall hierarcly is known as the
Virtual Filesystem layer of the krnel. Becausall file system interface accessvito
through the kernel, it canekp track of exactly what parts of the naming hiegarch
correspond to what type of filesystem, and gigte to the various filesystem modules
which are loaded as part of therkel. Taversal of a mount point is thus transparent to
the user The UNIX pathname space is axilde one which is independent of the
constraints of physical disks.
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user-level

Kernel
Generic filesystem system calls

sys_unlin%()

sys_open() sys_link() etc.

‘ sys_stat(

ext4 module msdos module ntfs module

ext4_open() msdos_open() ntfs_open()
ext4_unlink() msdos_unlink() ntfs_unlink()
ext4_link() msdos_link() ntfs_link()
ext4_stat() msdos_stat() ntfs_stat()

etc. etc. etc.

Note: kernel function names are illustrative, not literal

Pseudo-filesystems

Up to nav, we've keen considering filesystems which are on actual mass stonagesde
But the VFS layer allows the kernel to provide a powerful illusid¥e an create a
filesystem out of thin airFor example, when a system call is made to list the contents of
a particular inode, we can makhis up on the fly to correspond to some abstraction, e.g.
a drectory entry for each process running on the systekewise, we can 'dke aut” the
open, read, write, and close system calls so that the contents of the “file"\adengro
information about the system, and/or performing control actions. This illusion wenkno
as aPseudo-filesystem On Linux kernels, there are three pseudo-filesystems which are
guite important for debugging and system administration, monitoring, and control:

» The pr ocf s pseudofilesystem under Linux, which is normally mounted mtoc,
primarily provides an interface for each running procé¥§gsl| see that we canxamine
open file descriptors for grprocess, look at address spaces, look at resource utilization.
/ proc is also used for system-wide monitoring and control, éfge / pr oc/ net
subdirectory is used for the networking subsystem.

* sysf s, mounted on' sys, is dmilar to procfs, but focused only on systenadestuff.
Some of its functionality had once been in /proc and is thus duplicated.

» devfs is where the kernel automatically creates inodes of type S IFBLK and
S_IFCHR to represent the I/O devices which are actually attached to the syd$tesm.
filesystem is normally mounted Adev and this is hay we ae able to identifyfor
example, specific hard disk partitions for theunt system call or command.
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Network filesystem

Network filesystems are pseudo-filesystems where the intent is mass storage, but not
locally attached. The 3 predominant neti filesystems are NFS (very old and still
popular), AFS (a federated system with a lot of complexity), and SMBFS (therketw
filesystem originally introduced by Mdows). Wth a network filesystem, operations

such as open/read/write/ stat/directory listing, etc. are transformed into request messages
that are sent via the applicable protocol to a remoteserhere, a seer process (or the
servers kernel) receies the request and performs the requested operation on the actual
filesystem object residing on that sers mass storage. The result is then sent baek o

the network.

Mount permission and namespaces

Traditionally mounting of filesystems is a global operation which is performed by a
process running as the super-user (uid==0), and all processes see identical namespaces.
In the Linux lernel, there are capabilities to associate a different hamespace with
different processes or userghis is widely used in "containerization" which secures an
application by restricting its access to the filesystem.

Loopback and RAM filesystems

Linux and mawg other UNIX kernels support a "loopback" mount where a regular file that
currently ists someplace in the filesystem tree can be treated &s\®lkane image.
E.g. one can download.a so file which is an image of a CD orMD-ROM and then
mount that file directlyinstead of "burning” the CDND. The - ol oop option to the
nmount command is used for this.

Most UNIX kernels support a "ramdisk™ where an area of RAM is treated as if it were a
volume. Thisis especially prelent in "live" media, e.g. a CD/DVD or USB stick that
contains a "le", bootable Linux systemWe reed a place for the root filesystem,
including places to write things, but we dbnécessarily want to rely orxisting hard
disks. Theunion or aerlay mount technique can be used here to merge an initial
filesystem read-only image from the boot medium with the ramdisl. changes are
simply discarded when the system reboots.

The Mount Table

Conceptuallythe kernel keeps a table in kernel memory to track each mounted volume:
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Device Mountedon | FSType| Flags/Properti¢s
/dev/isdal | / ext4 rw

/dev/isdbl | /C/F ext2 rw, noatime
/dev/sdcl | /C/FIC/IE vfat ro

An example abee illustrates the 4 fields of this table. The device field identifies the
underlying physical dece. Thenext column is the mount point. The third column is the
filesystem type. The last column is a list of flags or properteg. the "rw" flag means
that read/write is allowed to the filesystem, whereas "ro" means the kernel wail ne
attempt to write to theolume. Thé'noatime” property says that when files are read, the
usual update of the inodeti me will not take pdace. Thisis often set to impne
performance where keeping track of atime has no benefit.

One can query the mount table either by usingrhent command with no guments
or (on Linux systemsgat /proc/ nmounts. You will find a lot of other lines in this
table that correspond to pseudofilesystems, such dthec filesystem itself, that are
necessary for system function.

Device Numbers & Inode Numbers

As we hae sen, the UNIX kernel associates an gatedevice number with each
volume on the system. Thewdee number is not something which wouleebe found

on the wlume itself, rather it is a tracking number maintained by #raét. Thestat

field st _dev is filled in with the device number of the volume on which the inode in
guestion residesLike inode numbers, device numbers should be treated as cookjes: the
can be compared for equalithut no other assumptions should be made about their
properties. Bycorvention, UNIX device numbers are split bit-wise into a most
significant word, which is thenajor device number, and a least significanminor
device number. Typically these are represented as a pair of decimal numbers, e.g. in the
device number (8,16) 8 is the major part and 16 is the minor part. If the kernel in
guestion is using 16-bit device numbers, thiguld be 0x0810. The major number
identifies a particular device der or family of drivers, such as the SA hard disk
driver, while the minor number represents the unit number (e.g. the disk number & the
partition number). Modern Linux kernels use 32-bit device numb&says use macros

maj or, mi nor, and makedev to decode and encodkev_t rather than doing the bit
arithmetic manually.

By examining thest _dev field, the user can determine ifdypaths reside on the same
volume. Inthe example ab@, sat’'ing/ C/ F would yield thest _dev device number of

the second elume, not the root volume, because the original mount point in the root
volume is inaccessible.

Because each volume is a self-contained independent data structure, the inode numbers
(st _i no) are unique only within the sam@me. Aconsequence of this is that hard
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links can not be made across volumes, because the inode number in theluirst v
would have o validity in the second alume. Thecombination ofst i no with

st _dev uniquely identifies an node within the pathname space at the time that
comparison is made. Of course, if volumes are later mounted or unmounted by the
system administratpthat might ivalidate such a test.

Many system administrators utilize UUIDs (wersally unique identifiers).Individual
volumes are tagged with a UUID, which is expected to be globally unique. Thisegsolv
some confusion, forxample when rema@ble devices are mved around to diferent

ports, or when a system reconfiguration changes the sense of which hard disk is the first,
the second, etc.

Move/Rename

Ther enane system call:
int renanme (char *ol dpath, char *newpath)

is used either to rename or meoa fle within the same alume(filesystem). Theame
result could be accomplished by using link(oldpathpegh) following by
unlink(oldpath), and indeed very early versions of UNIX did netla explicit rename
syscall. Havever, consider what would happen if the process dies (e.g. the user hits
Control-C --we’ll talk about signals and process termination in\& feore weeks)
between the link and unlinkin contrast, the rename system call is atomic. The mv(1)
command uses rename(2).

Note: it is not possible to me a fle using rename(2) from one volume to anagther
because it is not possible to neak hard link from one wlume to anotherThe mv(1)
command hides this annoyance from the .useoldpath and newpath are on fdifent
volumes, the command instead does thewetgnt ofcp -p ol dpath newpath ;

rm ol dpat h. This is not atomic.In addition, in this cross-volume w® ase, the mv
command uses the utime, chown, and chmod system calls ® maagath as much as
possible hee the same metadata as oldpath. Note that since the ctime can not be changed
via system call, that will be at least one imperfection.

Is that filesystem, or file system, or filesystem?

Unfortunately the terminology pertaining to the file system is often inconsistent,
ambiguous and confusing. In operating system literature, "filesystem" can mean:

* The overall file system, its semantics and intexés. e.g."The UNIX filesystem
provides a simple, clean interface."

* A particular schema for genizing data within a volume, e.g. "The Reiser filesystem
performs better than the EXT2 filesystem when there arg,rsaall files."

* A code module within the étnel for implementing a filesystem, in the sense of
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"filesystem" gven in the last item.
* A patrticular instantiation of such anganization of data.We alled this a "volume" in
these notes, which term is also used in the literature.

Locality and fragmentation

With traditional hard disks that Y& noving heads, it takes a longer time to access tw
sectors that are far apart from each other on the disk thary iithelose togetheend

the time gravs with distance. Consider the reference model of a UNIX filesystem
presented earlier with Headémodes, Free Map and Data Blocks.order to perform an
operation on a file, one needs to access the inode, possibly the free map (if the file is
being written to) and the data blocks. It would be niceetepkthese things close to each
other and minimize seek time.

All modern UNIX filesystems useylinder groupsor block groups(these are essentially
equvalent terms):

Each block or cylinder group is Bka mni-filesystem, containing a portion of theeoall
inode table and data blocks, and a free block bitmagriog just the data blocks in that
cylinder group. The kernel will attempt to keep a file allocated all within the same
cylinder group. This imprees locality and filesystem performance. Inode numbers and
block numbers continue to Y& dobal meaning, but the inodes and blocks are no
spread out among the groups instead of being concentrated together.

You will also notice that Linux uses a second bitmap ¢ektrack of free vs in-use
inodes. Thisimproves performance..the inode bitmap often fits within a single disk
block, which remains cached irtael memory ayway. Finding a free inode is a quick
in-memory bitmap search, rather than a series of disk accessesrtme each inode to
see if it is free.

You may also notice that a space for tlduvne Superblock appears in each block group.
In practice, seeral replicas of the superblock are stashed in block groups in addition to
group #0. Whenerer the superblock is flushed to disk, these additional disk writes are
also needed, so we dowant to actually replicate the superbloclewery group. Haing
replicas means it is still possible to reeothe volume if the main superblock gets
corrupted or if that sector of the disk goes bad.



ECE357:Computer Operating Systems

EXT2/EXT3 Volume on Disk

Boot Loader Reserved Block
Superblock
Group Descriptors
Group 0 block free bitmap
Group 0 Inode free bitmap

Group O Inodes

Group 0 Data Blocks \

Superblock
Group Descriptors
Group 1 block free bitmap
Group 1 Inode free bitmap

Group 1 Inodes

Group 1 Data Blocks

Indirect Block

1023

Unit 2/pg 32

An Inode (128 bytes)

mode
uid

size

atime

ctime

mtime

dtime

gid
nlinks
blocks (512-byte)

misc flags

os—dependent
reserved area 1

Direct Block 0

Direct Block 1

Direct Block 2

Direct Block 3

Direct Block 4

Direct Block 5

Direct Block 6

Direct Block 7

Direct Block 8

Direct Block 9

Direct Block 10

\ Direct Block 11

’

“~ Indirect Block

Double Indirect

Triple Indirect

generation

xattr

upper word of size
or large files

frag addr (not used)

os—dependent reserve
area #2

©20FHHmmer



ECE357:Computer Operating Systems Unit 2/pg 33 ©20F5Hmder

Fragmentation is defined as the case where adil@ntents are not stored in contiguous
data blocks.Fragmentation is impossible toad unless one wants to sacrifice a lot of
disk space by employing what is known known a&®mtiguous filesystem This is only
used in very limited circumstances, such as extremely prerathnbedded environments.

Excessre fragmentation will cause a lot of disk seek activity to access a file and is
undesirable. @ combat fragmentation, the kernel camid allocating space for a weor
growing file which is right up agnst the space of another file. But as the total space
used on thealume approaches the totaladable space, it becomes harder woid that.
Many system administrators tune filesystems withiegerve factor of 5-10%. On a
volume with 1TB of data block space and a 10% resé&wetor, it would appear from the

df command that there is only 900GB free. Ordinary users will start to get "disk full"
errors when the space in use exceeds 900@Bjrbreality 100GB is being held in
resere for system processes (which usually run as "superus&vi)h 10% of the
volume still free, the kernel is usually able teoid excessve fragmentation. ®umes

that are running belo 5% free space typically start to Jea performance issues from
fragmentation.

A filesystem with a lot of fragmentation can be "de-fragmented” if thereficiesult free
space. Thisnvolves first moving smaller files around on th@uwne so as to open up
larger contiguous regions of free space, to whicpeafiles are meed. Thisprocess can

take mary hours and could potentially cause filesystem corruption if it crashes in the
middle. Itis best done on volumes that are not currently mounted.

Keeping track of disk blocks in the inode

Inodes which are DirectorfReqular File or Symlink store data in the data blocks part of
the filesystem.We will now take a ek at hav UNIX operating systems translateswts
within a file (or directory or symlink) into disk data block numbers so that the file (or
directory or symlink) can be read or writteffraditionally marny UNIX filesystems,
including the original (Version 7 UNIX), System WS/UFS (BSD) and EXT2/EXT3
have used the following model:

There are 12lir ect block slots which gre the block numbers of the first 12 block-sized
chunks of the file. E.g. when the filesystem block size is set to 4K (theldefh Linux),
then slot[0] gves the block number which holds bytes 0..4095 of the file. slotjédsgi
bytes 4096..8191, etc.

Now, if the file size exceeds 12*block_size, #ingle indirect block comes into play
which is found at slot[12]. This geés the block number of a block in the data block
section, which is marked as allocated in the allocation bitmap, but deetrdlly store

ary file data. Instead, this block contains an array of block numbeldock numbers
are represented as 32-bit unsignedgets and the block size is 4K, there are 1024 slots
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in this indirect block.The first indirect block then maps 1K * 4K = 4M worth of the file,
from offset 48K to 48K+4M.

OK, what happens if the file is bigger than 4,243,456 bytes® Wgo on to hedouble
indirect block at slot[13]. It contains the block number of a block which contains an
array of block numbers, each of which is a single indirect blégain, if block numbers
are 32 bit and blocks are 4K, the double indirect bloclersolK*4M or 4GB of the file.

Thirty years ago, the idea of a filedar than 4GB+4M+48K was ludicrous when a 9GB
hard drve st a thousand dollar8But of course today such large files are comm®a.
we get to slot[14] which is th&iple indir ect block: an array of double indirect block
numbers, each of them being an array of single indirect block #s, ad nausegpmng

in line with our &ample numbers, the triple indirect blockves 1K*4G=4TB.
4TB+4GB+4M+48K would then seem to be theykst file that could be kept under this
representation with 4K blocks.

Data Blocks
Inode Block Map Area T

e g
TN

\ °
12 Data block used as
DllreCt indirect block,
Slots contains 1024 slots

Maps
48K =

Maps +4M Single Indirect
Maps +4G Double Indirect
Maps +4T Triple Indirect  _|
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Aside: If one seahes for "maximum file size" for the older EXT2/EXT3 Linux
filesystems, the result is 2TB. This is because tisea feld in the on-disk inode called
i_blodks whid is 32 bts long and whih is in units of sectas (6512 bytes), not disk blks.
This field describes the number of 512 byte sedbat the file consumes. 2732 * 279 =
2°41 or 2TB. Because this field would overflowdmel 2TB, the kernel ewents a file
from exceeding that point. EXT2/EXT3 use 32-bitkblmanbes, thus with a 4K disk
block 9zg the lagest volume (filesystem) whican be created is 16TB. EXT4ecame
these limitations.

Inline storage

The 15 block map slots are each 32 bits (4 bytes) long on Linux, therefore this entire area
is 60 bytes long. (It is also 60 bytes long on EXT4, although it is laid out differently as
we’ll see in a moment) As a further optimization, files or symlinks which are 60 bytes or
less could be stored directly in that 60-byte area and not requiredditional disk
accesses, beyond the one to regite inode. This optimization is particularly helpful

for symlinks which are often very short. Inodes whickehdgiored their contents "inline"

will report zero disk block consumption in their bl ocks.

Sparse Allocation

Consider the following code:

fd=open("file", O CREAT| O TRUNC| O WRONLY, 0666) ;

wite(fd,"X",1);

| seek(fd, 16384, SEEK SET);

wite(fd,"Y",1);
The file contains an X at offset 0 and a Y at offset 16384. What is in betwéaththg
has @er been written thereThe philosopk that UNIX takes is that this is a "sparse" file,
i.e. a file with a "hole" in it. The data from 1..16383 are not defined, but for tkeedsak
consisteng and securitythey read back as all-0 bytedow, Snce nothing is really there,
do we need to allocate disk data blockdRIX does not. In the inode, the [0] slot and
the [4] slot would hare valid block numbers, but the [1] [2] and [3] slots wouldédnQ &
the block numbeiindicating that the corresponding 4K region of the file is not allocated.

The fieldst _bl ocks in the stat structure will report 16 (remember that this field is in
units of 512-byte blocks), i.e. only 8K is being allocated to the file. On the other hand,
st_sizewill be 16385, which at first glance would seem to require 4 docks. Ty it

at home, folks.

Sparse files might seem silly but this mechanism allows us to use a file to directly
represent some large data set, without having to pre-allocate all of the storage on the disk,
if that data set is inherently sparse. When we get to unit #5, we’ll see that a similar
philosoply is goplied to memory allocation.
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Classically "holes" could only be created by Iseek’ing, in the manner illustrategeabo
and there was no way to determine if wegiarea of the file \as a hole, or just naturally
filled with zero bytes. This became problematic with backup utility programs such as
rsync because when theencountered a sparse file, yhavould back it up as a
conventional file, wasting a lot of disk space (or sometimes just running out of disk space
on the backup site entirely!) Modern Linuerkels support extensions to theeek
system call which alle us to pobe for the location of holes and non-holdhey aso

allow us to ‘punch" a hole in a previously non-sparse file using tiel ocat e system

call.

Inode Block Map
X Allocated Data Block

—

Every
thing
in
between
reads
back

DIRECT 0
SLOTS

16384 Y

IND

File st_size is 16385
DBL IND

TRIP IND 0

EXT4FS / Extent-based allocation

The block map (direct/indirect/double/triple) methodrked very well for may many
years. lItis particularly efficient for small files (e.g. under 48K in oxaraple abuwe).
However, for larger files, it requires additional disk accesses to get at the indirect blocks.
Indirect blocks are cached (see belander "uffer/block cache") but for random-access

to a large file in the worst case, it could requireesd disk accesses per data block
access.

Another way of mapping blocks is vixtents One extent is defined as a range of disk
blocks which are contiguous on the disk and which store a contiguous range ofghe file’
data. Startingvith EXT4, Linux uses an extent-based block allocation/mapping system
instead of the direct/indirect system of EXT2/8.file (other than a O-length file) will
have e or more eents. Eactextent is described by an Extent Descriptor:
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Li nux EXT4 Extent Descri ptor
kkhkhkkhkhkkhkhkkhkhkhkdhkhkhkhkkhkhkkhkhkkhkhkhkhhdhhhkhdhkhkkhkhkhkhhdhdhrdhkhkhkhkhhkhdxhdxkx
start _file_ bl ock offset 32bits The offset of this extent within the file's
address space, neasured in units of
FS bl ock size

start _di sk_bl ock_num 48 bits Disk block nunber of start of extent,
units of fs bl ocks

bl ock_count 15 bits Nunber of contiguous bl ocks

flag 1 bit Flag to indicate unwitten extent

Disk block numbers in EXT4 are 48 bits rather than 32, whighcomes the limitations

of EXT2/3 of 16TB wlume size. With these numbers, and a block size of 4K, the
volume can be 2712 * 2°48 = 2760 =1 Exabyt&!single extent descriptor can e a
maximum of 2715 * 2712 = 2727 = 128MB of file address space (with 4K block sizes.)
Since start_file_block_offset is 32 bits, a file can be a maximum of 2°32 blocks (e.g.
16TB with 4K blocks).

In this implementation, each extent descriptor is 12 bytes IBXJ.4 also uses a 12-byte
header for the entire extent data structuféerefore, within the existing 60-byte area
used for the block map, EXT4 can store 4 extent descriptors (4*12=48 + 12 for the
header = 60).Now, whereas the block map approactvals required a fixed number of
4-byte block numbers to hold the map for a file of wemisze, with etent-based
allocation, the number of 12-byte extent descriptors is variable depending on the
fragmentation of the file. If the file is allocated contiguouiigse 4 extent descriptors
could map the first 512MB of the fil&Extent descriptors arevedys maintained in sorted
order bystart file_block offset, so a gmple binary search will find the
descriptor that maps the area of the file that we are interested in.

To map larger files and/or if fragmentation requires a greater numberxtehte
descriptors, thextent data structure becomes a special form of tree with the property that
it is of uniform depth (i.e. at ggiven moment, the number of internal nodesé&raed to

reach a leaf node is constant for all leaf nod@s)e leaf nodes of this tree are theeat
descriptors. Aree of depth O is the case where 4 extent descriptors are stored inside the
inode. At depth 1, the Iinode contains 4 internal nodes which contain
(start_file_block_offset,n¢ _disk block). Agin, these internal nodes are sorted by
start_file_block_dket, but nav they contain "pointers” to disk blocks which contain one
12-byte header followed by an array of leaf nodes (extent descriptors) which are sorted
by start file_block d$et. A4K disk block holds 340 leaf nodes with 4 bytessted at

the end (these 4 bytes can be used for a checksum tovenfikesystem intgrity
checking). Théheader which precedes the extent descriptors describesy levds

there are in the tree.

If the file requires more than 1360 extent descriptorg, we haveto move 0 a 2level
tree. Thed entries in the inode mo each point to disk blocks which contain 340 internal
nodes which point to additional disk blocks which finally contain 340 leaf nogts{e
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descriptors). Wherdoes it end?

The theoretical wrst case is a file that is completely fragmented, such that &teit e
descriptor has a block count of just 1. Since start_file_blotdetas a 32-bit quantity

we would then need 2732 leaf nodes (of course the filesystarid we unusably sho at

this level of fragmentation). Ad-level tree would hold 4*340°3 or 157,216,000 block
numbers which is too small, so a ¥detree is needed which could hold 53,453,440,000
block numbers. This is the maximum tree depth that would be needed, but of course if
the file can be mapped in fewevdts, it is.

This data structure would be a poor choice in the general case, but for file allocation, once
an area of the file has been allocated, the block numbers assigned to that area will
generally not change. If the file growswnextent descriptors can simply be appended,
since the previously allocated ones are already in fileiobrder When we run out of

room to represent thetent tree with the current number ovédls, the entire existing tree

can remain and a nehigher level is created with a pointer to the existing tree.

When files are sparse, there is generally no extent descriptor corresponding to a "hole."
The extents just jump around the hole, and since the extents are stored in order of
file_block ofset, the kernel is able to determine when it has encountered aBudle.
EXT4FS supports a number of other sophisticated features, such as pre-allocation and
delayed allocation. Under certain circumstances xénée descriptor may be created for

an area of the file that is not intended to be a hole, but for which disk bloeksdtget

been allocatedThis is the purpose of the "unwritten extent” single-bit flag in ¥tene
descriptor.

The figure belw illustrates extent-based allocation with a depth of 1.
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In general, the CPU isater than RAM and RAM is faster than mass stor&gpching

is a concept which will arise repeatedly in this course. The basic premise is that if you do
something once, you are likely to do it again, or somethémg much lile it or rear it, in

the near future. Therefore, it usually pays to keep & obpomething which is normally

in slower plentiful, cheaper storage temporarily in fasgearcer pricier storage.

We e this in Computer Architecture with the layering of registers, L1 cache, L2 cache,
and main RAM.

When talking about filesystems, caching is going on at multipésle

» The superblock (volume header) is cached by keeping the Ebpy in kernel memory
wheneer a wolume is mounted.

* Individual sectors (or disk blocks) are cached inbilféer cache

* Individual inodes are cached by keepingwe lopy in kernel memory whener the
inode is needed, e.g. when the file is open, during directorgrded, during ast at
system call, and marother cases.

* Directory entry lookups are cached in ttentry cache(Linux terminology other non-
Linux UNIX kernels hae alled this thenanei cache)

* Reads and writes of regular files are cached dsplkg copies of the file contents in
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kernel memory We'll also learn in Unit 5 about file/memory egalencies.

Each of these caches (with theception of the superblock which is only caching one
thing) is, like any cache, an associaé aray. The cache is addressed by &ykwhich
results in either a hit, in which case the requested item is in mgaraaymiss" which
requires loading it from disk. In some cases, tlye ik Smply the direct "address” of the
object (such as a sector numbeu} n other cases thesk is part of the object data
itself (such as directory entry names).

All caches hee oveflow issues: if there is no room to cache & mbject, some older

object must be released from the cache, possibly writing it back to theRliskunlike
hardware caches, these filesystem caches are of variable and tunable size. All of these
filesystem caches will release all of their in-memory resources and synchronize the data
back to disk when the volume is unmount&&’'l | now look at each cache briefly.

Buffer Cache

One viav of the volume is as just a collection of sectofte huffer cache (or "block
cache") is kyed by fevi ce_num sect or _numn) and objects in the cache are the
sectors (or "disk blocks" which may be multiple secto&)ce most of the sectors of a
filesystem represent more highlvdeobjects, such as inodes, directories or files, tifeb
cache is often superceded by the other cachesvbdlbe huffer cache does come into
play with caching indirect blocks and inode/data block allocation bitmapstente
descriptors.

Inode Cache

Wheneer any system call is performed on a node in the filesystem, the kernel needs read
(and potentially write) access to the corresponding inode fields. The inode caeyeis k

on (devi ce_num i node_nun) and contains "in-core inodes("core" is an old slang

term for RAM). This data structure, kept in kernel memabag all of the fields of an on-

disk inode, plus numerous other fields that tkeenkl needs, such as pointers to the
correct virtual filesystem modules for the filesystem which contains that if@gee an

inode is brought into kernel memeoiyis "locked" there until no longer neede@pen

files, open directories, and other wetinodes are alays in-core. When the inode
becomes inaate, the cache copremains althoughventually it will be released. Thus if

we access the same inode again soon, we deed to go back to disk for it.

Dentry Cache

In the Linux kernel, the dentry cache isykd on ( node, conponent _nane) where
i node is a pointer to the in-core inode which is the directory containing the entry in
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guestion. Another way of viewing this is that the d&y is

(devi ce_num i node_num conponent nane). When&er a drectory must be
searched, such as during path namauation, the (device_num,inode_num) of that
directory is presented to the dentry cache along with the component name being
searched. Ithis directory lookup is cached, then the result returned is either the inode
corresponding to the (parent_inode,component_name), OR, the result is "nil," indicating
that weve previously seen that no such componexises. Thusunlike the other caches

we hare ®en, the dentry cache is alsnegatve @ache

If there is no dentry object corresponding to the component_name, this results in the
filesystem module’ drectory lookup function being called on the directory inottew

this is implemented is obviously filesystem-dependent (a directory lookup on an
MSDOS/AT filesystem will be very different fromxglfs). Theresult of this function

call (inode # or nil), is then cached.

The dentry cache must be notified wheme filesystem operation happens that affects a
directory entry E.g. an unlink or rename system call must cause the corresponding
cached dentry to be either changed to a nil, or renamed. Therefore the dentry cache is a
comple« and confusing part of the kernel source code!

File Data Cache

WEe'll see in Unit #5 that areas of memory and areasqflae files hae an equivalengy.

Prior to that reelation, let us just say that when read and write system calls are made,
that causes the corresponding areas of the file to be cached as areas of memory (it turns
out these areas arenalys in 4K chunks, for reasons that will become apparent in Unit 5).
Generally speaking, this impres the eficiency of small reads and writes. Rather than
having to male say four disk requests to read 4K of data with 10a#ebs in the read

system call, just one disk request of 4K is needed. The first read system call takes a little
while, but the net three are satisfied from the cachedycopmemory and are much

faster.

The "key' to the file data cache is therefore (inodtset), where offset is expressed in
units of 4K chunks.A cache miss results in asking the filesystem module to read that
area of disk into memory.

When writing, it is important to realize that the write system call does not generally result
in an immediate write to the disk. Instead, the bytes that are supplied to the write system
call are copied into the in-memory image of that area of the file. The write back to the
disk happens at a later time. This iswdiscussed further.

Cache modes & sync

In general, there are three modes to cachimgached (or "raw") in which all object
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accesses result in direct and immediate disk accessiss;through where reads are
satisfied from cache but writes cause immediate write-through to diskyraeeback

where the write to disk takes place at some indeterminate later Rare mode would
generally not be usedeept for system utility programs. Write-through mode has the
adwantage of keeping the disk in a consistent state and minimizes the risk of data loss or
filesystem corruption. However it causes a lge amount of disk write awity.
Therefore, most systems are run in write-back mdde caching mode is set at the time

the volume is mounted, and can be changed on a per-volume basis.

In write-back mode, a system call suchvad t e will complete before the data are
written to the disk. In fact, thel ose will complete too. The precious data are sitting
someplace in kernel memorgwaiting write-back to the disk.If the system crashes
(sudden power loss, kernel bug, haagevissue) at this point, the data will be lost b
more importantlythe program (and the end-user) will be under the false impression that
the data were sad, because no system call errors were raised.

If this is not acceptable, there are @ f@lutions (better than turning globally to write-
through caching).The f sync system call tas a file descriptor and commands the
kernel to flush all data and metadata associated with that file descriptor to thd fukesk.
system call blocks until the disk writesvieammpleted. Thdile could also be opened
with the O_SYNC flag, in which case all write system calls will block until the
corresponding disk writes )@ completed. Finallythere is async system call and a
corresponding usdevel command which causes ALL cached data to be written back to
disk and waits until this is done.

Outside of thesexglicit flushes, the Linux kernel periodically scans memory for "dirty"
cached objects and flushes them to diske rate at which this is done depends on
system load, Wit generally on an idle system, flushes will be done at least once a minute.
A system that is quiet and crashes, therefore, is not likely to lgsdata. Inaddition,

when a volume is unmounted, all cached objects are flushed, amadabat system call
blocks until these disk writes are completeéhis is particularly important for reraable
storage deces -- it ensures that once yowayiheunount command and get your shell
prompt back, it is safe to rewvmthe device!

Filesystem corruption, recaery & journaling

The filesystem is a data structureilbout of disk blocks. As with gncomplex data
structure, there are transient moments when it can be in an inconsistenCstadeler
how the kernel (conceptually) handles the creation ofvafiie:

Step 1) Search the inode allocation bitmap for a free inode, say we pick #9999

Step 2 Mark the inode as non-free by changing its type field to S_IFREG (and also set
the uid, gid and ctime fields, and set nlink to 1)

Step 3 Mark the inode non-free in the inode bitmap
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Step 4) Search the directory containing the ke for a free slot
Step 5 Write the path component name and inode number 9999 to the directory slot

There are three distinct write operations required: steps 2, 3,eb.us say that
somavhere after step 2 and before step 5, the system losesr @nd therefore the
directory is not updated. When the system comes back up analthmevis mounted
acgin, we nav havea "phantom” inode which is not free but is also not linkeghdrere

in the filesystem. This is just on&ample of mawn kinds of corruption which can arise
from the underlying problem that filesystem operations comprisenaatomic set of
writes to different disk blocksThe filesystem corruption problem is different from the
cache consistegicproblem : filesystem corruption could occuree if there were no
caching and all filesystem blocks were written through immediat@tanging the order
of the steps abve @an't fix the problem either; it will just change one problem into a
slightly different problem.

When the system comes back up after a crash, there must be a way of determining if a
filesystem (volume) is corrupt, and if so, to correct before moun@idperwise, the
corruption could lead to further corruption and data Iddse first step is that all UNIX
filesystems maintain a flag in their superblock known as the "clean" status. When the
volume is dismounted properlyusing the unmount system call/command, or
automatically as part of a controlled system shutdown, the superblock on disk is written
to and the CLEAN status is set. While the volume is mounted, the status is set to DIRTY.

If the system crashes, the volumes will not be explicitly unmounted, and the status of the
on-disk superblock will be DIRY. The traditional way of correcting the corruption is via

a wser-level program known a$ sck which examines the on-disk filesystem on a sector
by-sector basislt can do this since thewacontents of the volume arevalable via a
special file name, e.d.dev/ sdal. fsck is a complex, multi-pass program. It does a
recursve descent exploration of the pathname tree, visiting each node, and cross-
checking that vier with the viev represented by the inode table and free block map. If a
consistenyg error is detected, fsck prompts before taking action to correteitfsck is a
read-only operation unless the useroking it gives permission for writing. In batch
mode, e.g. when the system is being booted, fsck is normally run in a mode where it will
always attempt to fix problems, unless certain serious problems are detected, or the
number of problems is abnormally high, at which point the booting process will stop
pending system administrator interaction.

When fsck finds inodes with no corresponding pathnames, it tah’if these were
deleted files, valid files, or files that got "lost." Because the filesystem is inconsistent, it
has no way of knowing for surélhese inodes are landed in a pre-existing subdirectory
of the root directory of the volume, calledst +f ound.

As a further refinement, some filesystems maintain another state cafl8dLESTWhen
all writes relating to the structure and metadata of tilanve are sync'd, theolume
status in the superblock is marked a&\BIE. Anything which upsets that (e.g. creating
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or renaming a file) causes the state to be switched back BYDIRhis strategy allas
the fsck to be skipped if the system crashed while it was idle for a while (and thus stable).

Filesystem Journal

fsck can be aary time-consuming process, since it needs to vigtyepart of the
filesystem data structure, including parts that correspond to unallocated space, e.g.
unused inodes. As hard disk capacitiegehiacreased, this has caused fsck times to be
unacceptably long. Most modern UNIX systemsehgone to journaling to address this.

A journal is a circular array of blocks somewhere in the filesystem, generally ada fix
location and generally contiguousihe journal containgournal entries which are
ordered from oldest to mest. Sincehe journal is of finite size ventually newer entries
ovawrite older ones. (Linux by dalilt uses a journal size of 128MB) That may cause
operations to hang until disk write flushes complete. While there arg difiégrent ways

of implementing a journal, tiyeall accomplish a similar goal: tgemake it possible to
quickly recaver a corrupted filesystem without having to use the verwdieck. They

do this at the expense of additional disk writeficafBlocksthat are critical enough to
desere journaling are written twice: once to the journal, and once again at a later time
when the applicable cache is flushéhother name sometimes applied to a journal is the
intent log because it is a record of what the kernel intends to change on the volume.

Here is an xample of hypothetical entries in a journal for our previous example of
creating a na file:

--BEG N TRANSACTI ON | D#1234- -

Copy of disk block containing i node #9999

Copy of disk block containing entry 9999 in free inode bitmp

Copy of disk block containing new directory entry referring to i no9999
***** potentially other, unrelated transactions *****x*

--COMWM T TRANSACTI ON | D #1234- -

The kernel, when journaling is in use, first assembles all of the elements of the atomic
transaction and writes them to the journal. Then, oaffer the COMMIT
TRANSACTION record has been written to the journal, the kernel schedules the
various disk blocks to be flushed (sync’d) to disk. This might happen a "long time" later
(several seconds) during which time additional journal entries might be written for, other
unrelated transactions. Depending on kernel settings, the kernel might cause the system
call (e.g.cr eat) to block until the COMMIT TRANSACTION record has been written.

This ensures that when the system call returns, the operation will actually haggpeh, e

the system crashes.

When the volume is mounted after a system crash and is found to b¥,D#her than
invoking f sck, the journal is examined in order from oldest tovest entry For each
transaction ID number mentioned, there are passible outcomes:
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1) The BEGIN entry is there but no COMMIThis means that the system crashed while
the transaction record was being written to the jourBaice there is no COMMIT entry
we dont know if we havethe entire transaction. No valid action can betakSincedisk
flushes dort’ happen until the COMMIT entry is written, no partial transactioms w
written to the disk. In other words, this transactiovenbappened.

2) The BEGIN and COMMIT entries are both there. This transaction is then "replayed,"
i.e. the copies of blocks for the transaction that are in the journal are written to their
places in the filesystemlt does not matter that thanay hare dready been written.
There is no harm in writing the same data again, other than a slight delay.

Recwery via the journal is veryery fast, typically less than one second!

Journal modes

In Linux, a particular mounted volume which supports journaling can be set to one of
three modes (this is configured at each mount and is not a permanenteatifibhe
volume) which controls he the data itself (as opposed to metadata) are handled in the
journal:

» dat a=j our nal : In this, the most paranoid mode, all data writes are written into the
journal first, i.e. the data @ the same Ml of protection as the metadata. This cameha

a very heavy toll on performance since all writeteetively require tw disk accesses
(one to the journal, the other to the actual data block) and because data write traffic is
high-wlume and may\@rflow the small journal area causing a stall until disk writes are
completed. Thismode guarantees that the order in which data are written to a file is
consistent with the order in which files are created, renamed or deleted.

» dat a=or der ed: Data are written back before corresponding metadata are written into
the journal. The data blocks themselves are not written to the jourhal.is the dedult
mode. Considea file that is being written with medata. Asit grows, its size field in the
inode has to increase, the block mapgeha be pdated, and the free map bits/édo be
marked as in-use.lf these metadata are put into the journal first and then the system
crashes, upon journal reey the file would appearto contain the ne data, but in &ct

the contents of those data blocks as described in the block map widribegg. By
forcing data write-back prior to metadata journal commit, this situatioroided.

» dat a=wri t eback: This mode will hae the best performance but the worst gnity.

The write-back of data blocks is not synchronized at all with metadata writes to the
journal. Theundesirable situation described abaould happen.

This discussion of journaling is necessarily a brief one. There arg coarplex issues
which affect performance and reliabilityournaling is still an acte aea of research and
development.
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A review of filesystem-related system calls & library functions seen thus far

open: Create an ordinary file, and/or open a file for I/Q
read: Read data from an open file

wite: Wite data to an open file

| seek: Change the current position within an open file

cl ose: Cl ose an open file

unl i nk: Destroy a path to a file (or syniink)

nkdi r: Create a directory node
rodir: Destroy a directory node (nust be enpty)
link: Clone a file, producing a hard |ink

symink: Create a soft (synbolic) |ink

readl i nk: Query the value of a symink

stat: Retrieve the netadata infornmation about a path

fstat: Retrieve the netadata informati on about an open file

| stat: Retrieve the netadata information w thout foll owi ng syminks
chown: Change the uid and gid ownership of a node

chnod: Change t he perm ssions nmask of a node

uti me: Change the tinestanps

opendir: Pseudo-systemcall to open a directory
readdir: Pseudo-systemcall to read the next directory entry

closedir: Close a directory opened by opendir

Appendix -- Solid State Disks

In recent years, Solid State Disks (SSDs)ehi#sen in popularity We don’t havetime to
explore this topic ghaustvely, but it is interesting to note that SSDs soleome
traditional challenges in OS/kernel design and createones.

SSDs hae m moving parts. They store data in "flash" EERBM (Electrically Erasable
Programmable Read-Only MemoryYhe same technology is used for the boGMR
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("BIOS"), for storing configuration information in embedded devices, SD cards, and
USB-attached "sticks." The SSD is a form of EEPROM that has been optimized for
heavier read/write activity comparable toaha traditional (mechanical) HDD is used.

The minimum unit of access for either read or write is known in the industry as a "page."
This term should NO be confused with the "page" that we are going to explore in unit
#5. Typical page sizes are 4K to 16K byté&hen reading from an SSD, access time is
extremely fast and there is no penalty for random access (as opposed to HDD, where the
head has to physically me). This makes SSDs extremely advantageous for storing the
Operating System (the kernel code, plus all the system utilities), because much of this
access is read-onlgr is dhanged infrequently.

The situation for write access is much more complicated. The second "E" in CREPR
implies Erasure A given Page can only be written to once until it is eras8d. writing
actually irvokes the "P" for "Program™ aspect of "EERPOMNow here is where another
organizational unit comes into playPages are grouped into what are called "Blocks",
acain not to be confused with disk or filesystem blockgpically, there are 128 to 512
pages per block. Erasure can only be done at the granularity of an entire block!

An entire page must be written at oncegreif only one byte needs to be changed from

its present &lue. Rge sizes are quite a bit larger than typical HDD sector sikes.
optimize performance for SSD, the kernel needs towaeeaof this and needs to batch
writes into whole page chunks. If possible, data structures in the filesystem should be
page-aligned although this is fitult when different manufacturers use different page
sizes. Theact of writing a page is really a read-modify-rewrite process. Since the
individual page can not be re-written until the whole block is erased, instead the on-board
controller of the SSD must find another free pagmewheren the SSD, read the old
vaue of the page and merge in thevrigytes (unless the entire page is getting re-written),
and write the result to the wepage address.

This implies that logical block addresses (LBAS) need to be mapped to tlsicglh
pages. Irother words, the SSD controller needs to maintain an internal "directory” which
in turn must be stored in the EEPROM, otherwise wald/scramble and loseeything
wheneer the power gets turned off!

Now, some more fun.What happens if there are no free pages? Then the write could not
take dace. Buthow does the SSD kmwo when a page is free®n a comentional HDD,

the hard disk doesin¢are if a sector contain@hd data or not, becauseyasector can be
oveawritten at ay time. Thekernel will just overwrite it when it needs it. But on an
SSD, garbage could accumulateSD-avare kernels send a command known as "TRIM"

to the SSD to notify it of LBAs that are no longer in use. Most SSMe Aaongoing
"garbage collection" algorithm that m& pages around so as to create entire blocks
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which are free, that can then be erased.

We e that the write operation could require an erasure of a block before there are blank
pages that can be written tdVrite performance of an SSD is therefore more difficult to
characterize. lrgeneral, the programming (write) operation is much slower than read,
perhaps 10-100 times s¥er, and up to 1000 times slower if an erase needs to happen
first. Often,burst write performance is much better than sustained performance, because
initially the garbage collection algorithm on the SSD is able to stay aheadydotitialy

the slowness of the erase cycle catchesloghese situations, the HDD might actually
out-perform the SSD.

There is one more complicatiorBEPROM cells hae a fked lifetime. For reasons that
get into solid state physics, the cells begin to degrade aftey enase/programycles
and may start toafl to accept a e write, or may lose dataTo compensate for this,
SSDs use "wear \Velling” to try to spead write aafity evenly among blocks, so that a
given block doesrt wear out before the rest of the SSD.

These issues with SSDsuealed to an acte field of research in optimizing filesystem
design to work better with SSDs, as most traditional filesystems were designed with
HDDs in mind.

Appendix - Disk Reliability

Earlier we considered the challenges of maintaining filesystegriiytezhen non-atomic
operations get interrupted, e.g. because ofveepdailure or system crastA related lot
separate issue is pemnting data loss when a disk fails entirely.

Hard disks are susceptible to "head crashes" where small bits of debris in AhgeHD
between the flying head and the magnetic platteaserfInsome cases this causes only
limited damage, with a ve bad sectors. But in other cases, it destroys the head, at which
point most of the dve may be unreceerable. Oncea dive garts to deelop "bad
sectors” it is best to replace it, because the problem usually gete,vand neer gets
better! Othemproblems with mechanical hard ¥ include failure of the spindle motor

or head positioning system, or failure of theves eectronics, all of which usually result

in total loss of data.

SSDs are much more reliable becausey tteck moving parts. However like any
electronic device, tlyecan hae mnor flaws in their fabrication which sooner or later will
result in a &ilure. SSDsalso rely on a complicated mapping layer between tha LB
addresses used by therkel via the SFA interface and the internal structure of the SSD
(blocks and pages). Corruption of this mapping can lead to data loss.
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Since drve failure can not be pvented, systems which are designed for high reliability
use redundaryc The simplest case is we double the number g$ioal drives. Whernwe
write, we write the same sector to a pair of identicaledri Readan be satisfied from
either drve. This is knavn as mirroring or "RAID-1." (This acronym stands for
Redundant Array of Inexpensi Drives)

Should one dve fail, the system continues to operatehe failed dwe is replaced as
soon as possibleThen a "re-sync” operation is performed in the background t@ rmak
sectorby-sector cop from the remaining good @ o the replacement dre. When that
is done, redundamgas restored.

The other popular approach, especially when there arg dniaves, is to use a checksum
approach distributed amongveesal drives. Thisis RAID-5 or RAID-6.

Both of these are blockyel redundang schemes. Adisadwantage is the long re-sync
time, becauseven if the filesystem is nearly empiywill still need to coy each sector

To address this, some filesystemy@aedundang built in to them. The most popular is
ZFS. With the filesystem managing the mirroring, only sectors containing actual data
need to be re-synced.

This is a ery brief discussion and the reader is encouraged to explore further atieir o
pace.



